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Agenda

i. ¢Qué es Hacking Etico?
ii. Tipos de hackers
lii. Tipos de pruebas
iv. Metodologia de hacking: OSSTMM
v. Herramientas de Hacking: OWASP ZAP
vi. Software de aprendizaje: Mutillidae
vii. Caso de uso -> Replicar



¢Qué es Hacking Etico?

Uso de conocimientos en informatica y en seguridad de la informacion para encontrar
vulnerabilidades en un sistema de informacion, con el objetivo de reportarlas a la organizacion
propietaria de dicho sistema, para que se tomen las medidas necesarias que permitan prevenir un
ataque a futuro.




Tipos de hackers

White hat

Black hat

Gray hat



Security Testing Teams

. * Integrate

* Defend against defensive tactics
m Team and controls
simulated and identified
actual through Blue
cyberattacks Team to ward off

future Red Team
attacks

Red Team

* External security
testing teams
who emulate
hackers to
compromise
systems



Target's
Knowledge
of Attack

Tipos de pruebas

? Q
¢ Blind Gray/|Box Tandem

Double Gray Box

Double Blind Reversal .

Attacker's Knowledge
of Target

https://www.isecom.org/OSSTMM.3.pdf



https://www.isecom.org/OSSTMM.3.pdf

Active
Posture LogisTics Detection |
Review P \/erification

Metodologia de hacking Vm*——-b Va;gﬁmbn 3 oo

N = 1

® OSSTMM (Open Source Security
Testing Methodology Manual)

https://www.isecom.org/OSSTMM.3.pdf



https://www.isecom.org/OSSTMM.3.pdf

HERRAMIENTAS DE HACKING

Information Gathering | Vulnerability Analysis @ Wireless Attacks Web Applications Exploitation Tools
ace-voip BBQSQL Airbase-ng apache-users Armitage

Amap BED Aircrack-ng Arachni Backdoor Factory
APT2 cisco-auditing-tool Airdecap-ng and BBQSQL BeEF

arp-scan cisco-global-exploiter Airdecloak-ng BlindElephant cisco-auditing-tool
Automater cisco-ocs Aireplay-ng Burp Suite cisco-global-exploiter
bing-ip2hosts cisco-torch airgraph-ng CutyCapt cisco-0cs

braa copy-router-config Airmon-ng DAV Test cisco-torch

CaseFile Doona Airodump-ng deblaze Commix



Stress Testing

DHCPig
FunkLoad
iaxflood
Inundator
inviteflood
ipv6-toolkit
mdk3

Forensics Tools

Binwalk
bulk-extractor
Capstone
chntpw
Cuckoo
dc3dd
ddrescue

HERRAMIENTAS DE HACKING

Sniffing & Spoofing

bettercap

Burp Suite
DNSChef

fiked
hamster-sidejack
HexInject
iaxflood

Password Attacks

BruteSpray

Burp Suite

CeWL

chntpw
cisco-auditing-tool
CmosPwd
creddump

Maintaining Access

CryptCat
Cymothoa
dbd

dns2tcp
HTTPTunnel
Intersect
Nishang



HERRAMIENTAS DE HACKING: ZAP

Open Web Application Security Project (OWASP) es una comunidad sin animo de lucro que
ayuda a las organizaciones a desarrollar y mantener aplicaciones seguras.

Todo el contenido de OWASP es gratuito, abierto y sin sesgo comercial.
https://www.owasp.or
Dentro de los contenidos disponibles en OWASP se encuentran:
d Herramientas de seguridad
d Documentos (Guias, estandares)
 Librerias de cédigo

=) OWASP

“ The Open Web Application Security Project

lgualmente, hay diferentes espacios para compartir conocimiento con la comunidad:
O Capitulos locales: Bogot3d, Lima, Quito, Sao Paulo, Ciudad de Panam3, etc
 Conferencias: OWASP Latam Tour

 Listas de correo

Uno de los proyectos mas populares de OWASP: ZAP
O https://owasp.org/www-project-zap/



https://owasp.org/www-project-zap/
https://www.owasp.org/

ZAP:

Series of short form videos featuring Simon Bennetts, project lead of the OWASP
Zed Attack Proxy (ZAP) project: hitps:/www.alldaydevops.com/zap-in-ten
Introduccion a la API de Zap:

https://www.zaproxy.org/docs/api/#infroduction

Coursera project:
https://www.coursera.org/learn/web-application-security-testing-with-owsap-zap
Instalacion de multillidae

https://qithub.com/webpwnized/mutillidae



https://www.alldaydevops.com/zap-in-ten
https://www.zaproxy.org/docs/api/#introduction
https://www.coursera.org/learn/web-application-security-testing-with-owsap-zap/ungradedLti/BDxG6/web-application-security-testing-with-owasp-zap
https://github.com/webpwnized/mutillidae

SOFTWARE DE APRENDIZAJE: MUTILLIDAE

Tiene mas de 40 vulnerabilidades y desafios.

Contiene al menos una vulnerabilidad por cada categoria incluida en el OWASP Top Ten 2017.
Actually Vulnerable (User not asked to enter “magic” statement)

Mutillidae can be installed on Linux or Windows *AMP stacks making it easy for users who do
not want to install or administrate their own webserver. Mutillidae is confirmed to work on
XAMPP, WAMP, and LAMP.

Preinstalled on Rapid7 Metasploitable 2, Samurai Web Testing Framework (WTF), and OWASP
Broken Web Apps (BWA)

System can be restored to default with single-click of "Setup" button

Dos modos de operacidn: Seguro e inseguro

Utilizado en educacidn a nivel universitario y corporativo

Utilizado para probar la software de deteccidon de vulnerabilidades

Actualizado frecuentemente



Laboratorio



Laboratorio: Escaneo y explotacion de vulnerabilidades

1. Instalar e Iniciar Mutillidae

Instalar e Iniciar ZAP

Primer ataque: Realizacion de un primer escaneo de vulnerabilidades usando

ZAP y Mutillidae

4. Andlisis de resultados (identificacion de impactos): High, Medium and Low
priority alerts

5. Explotacion de una de las vulnerabilidades (SQL Injection)

6. Informe: Propuesta de medida de correccion

w N

Otro ataque (Interceptacion de http requests): Opcional!
1. Configuracion de un proxy usando Foxyproxy para interceptar trafico web
2. Encontrar archivos y félderes de un web server con “Forced Browse Directory”



Laboratorio: Escaneo y explotacion de vulnerabilidades

1. Readlizar la instalacion de Mutillidae en una maquina virtual (Esta serd nuestra maquina victima)

File Machine View Input Devices MHelp

En este paso puede descargar la
siguiente Mdaquina Virtual que ya trae
mutillidae instalado:

https://uredu-my.sharepoint.com/:u:/g/
personal/danielo_diaz_urosario_edu_co/
EZ05pMwLf2REiK4V7I8EyacBLrLijlkypXE
nOHgtSoM-uQ?e=gew0gW

Tambien puede validar que el sha256sum

. de la maquina descargada sea el
updated on these platforms. With CorreCtO:

dozens of vuinerabdibes a

@ easme 61681fdbbacfe558ddda51b4d5c25a6fea
cc2600065466d9ecce1194a85dfe81

Releases

Dt

S3SB6C1 06PN Lab1 Instalacion multillidae

https://www.youtube.com/watch?v=BgvTBNG6IEIM



https://www.youtube.com/watch?v=BgvTBN6lElM
https://uredu-my.sharepoint.com/:u:/g/personal/danielo_diaz_urosario_edu_co/EZ05pMwLf2REiK4V7I8EyacBLrLij1kypXEn0HgtSoM-uQ?e=gew0gW
https://uredu-my.sharepoint.com/:u:/g/personal/danielo_diaz_urosario_edu_co/EZ05pMwLf2REiK4V7I8EyacBLrLij1kypXEn0HgtSoM-uQ?e=gew0gW
https://uredu-my.sharepoint.com/:u:/g/personal/danielo_diaz_urosario_edu_co/EZ05pMwLf2REiK4V7I8EyacBLrLij1kypXEn0HgtSoM-uQ?e=gew0gW
https://uredu-my.sharepoint.com/:u:/g/personal/danielo_diaz_urosario_edu_co/EZ05pMwLf2REiK4V7I8EyacBLrLij1kypXEn0HgtSoM-uQ?e=gew0gW

Laboratorio: Escaneo y explotacion de vulnerabilidades

2. Iniciar la maquina virtual de Kali Linux y la herramienta ZAP (Esta serd nuestra mdaquina atacante)

e Mache View Input Dewnes Melp
- \
Sli Untitled Session - OWASP ZAP 2.7.0

AREREE [4e Lon Wow Goaiss Deport ook Griee Liss

R~ 9N

S | R “w i 3 - o - Y AN vw® Q
T | Qmasian e - roveew [ oo (4] R’ Usar el siguiente link de descarga a la
ht ol — Welcome to the OWASP Zed Attack Proxy (ZAP) ‘ version 2021.4a de Kali linux, en lugar del
sl eI N TR ISt i o Taieo link de descarga indicado en el video:
htty - Phowsm Do awary that pou dhauld anly slach pphction, Iha you have Deen spec A ally boun gaen permnwen Lo b _ g
i‘l".l 1o Quachly tant on ppicelon, unter 13 UNL - 19 Allack
htty ® st | http://old.kali.org/virtual-images/kali-20
- | 21.4a/kali-linux-2021.4a-virtualbox-amd
output | 4 | 64.ova
L L - Conlv LR LA} . e B h'" .q’«<’ Abat N l..“ ”n

Usar las siguientes credenciales para
acceder a la maquina virtual:

e User: kali

e Pwd: kali

Bivem([ &

P »l o) 123671915

S3SB6C2 07PN Lab2 Herramienta
https://www.youtube.com/watch?v=kJgXeA8HZvw



https://www.youtube.com/watch?v=kJqXeA8HZvw
http://old.kali.org/virtual-images/kali-2021.4a/kali-linux-2021.4a-virtualbox-amd64.ova
http://old.kali.org/virtual-images/kali-2021.4a/kali-linux-2021.4a-virtualbox-amd64.ova
http://old.kali.org/virtual-images/kali-2021.4a/kali-linux-2021.4a-virtualbox-amd64.ova

Laboratorio: Escaneo y explotacion de vulnerabilidades
2. Iniciar la maquina virtual de Kali Linux y la herramienta ZAP (Esta serd nuestra mdaquina atacante)

ZAP no estd incluido por default en las ultimas versiones de kali linux, por ejemplo la 2021.4q, por
ello se debe instalar con el siguiente comando: sudo apt install zaproxy

— | o~

install zaproxy

We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

[sudo] password for kali:
Reading package lists ... Done
Building dependency tree ... Done
Reading state information... Done
The following NEW packages will be installed:
Zaproxy
@ upgraded, 1 newly installed, @ to remove and 377 not upgraded.
Need to get 185 MB of archives.
After this operation, 232 MB of additional disk space will be used.
Get:1 http://kali.download/kali kali-rolling/main amd64 zaproxy all 2.11.1-0k
alil [185 MB]
Fetched 185 MB in 49s (3,787 kB/s)
Selecting previously unselected package zaproxy.
(Reading database ... 267880 files and directories currently installed.)
Preparing to unpack .../zaproxy_2.11.1-0kalil_all.deb
Unpacking zaproxy (2.11.1-0kalil)
Setting up zaproxy (2.11.1-0kalil)
Processing triggers for kali-menu (2021.4.2)

Mas informacion sobre el proceso de instalacién: https://www.kali.org/tools/zaproxy/



https://www.kali.org/tools/zaproxy/

Laboratorio: Escaneo y explotacion de vulnerabilidades

2. Iniciar la maquina virtual de Kali Linux y la herramienta ZAP (Esta serd nuestra mdaquina atacante)

Después de instalarse, ZAP puede iniciarse a través del siguiente comando: zaproxy

Found Java version 11.0.13

Available memory:
Using JVM args:
Picked up
2371 [main] INFO

on to /home/kali/.

2853 [main] INFO
1i/.ZAP/session
2854 [main] INFO
1i/.ZAP/dirbuster
2854 [main] INFO
1i/.ZAP/fuzzers
2854 [main] INFO
1i/.ZAP/plugin
2968 [main] INFO
03/2022, 11:27:30

1981 MB

-Xmx495m
_JAVA_OPTIONS:
org.parosproxy.

ZAP/config.xml
org.parosproxy

org.parosproxy.

org.parosproxy.

org.parosproxy.

-Dawt.useSystemAAFontSettings=on -Dswing.aatext=true

paros.Constant - Copying default configurati

.paros.Constant - Creating directory /home/ka

paros.Constant - Creating directory /home/ka
paros.Constant - Creating directory /home/ka

paros.Constant - Creating directory /home/ka

org.zaproxy.zap.GuiBootstrap - OWASP ZAP 2.11.1 started 23/
with home /home/kali/.ZAP/

Az OWASPZAP-OWASPZAP2.11.1

File Edit View Analyse Report Tools Import Online Help
StandardMode v||[1 E H E g & &% Jd 2 e E o EBEmE2 & 8 ¢ @
@ Sites < Quick Start #

>Welcome to OWAS...

ZAP is an easy to use integrated penetration testing tool for
finding vulnerabilities in web applications.

= Request ¢ Response

eLE3=

(¥ Contexts
[@] Default Context

@ Sites - ;
If you are new to ZAP then it is best to start with one of the
options below.
W VW a

LNews

= History € Search [¥Alerts | Output ==

@ @ Y Filter: OFF @ Export

Id S... Req. Times... M... URL C..;|Rea.i| . Size Re... Highe... ... Tags B

Alerts w0 w0 RO ®O Primary Proxy: localhost:8( Current Scans 440 €0 @0 20 @0 %0 0

Mas informacion sobre la instalacion: https://www.kali.org/tools/zaproxy/



https://www.kali.org/tools/zaproxy/

Laboratorio: Escaneo y explotacion de vulnerabilidades

3. Redlizar un escaneo de vulnerabilidades y explotar una de ellas

o} . A
— Kall Rune 3 Oracle VM ViFtualBon
. File Machine View nput Devices Help
q Untitled Session - OWASP ZAP 270 eo®e0
e EAt Yew Aoatyse Bepect Jook Qnbne e
4 Mandwddede o) whkil -0 OSSR OQQ O7TT AW LA NE B AN B
-
Jmsam| 4 | 5 Quick Start | = Regueet | Aespemsess | +
L tender, Tt ® | Body Tet ® [
. . ‘(-wn-l NEIPZL. ) 200 = 2
Oefault Contant Doter Tww, 19 Jon 2021 2004437 N
v @ sem Sertver | Apeche/2. 4.9 (enty)
- Lepares: Tha, 19 Sov 1981 08:%2:00 a1
L MEpL aS manle org Coche Control: mo story. o coche, mnt revel aduty
v MNP eng prifecton cdn modle net Progee; s e
Vory: Acoept Incedisg
L Mg (hGevar wrew o mogla com Conteont Langth: LIW
. ~ Mrp "2 1880 20 Content Type: Teat/Misd . charwtelity ¢
.
e
i WA S/ NERT 1L L1 c Lt ane L bt Lar pig * S
e “ronr e neal et 1L Ldaes claaant M AGU NN A7 phe 00 L10e 00, BITOr seecuting quary. br b z
.

COMMACT 0rTRO. O-Br arrma, 122000 errer. T USAE SELECT SEATASRATA NS & GLETARONT MNRAr BF Saluag 27 | <lient infe. mysging

E - bestory '—\mu;lp—lw Output | 8 spiter | X actwe scan [ # | — - - B -
ee J

SU Injection - MySQU -
o BB Aerts (17 . U ML /1921000 20muting, e terername-*
R Oow St Sorping (Rafxted) () — ..*
GET D /192 168 0 200mut Isisa/hnts page wra x.
GEY Mip /192 108 0 20/muting senc vdewpop *UNION ALL select NULL
o BT NP H197 108 0 200wt Bt fwedssw vl oore The ued SELECT satements Nove & Bfferert number of colemng

/ SO egectien (2) 3]

GET Mtp /197 1680 20muriatanhnes page wry | | "

CAT Mip #1932 1080 20, a2

* N Apphcation Crrer Deuclowate 12)
* ™ Dwectory frowsing (16)
* P Erame Optona Masder Not et (40}

S3SB6C3 08PN Lab3 Escaneo y explotacion

https://www.youtube.com/watch?v=3aseMHFKRuk



https://www.youtube.com/watch?v=3aseMHFKRuk

Laboratorio: Escaneo y explotacion de vulnerabilidades

4. Interceptacion de trafico y descubrimiento de directorios

File Machine View Input Devices Melp

FouyProxy Add Prowy - Mozilla Firefos

§ 1921680 20/metitidan) X ¥ owyProwy Ado Prowy X +
“ C Qe M Externion (FouyProwy Standard  moz-extension //c 211397 693 . 4415 8048 (111243861 48/ prowy Mm -9 9

© Most Visited © Offensive Security © Xall Umx @ Kok Docs © Kali Tools & Exploit-D8 W Avcrack-ng © Kali Forums © Nettiunter © Kali Training @ Getting Started

R~ 9N

o
j-“'/' Add plnqy

E nabled
AOd whiltelist pasiem 1o maich all URLs o

Do not use for localhost and intranetrvate P addresses @

Password (opsonal) =

]
i
)
7
)

S3SB6C4 09PN Lab4 Interceptacion y force
https://www.youtube.com/watch?v=IB581FNxgAw



https://www.youtube.com/watch?v=lB581FNxgAw
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v What are application security risks?
v/ OWASP TOP10

v Injection



What are application security risks?



What are application security risks?

Threat Attack Security Security Technical Business
Agents Vectors Weaknesses Controls Impacts Impacts

A
A

o Attack Weakness Control

m Weakness Control

Attack Weakness

Weakness HControl

e An attacker can use different paths to affect a business: Each path is a risk

* One definition of risk: “When a threat agent materialize a threat (attack), which exploit
a vulnerability (weakness) with certain probability, causing an impact (reputational,
operational, legal)”

Residual Risk = Probability_A * Impact_A

A: It means After controls



What are application security risks?

* These were the identified Risks for the Zion study case (Threat Modeling)

Probability of Business P Risk
Occurrence (P) Impact ()

E DI

Threat

SQL Injection
XSS

Cookie Replay

(R+E+DI)F " (D+'A)" Pxd I

~
(o))

Session Hijacking
CSRF
Verbose Exception

Brute Forcing

Eavesdropping

Insecure Backup
Audit Log Deletion
Output Caching

N WO |=|==]=]=N|N|W|w[E]

A
3
3
1
1
1
3
3
3
1
1
3
3

Website Defacement

S W W | == |NININ|W|IN|wW|w|w s

—_— = N[O ININ(=IN=IN|IN[W|N

= (NITWWINININ|==W|IN[Ww|N

WwWunmiojlwlfLnjinib|h|lwWiIN|IO|O
Wy ON|HA (WA

-

2
High: 41 to 60; Medium: 21 to 40; Low: 0 to 20

Table C.3-P x| ranking

Logic Flaws




OWASP TOP 10

El proyecto OWASP TOP 10 agrupa las 10 vulnerabilidades mds comunes en servicios web y su version
mas reciente es la 2021.

2017 2021
A01:2017-Injection A01:2021-Broken Access Control
A02:2017-Broken Authentication A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure > A03:2021-Injection |
A04:2017-XML External Entities (XXE) < (New) A04:2021-Insecure Design
A05:2017-Broken Access Control A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization / {(New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities /AOQ:ZOZl-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

https://owasp.org/Top10/A03 2021-Injection/

https://owasp.org/www-project-top-ten/



https://owasp.org/Top10/A03_2021-Injection/
https://owasp.org/www-project-top-ten/

WebGoat

WebGoat: Deliberately insecure web application for interactive teaching of web application
security

€« C' | [ 10.20.101.15:8080/WebGoat/login.m

%WEBGOAT Please login
Username
=
Password
=2

The following accounts are built into Webgoat

Account User Password
Webgoat User guest guest
Webgoat Admin webgoat webgoat Denial of Service

nunication

https://www.owasp.org/index.php/Category:OWASP WebGoat Project
https://github.com/WebGoat/WebGoat/tree/7.1


https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
https://www.owasp.org/index.php/Category:OWASP_WebGoat_Project
https://github.com/WebGoat/WebGoat/tree/7.1

ZAP

* Zed Attack Proxy (ZAP): Software de interceptacion de comunicaciones

N Sesion sin Nombre - OWASP ZAP 2.4.3 ¢ A=

Archivo Editar Ver Analizar Reporite Herramientas Online Ayuda

lLModoesténdar (T E dmm E s EE  EmEEE D Q

@ Propiedades: Internet ?

& Sitios | == _[ - Inicio Rapido T =5 Peticién T Respuesta:
v = Contexts Bienvenido al OWASP Z
[£] Default Context

v @ Sitios
B hitp=/127.0.0.1:11456 Ten en cuenta que sdlo debes atacar aplicaciones

|| http://127.0.0.1:15674

ZAP es una herramienta para pruebas de penetra:

‘| http://127.0.0.1:17896 Para probar una aplicacién rapidamente, introduzc
.| http:#/127.0.0.1:21953
.| http://127.0.0.1:32934 URL a atacar: http://
L 47 Atacar |
Progreso: No iniciado

Para un anadlisis mas en profundidad de la pruebszs

Si usted esta usando Firefox 24.0 o superior pued

<
_[ =T HistoriaT <4, Buscar T 8 Alertas T | ] Salida T 3= ]
@ & | Filtro:APAGADO
| Mmét_ | URL | co...
P 0070

1D | Req. Times

I Alertas W0 VU0 VWO WO Escaneo

& Configuracién de la red de area local (LAN)

Configuracién automatica

La configuracién automéatica puede invalidar a la manual. Para evitar
que esto ocurra, deshabilite la configuracion automatica.

Detectar la configuracién automaticamente

["]Usar scripts de configuracién automatica

Servidor proxy

Usar un servidor proxy para la LAN (esta configuracién no se
aplicara a conexiones de acceso telefénico ni VPN).

Direccién: | localhost | Puerto: | 8080 Opdiones avanzadas

["]No usar servidor proxy para direcciones locales

ol

Configuracion de la red de &rea local (LAN)

La configuracién de LAN no se aplica a las Configuracién de LAN
conexiones de acceso telefdnico. Elija

Configuracidn, mas arriba, para configurar el

acceso telefonico.

Aceptar Cancelar Aplicar

https://www.owasp.org/index.php/OWASP Zed Attack Proxy Project

I

20| L

leta) |


https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project

Injection



Attack
Vectors

Prevalence
COMMON

Security
Weakness

Detectability

AVERAGE

=@ Technical g .o
Impacts

INJECTION

¢Como? El intruso envia atagues basados en texto que
explotan la sintaxis del interpreter de la aplicacion. Casi
cualquier fuente de datos (incluidas las internas) puede ser un
vector de ataque.

éPor qué? Ocurre cuando los datos que provee el usuario no
son validados antes de ser procesados por el interpreter.
Pueden existir en cddigo SQL, LDAP, XPATH, OS Commands,
XML parsers, SMTP Headers, argumentos de programa, etc.

Impacto: Pérdida de datos, modificacion de datos, ejecucidn
de actividades por fuera de logs, denegacidn de servicio



INJECTION
SQL INJECTION

* Itis the most well-known form of injection
-

* The business databases are the main target v
* The problem is that a database query is built with user _ -
input which is NOT sanitized or validated =

SIGN IN

string sSQLQuery = “ SELECT * +ROM USERS WHERE user_id =" +
txtUserID.Text + ”  AND user_password = ‘’ + txtPassword.Text +

”n ¢

string sSQLQuery = “ SELECT * FROM USERS WHERE user_id="" +
‘OR1=1--+" “AND user_password = *’ + txtPassword.Text + " *

SELECT * FROM USERS WHERE user_id =‘’ OR 1=1 - -

A

Everything after the -- in SQL is ignored




INJECTION
SQL INJECTION

Attack methodology:
1. Use SQL commands that cause error to force the database to respond with messages that

disclose internal database structure (The Query structure)

2. Discover the SQL query
3. Inject a SQL command to achieve modify, add, retrieve or delete data from the database

Which can be the solution? ‘ Suppressing database error messages!

Not enough...

Blind SQL injection:

* Simple boolean SQL expression (true/false)
* Use the response time to determine if the result was TRUE or FALSE

https://www.owasp.org/index.php/SQL_Injection



https://www.owasp.org/index.php/SQL_Injection
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Injection means...

e Tricking an application into including unintended commands in the data sent to an interpreter

Interpreters...

* Take strings and interpret them as commands
e SQL, OS Shell, LDAP, XPath, Hibernate, etc...

SQL injection is still quite common

e Many applications still susceptible
e Even though it’s usually very simple to avoid

Typical Impact

e Usually severe. Entire database can usually be read or modified
e May also allow full database schema, or account access, or even OS level access

14




SQL Injection Laboratory



INJECTION

* Laboratory:

Injection Flaws

Command Injection
Do Numeric SQL Injection Lesson in your webgoat
https://www.youtube.com/watch?v=E_TPEcssMdU

Numeric SQL Injection

Log Spoofing
XPATH Injection
String SQL Injection

LAB: SQL Injection

Do String SQL Injection Lesson in your webgoat
stage 1: String SQL Injection https://www.youtube.com/watch?v=pt9nVSLy3Nk

Stage 2: Parameterized Query #

Stage 3: Numeric SQL Injection
Stage 4: Parameterized Query #2 Do Blind Numeric SQL Injection Lesson in your webgoat
https://www.youtube.com/watch?v=ffm73WEoup0

Database Backdoors

Blind Numeric SQL Injection

Blind String SQL Injection

Do Blind String SQL Injection Lesson in your webgoat
https://www.youtube.com/watch ?v=Lfo4hHS4yP8



https://www.youtube.com/watch?v=E_TPEcssMdU
https://www.youtube.com/watch?v=pt9nVSLy3Nk
https://www.youtube.com/watch?v=ffm73WEoup0
https://www.youtube.com/watch?v=Lfo4hHS4yP8
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