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Abstract

The securitization of the software development lifecycle is a practice that enables companies
to produce code that meets the three fundamental pillars of security: integrity, confiden-
tiality, and availability of the processed data, as well as the services provided within their
production applications. Currently, it is mandatory to integrate practices from the Secure
Software Development Lifecycle (SSDLC) into the team’s tasks due to the increasing rise
of security threats. Development teams are typically composed of both technical and non-
technical personnel who participate in the early stages of the SSDLC, such as planning and
design. However, many of these members lack knowledge in cybersecurity. In addition to
the lack of knowledge, the integration of securitization tools into the SSDLC is hampered by
the fact that these tools are applied manually and require significant time for construction.
Furthermore, the lag in addressing new threats results in the final product being vulnerable
to cyberattacks due to outdated security components or policies. This work, presented as
a degree project for the Master’s in MACC, proposes the integration of Large Language
Models (LLMs) and the methodology of Security Chaos Engineering (SCE) to facilitate the
incorporation of security-focused tasks within the Secure Software Development Life Cycle
(SSDLC). On one hand, LLMs automate the tasks of constructing and interpreting attack
and defense trees, facilitating the generation of hypotheses about attack scenarios. On the
other hand, SCE provides an evaluation of the system’s resilience, stability, and recovery
capabilities, resulting from the execution of a set of experiments in a controlled DevSecOps
environment aimed at exploiting system vulnerabilities.
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0.1 Introduction

The cost of software securitization can increase by up to a factor of 15 during the testing phase
compared to the cost of implementing software assurance during the design and requirements
analysis stages [I]. This occurs because modifications made early in the development process
affect components independently, allowing issues to be addressed in isolation. In contrast,
changes introduced in later stages can no longer be applied at the component level; instead,
they must be made at the project level, which significantly increases complexity, effort, and
cost.

Software securitization in companies is usually carried out, at best, during the develop-
ment stage. However, the measures applied during this phase are often insufficient and, at
times, too late to ensure that the final product is secure. As the development cycle pro-
gresses, the software accumulates vulnerabilities, leading to multiple security gaps in the
final product, as explained in [2]. Even after addressing the vulnerabilities identified during
the development phase, the software may still have security flaws from the design stage.

In many cases, development teams lack personnel trained in secure software development
and do not have access to specialized cybersecurity consulting services. According to a survey
conducted in [3], 30% of organizations reported struggling with a shortage of cybersecurity
skills. Furthermore, the time dedicated to software securitization is generally not considered
in the planning and requirements analysis stages.

Small and medium-sized enterprises (SMEs) are the most affected by cyberattacks, and
in some countries, they represent 90% of all businesses, contributing up to a third of the
GDP [4]. While software securitization issues affect large, medium, and small companies,
SMEs are most often the ones that lack a specialized team or department, budget, and time
allocated for cybersecurity. This makes their software products highly vulnerable to attacks.
Despite their size, these SMEs companies handle sensitive information both from their clients
and their own business, which must be adequately protected.

Today, more and more companies are choosing to migrate their systems to the cloud.
However, migrating infrastructure and software development to the cloud does not ensure
the implementation of an Secure Software Development Lifecycle (SSDLC) in development
projects. According to the National Institute of Standards and Technology (NIST), the cloud
consists of three service models: IaaS, PaaS, and SaaS. Each model has its own infrastructure
characteristics and configuration freedoms, with shared responsibilities, different data storage
methods, and access protocols [5]. The level of user involvement in software securitization
depends on the service model contracted. However, the physical securitization of the cloud
is the provider’s responsibility, while the securitization of software within the cloud is the
user’s responsibility in the [aaS and PaaS service models, who must apply secure development
principles to protect their applications.

Failing to implement a SSDLC not only leads to security issues but also results in finan-
cial and reputation consequences in the market. In 2014, Yahoo’s data breaches exposed
the confidentiality of information from 3 billion user accounts, which led to a $350 million
reduction in Verizon’s purchase offer for the platform [6]. This is just one of many examples
that illustrate the magnitude of the reputation and financial consequences that arise when
the final software product is insecure.

Given the above, it is clear that for companies (regardless of their size), implementing an
SSDLC in their software development projects is an urgent necessity, one that should begin
in the early phases of the SSDLC. The main challenge lies in the lack of knowledge regarding
secure development concepts and practices within the areas involved in software creation
(which are not limited solely to technical personnel), as well as the economic constraints faced
by SMEs. Implementing an SSDLC provides security, economic, and reputational benefits
for companies that develop software. Having a tool that automates part of the software
securitization task makes it easier to protect the integrity, confidentiality, and availability of
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the data processed in projects carried out within a DevSecOps environment.
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0.2 Related Works

This work builds upon two complementary research areas that are central to the study and
experimentation of resilience in DevSecOps environments: Artificial Intelligence (AI) and
the Security Chaos Engineering (SCE) paradigm. The following sections review the most
relevant proposals in these domains, examining their objectives, methodologies, and contri-
butions, and highlighting how they collectively advance the state of the art in DevSecOps
security assurance. In particular, Section reviews the main advances in the use of
Al—specifically Large Language Models (LLMs)—for securing software development, while
Section surveys recent contributions in the area of SCE.

0.2.1 Securing Development with Artificial Intelligence

Artificial Intelligence, and particularly Large Language Models (LLMs), has gained increas-
ing relevance as a means to enhance secure development workflows. Traditional security tools
such as Static Application Security Testing (SAST), Dynamic Application Security Testing
(DAST), or Infrastructure-as-Code (IaC) analyzers typically rely on predefined rules and
exhibit limited capacity for semantic reasoning or cross-layer analysis. In contrast, LLMs
provide contextual understanding, natural-language processing capabilities, and flexible in-
ference mechanisms, thereby enabling new opportunities to automate and strengthen security
assurance activities throughout the DevSecOps pipeline [7].

In this context, in [8] assessed the ability of GPT-based models to detect insecure pro-
gramming patterns. Their results show that LLMs can identify subtle code-level weaknesses
and articulate coherent explanations, effectively complementing conventional static analysis
tools.

Similarly, the authors in [9], analyzed the use of generative models for vulnerability
identification during code review. Their work demonstrated that LLMs can highlight sus-
picious constructs and provide actionable remediation suggestions, supporting developers in
addressing vulnerabilities earlier in the software development lifecycle.

MclIntosh in [I0] explored the integration of LLMs into continuous integration pipelines
for automated pull-request review. Their evaluation showed that LLMs can reduce manual
inspection effort by producing relevant security insights with acceptable precision.

Moreover, authors in [I1] investigated the ability of LLMs to classify and explain common
weakness patterns across diverse codebases. Their findings indicate that such models gen-
eralize across programming languages and frameworks, enabling more uniform vulnerability
classification in heterogeneous environments.

Beyond source-code analysis, Cankar in [I2] proposed machine-learning mechanisms for
analyzing TaC configurations. Their approach detects misconfigurations and risky deploy-
ments by learning from IaC patterns, surpassing the capabilities of traditional rule-based
linters.

Beyond secure development tasks, LLMs have also been applied to model attacker behav-
ior, generate adversarial tactics, and anticipate multi-step attack strategies. These efforts
shift the focus from code-level reasoning toward understanding how attackers plan, adapt,
and execute offensive operations—an aspect that is particularly relevant for threat modeling
and security analysis.

In this direction, Gadyatskaya in [I3] evaluated the ability of LLMs to generate at-
tack trees from textual scenario descriptions. Their results confirm that LLMs can produce
structurally coherent trees, while also highlighting the need for expert supervision and formal
structural constraints to mitigate inaccuracies.

Similarly, Zhang in [14] studied the use of LLMs for strategic cyber reasoning, showing
that models can articulate multi-step adversarial plans and evaluate attacker strategies at
an abstract level.
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Diaf in [I5] proposed a learning-based mechanism to predict zero-day cyberattacks in
IoT environments. Their approach integrates contextual factors to anticipate exploitation
attempts, demonstrating the value of Al-driven forecasting for proactive defense.

Furthermore, Zhang in [16] explored the generation of adversarial Tactics, Techniques,
and Procedures (TTPs) using LLM prompts. Their results indicate that LLMs can transform
natural-language descriptions into structured adversarial techniques inspired by the MITRE
ATT&CK framework.

Wang in [I7] presented a framework for simulating full attack chains by combining LLM-
organized knowledge with structured reasoning. Their system generates multi-step attack
narratives along with potential mitigations, illustrating how LLMs can support scenario-
based threat modeling.

Additionally, Haryanwo in [I8] examined how LLMs can contextualize cybersecurity
events to assist analysts during incident triage. Their assessment highlights both the poten-
tial benefits and the limitations related to ambiguous or inconsistent model outputs.

Finally, authors in [19] investigated the use of LLM-generated adversarial behaviors to
train autonomous cyber-defense agents. Their work demonstrates the value of LLMs in
producing realistic attack patterns that enrich training datasets for defensive reinforcement-
learning systems.

Collectively, these works illustrate the breadth of Al-driven research in secure develop-
ment and adversary modeling. While significant progress has been made across code anal-
ysis, IaC security, threat simulation, and attacker-behavior prediction, recurring challenges
remain, including hallucination, scalability limitations, and the lack of formal structural
guarantees. These limitations motivate the integration of LLM-based reasoning with formal
security models and empirical validation mechanisms.

0.2.2 SCE-Powered Proposals

Security Chaos Engineering (SCE) extends the principles of Chaos Engineering to the valida-
tion of security controls under realistic adversarial perturbations. Unlike traditional security
testing, which often focuses on predefined scenarios or static configurations, SCE introduces
controlled disruptions to assess whether defensive mechanisms behave as expected. Existing
works apply SCE across cloud environments, cyber—physical systems, distributed infrastruc-
tures, and DevSecOps pipelines, illustrating the growing versatility of this paradigm while
also exposing methodological inconsistencies and limited automation.

One of the earliest security-focused chaos experimentation frameworks is ChaoSlingr [20],
which enables controlled fault injection in cloud environments, focusing on access-control
misconfigurations and monitoring failures. While the framework demonstrates the value of
security-oriented perturbations, its experiments remain largely handcrafted and dependent
on operator expertise.

Similarly, CloudStrike [21] introduced a structured method for conducting security chaos
experiments in cloud-native infrastructures, with an emphasis on validating logging pipelines,
identity-management controls, and configuration integrity. The work illustrates how SCE
can uncover fragile dependencies hidden beneath apparently resilient architectures.

SCE has also been applied to cyber—physical systems (CPS). Charalambous in [22]
demonstrated that inducing controlled disruptions in CPS environments can reveal safety—
security interactions and operator errors that traditional reliability testing may overlook.

Sharieh in [23] investigated the application of SCE to API ecosystems, showing that
security perturbations can expose weaknesses in authorization flows, error-handling routines,
and dependency chains, thereby highlighting the need for continuous experimentation in
highly distributed systems.

Additionally, Bailey in [24] explored SCE in complex system-of-systems contexts, reveal-
ing emergent vulnerabilities arising from interactions among heterogeneous components and
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underscoring the importance of system-level reasoning.

The SCENE guidelines proposed by Jolak in [25] provide a comprehensive systematization
of existing SCE research. Through an extensive literature review, they identify recurring
methodological patterns, gaps in current experimentation practices, and the need for unified
taxonomies of perturbations and evaluation metrics.

From a practitioner perspective, Elumalai [26] discussed the integration of chaos engi-
neering techniques into DevSecOps pipelines, demonstrating how security chaos experiments
can validate defensive assumptions, detect configuration drift, and support compliance in
agile environments.

A major advancement toward automation in SCE is represented by ChaosXploit [27],
which integrates attack-tree knowledge with an experiment execution engine to automatically
derive hypotheses, evaluate defenses, and manage rollback procedures. Follow-up work by
Bedoya in[28, 29] extended this framework by incorporating natural-language processing and
LLMs to extract threat information from user stories, bridging design-time threat modeling
with runtime experimentation.

Overall, these works demonstrate the evolution of SCE from manual, scenario-driven
experimentation toward more systematic and automated approaches. However, most exist-
ing proposals still rely on handcrafted attack scenarios and lack mechanisms for dynamic
adaptation. These limitations motivate the integration of Al-generated attack and defense
trees into SCE workflows, enabling more scalable, data-driven, and continuously validated
security experimentation.
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0.3 Objectives

General Objective

To develop an innovative methodological workflow for evaluating the resilience of informa-
tion systems within DevSecOps environments, integrating the identification and modeling
of attack vectors and scenarios generated semi-automatically using Large Language Models
(LLMs), and their experimental validation through the design and execution of Security
Chaos Engineering (SCE)-based experiments.

Specific objectives

e OBJ1: Validate a previous proposal (papers [28] and [29]) that integrated SCE, into
DevSecOps practices, and improve it using both general and specialized LLMs to create
an attack-defense tree.

e OBJ2: Generate attack-defense trees with the support of a LLM, guaranteeing that it
contains information usable to implement attack procedures and countermeasures.

e OBJ3: Generate SCE experiments from the previously generated attack-defense tree,
that allow to define hypotheses, observability conditions, and a scenario where to deploy
the experiment.

e OBJ4: Integrate the findings into a Secure Software Development Lifecycle (SSDLC),
ensuring that hypothesis formulation and security validations are integrated within a
DevSecOps environment.
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0.4 Methodology

This work is framed within an experimental and applied approach aimed at enhancing the
security and resilience of information systems developed under a Secure Software Develop-
ment Life Cycle (SSDLC). The research objective is to evaluate the use of Large Language
Models (LLMs) integrated into a methodological workflow that enables the semi-automatic
generation of attack and defense trees, as well as the construction of Security Chaos Engi-
neering (SCE) experiments. Additionally, a comparative analysis is conducted among widely
used general-purpose LLMs to determine their performance in threat modeling tasks, specif-
ically in the structured generation of attack and defense trees and in the definition of SCE
experimental scenarios.

0.4.1 Research Methodology

To achieve the objectives proposed in this work, a set of phases was defined and orga-
nized as sequential tasks within the graph-based methodology illustrated in Figure [1} This
methodology structures the research process into well-defined stages, ensuring traceability
and reproducibility of the experimental workflow.

PHASE 1: PHASE 2: PHASE 3:
Design & Definition Generation & Experimentation Improvement & Extension

o Review and o Generation of e Improve proposed @ Analysis of results
replication of attack & defense trees workflow and conclusions
Previous Solutions with LLM support
v
Proposal of workflow Execution of 9 Creation of new
for generation &7 experiments based on evaluation metrics

trees
N Agnostic to LLM model

Creation of Comparison of results
evaluation metrics Creation of new

for attack and evaluation metrics
defense trees \L for SCE experiments

Agnostic to LLM model \L generated attack trees for attack and defense

Presentation of paper :
e ot INIC 2025 (Secynty Flhaos
v Engineering)

Execution of experiments

&

Figure 1: Research Methodology organized by phases

0.4.2 Phase 1: Replication of Prior Work

As part of the initial phase, a replication of prior research was conducted to validate and
extend existing approaches related to the use of artificial intelligence in Security Chaos
Engineering. Specifically, the studies presented at the ARES conference [28] and in the
International Journal of Information Security (IJIS) [29] were replicated.

In particular, the article “Securing Cloud-Based Military Systems with Security Chaos
Engineering and Artificial Intelligence”, presented at ARES by Martin Bedoya, motivated
the replication of the task of processing user stories from a military supply system using an
NER model [30]. This model allows security analysts or software developers to automatically
extract entities and actions from early stages of the Secure SDLC (Secure Software Develop-
ment Life Cycle), such as the design phase. This information is relevant for describing the
functional behavior of the system.

The implementation of the NER model made it possible to become familiar with natural
language processing techniques and to use its results as input for the manual construction
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of the risk model of the military supply chain system. Likewise, the replication of the article
[29] enabled progress toward the construction of attack and defense trees. In this work,
presented at IJIS by Martin Bedoya, an integration flow is proposed that combines the use
of large language models (LLMs) with system context to generate such trees as input for the
manually construction of Security Chaos Engineering (SCE) experiments.

To replicate this second article, the context of the military supply system, the cloud com-
ponents, and the attack objectives defined in the original work were used as input (prompt
context) for the LLM. An exploratory process was conducted with various language mod-
els available online, such as ChatGPT-4 [31], Qwen [32], and DeepSeek [33], for generating
attack and defense trees and transforming them into SCE experiments, which enabled the
proposed attacks to be executed in a controlled environment. The results of the ARES article
replication are presented in and those of the 1JIS article replication in
0.7] of the Results. The work carried out up to this point made it possible to fulfill of
this project.

0.4.3 Phase 1: LLM-Based Workflow for Attack and Defense Tree Gen-
eration

The proposed workflow, based on the use of Large Language Models (LLMs), is structured
into three sequential prompting blocks in its initial version, which is illustrated in
Each block fulfills a specific function within the automated process aimed at generating
a validated attack—defense tree.

The first set of blocks corresponds to the contextualization phase, in which the security
analyst provides the model with detailed information about the simulated military supply
chain, the AWS components that constitute the system architecture (e.g., CodeBuild, Code-
Pipeline, EC2, and IAM), and the predefined attack objectives. This stage establishes the
operational context and defines the boundaries of the system to be analyzed.

The second set of block focuses on the definition of quality metrics for attack and de-
fense trees, together with the structured identification of attack vectors associated with the
specified objectives. Based on this input, the LLM generates an initial version of the at-
tack—defense tree, which represents the main output of this phase.

The third set of blocks concentrates on structural and representational refinement of
the generated tree, enabling improvements in clarity, hierarchical organization, and formal
consistency. As a result of this block, a validated and well-structured attack—defense tree is
obtained, constituting the final outcome of the initial version of the workflow.

0.4.4 Phase 1: System Context

The problem addressed is developed within a controlled environment that simulates a real De-
vOps setting deployed on Amazon Web Services (AWS). Within this environment, and based
on the designed methodological workflow, Large Language Models (LLMs) are used to semi-
automatically generate attack and defense trees. Based on these generated attack—defense
trees, a security analyst defines and executes the corresponding Security Chaos Engineering
(SCE) experiments. These experiments are subsequently executed in the controlled environ-
ment in order to observe their impact on the security and resilience of the system.

The study seeks to evaluate the performance of different LLMs in the structured gener-
ation of threat models and experimental scenarios through the design and implementation
of specific quality metrics. The results obtained from these metrics enable an objective
comparison among the evaluated models and allow assessing their potential contribution to
strengthening information systems developed under an SSDLC through the incorporation of
the proposed workflow.
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The controlled AWS environment, designed to simulate a DevOps application associ-
ated with a military-sector supply chain, constitutes the experimental scenario in which the
proposed workflow is executed. The implemented architecture integrates services such as
AWS CodeBuild, CodePipeline, EC2 instances, and Identity and Access Management (IAM),
among other components commonly present in continuous integration and deployment envi-
ronments. These services were selected due to the existence of previously documented attack
vectors in specialized repositories such as HackTricks and used in the prior works
which enables the modeling of realistic and technically grounded threat scenarios.

The simulated supply chain is deployed under a hybrid cloud architecture, which in-
troduces both internal and external attack surfaces. In this context, the system may be
compromised by privileged internal actors (insiders) or external attackers. The military do-
main was selected to maintain coherence with prior research on the topic and due to the
strategic criticality of this sector, where the implementation of active defense mechanisms
and operational resilience is particularly relevant.

The architecture of the military supply chain application deployed in the AWS cloud is
shown in Figure [2l The security analyst is responsible for designing and executing security
tests and for assessing the resilience of the system. In this role, the analyst must reason
and act as an adversary, adopting an attacker’s mindset in order to realistically evaluate
potential weaknesses.

Specifically, the security analyst is in charge of creating controlled experimental condi-
tions in which system vulnerabilities can be exploited. These vulnerabilities may include,
but are not limited to, misconfigured access control policies, excessive permissions granted
to users or roles, exposed or hard-coded credentials, inadequate segregation of duties, inse-
cure service integrations, and insufficient monitoring or logging mechanisms. By deliberately
recreating such conditions, the analyst enables the systematic evaluation of defensive controls
and the overall resilience of the cloud-based system.

— AWS boundary

— Private Secured

®

VPC

Security & Governance

pushes changes to *

AWS

Code!iipeline AWS IAM
. B DevSecOps Pipeline Enforces access
. . \ 2 policies across
‘ ’ \ all services
p———
/ pushes changes to > <k
Security Analyst AWS CodeCommit AWS CodeBuild AWS CodeDeploy AWS IAM
Stores infrastructure and Compiles templates Deploys experiments into  Authorizes access
experiment definitions and validates configurations ephemeral EC2 Spot environments services
T +
{
v
AWS boundary T Infrastructure as Code
_;.T > “ —_— > -
/ ' — Legend:
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services dynamically from templates - > IAM authorization
AWS EC2
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Figure 2: Proposed Experimentation Architecture
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0.4.5 Phase 1: Quality Metrics for Attack and Defense Trees

Unlike previous works in this area, the proposed workflow incorporates an explicit quality
validation stage based on a set of defined metrics. The objective of this stage is to obtain
attack and defense trees with a well-defined hierarchy and clear, complete content at each
node, thereby facilitating the accurate interpretation, reproducibility of attack paths, and
validation of defensive logic.

The metrics designed to evaluate the quality of the attack and defense trees generated
within the initial version of the proposed workflow are presented in [Subsection 0.8.2] This
first version includes three quality metrics, which enable the objective quantification of both
the structural properties and the semantic content of the generated trees, supporting auto-
mated decision-making during the tree generation and refinement process.

The definition of these metrics is grounded in formal principles of attack tree model-
ing [34] and [35], as well as in the characterization of tactics and techniques described in the
MITRE ATT&CK framework [36], ensuring alignment with widely recognized cybersecurity
standards.

0.4.6 Phase 2: Attack and Defense Trees (Generation

With the metrics defined for validating the quality of attack and defense trees, and with the
inclusion of a refinement step for the attack tree within the workflow, the generation of these
trees was carried out using ChatGPT-4 and Qwen. The tree obtained with ChatGPT-4 and
Qwen (a general-purpose LLMs) is shown in Figure8/and [7l These results enabled an initial
quality comparison between the tree generated by ChatGPT-4 and the one generated by
Qwen, as presented in [Subsection 0.8.4]

0.4.7 Phase 2: SCE Experiment Construction And Execution

Subsequently, the construction and execution of the SCE experiment described in the selected
attack and defense tree were performed using the Chaostoolkit [37] framework together
with the Chaosaws [38] Python extension integrated in ChaosXploit[39]. The results of
the experiment execution are explained in [Subsection 0.8.5] Once it was verified that the
step-by-step procedure described in the tree enabled the reproduction of the attack and the
generation of the preconfigured alerts, fulfill of this thesis was considered achieved.

0.4.8 Phase 2: Presentation Of Paper At JNIC 2025

As a result of the consolidated work carried out during this research, a paper was presented
at the National Cybersecurity Research Conference (JNIC 2025), held in Zaragoza, Spain,
entitled “Anticipating Adversary Behavior in DevSecOps Scenarios through Large Language
Models” 40, 41]. This article presented the results achieved in the generation of attack
trees and the construction and execution of Security Chaos Engineering (SCE) experiments,
highlighting the proposed quality validation metrics for attack and defense trees, the refined
workflow that incorporates these metrics, and the comparative analysis of different LLMs
for the task of attack and defense tree generation. The full paper is included in the annexes
of this document for reference (JNIC 2025)).

0.4.9 Phase 3: Improve Proposed Workflow

In order to improve the proposed workflow, the objective was to build upon the work de-
veloped for the paper presented at JNIC 2025 by incorporating enhancements derived from
that initial deliverable. In particular, the focus was placed on strengthening the LL.M-based
workflow for attack and defense tree generation. This led to the definition of four additional
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quality validation metrics, which were incorporated into the three metrics originally proposed
in the initial version of the workflow. The inclusion of these new metrics was motivated by
limitations observed in earlier iterations, where some generated tree nodes exhibited am-
biguous or incomplete attack or defense descriptions, and in certain cases contained empty
input fields. As a result, a total of seven quality validation metrics for attack and defense
trees were defined. The complete set of proposed metrics is presented in [Subsection 0.9.3]

Beyond the incorporation of quality validation metrics for the generated attack and de-
fense trees, the extended workflow aims to maximize the level of automation of the overall
process. To this end, an additional task corresponding to the generation of Security Chaos
Engineering (SCE) experiments was introduced as a new block within the workflow. This
block includes a refinement step implemented as an iterative loop, whose continuation con-
dition is defined by the fulfillment of a target quality threshold derived from a set of SCE
experiment quality metrics. Consequently, a new set of quality metrics specifically designed
for evaluating SCE experiments was also proposed, enabling systematic validation and con-
trolled execution of the generated experiments.

0.4.10 Phase 3: Creation of New Evaluation Metrics for Attack and De-
fense Trees

The new evaluation metrics for attack and defense tree that are shown in Table [ were
designed with the objective of producing tree nodes that contain truthful, complete, and
sufficient information to enable the reproduction of each attack or defense step. The results
obtained from the generated attack and defense trees indicate that these metrics help limit
or prevent hallucinations produced by LLMs, while also promoting the abstraction and
generalization of attack and defense patterns.

Figure [13| presents an example branch of an attack and defense tree generated using the
proposed evaluation metrics with the selected LLM. In addition, the application of these
quality metrics made it possible to verify that iterative refinement of the prompt con-
text—through a process analogous to backpropagation—progressively improves the struc-
tural and semantic quality of the generated trees.

0.4.11 Phase 3: Creation of New Evaluation Metrics for SCE Experiments

To further advance the automation of the proposed workflow, the integration of automatic
Security Chaos Engineering (SCE) experiment generation was introduced. This extension
required the definition of dedicated validation metrics for LLM-generated SCE experiments,
as illustrated in Figure For this phase, Claude Sonnet [42] was selected, as prior experi-
ments demonstrated its ability to produce more technically grounded abstractions of attack
vectors and defense implementations. Moreover, it showed a strong capability to translate
these abstractions into executable code, making it particularly suitable for automated SCE
experiment generation.

With the inclusion of experiment generation as a new block in the extended workflow,
a set of quality validation metrics specifically tailored to SCE experiments was defined.
These metrics are presented in [Subsection 0.9.2] and enable the structured and automated
generation of valid and reproducible SCE experiments.

As part of the workflow output, the system produces not only the attack and defense tree
represented as a graph, but also the necessary files required for executing the attacks and
validating the corresponding defenses. The generated . json file defines the experiment struc-
ture, including the hypothesis, probes, and actions, as illustrated in Figure Additionally,
the generated .py files implement the required functions which, supported by frameworks
such as Chaos Toolkit and Chaos AWS, provide the capabilities to connect to the cloud



18 CONTENTS

environment and execute the attack and defense vectors in a controlled and reproducible
manner.

Using the generated artifacts, the SCE experiment was executed, and the resulting de-
tailed execution log is shown in Figure The execution enabled the validation of the
defined hypothesis through the successful operation of the probes, as well as the execution
of the attack vectors and the activation of the configured defenses via the specified actions.
The results obtained confirm the successful fulfillment of objectives [OBJ3] and [OBJ4l

0.4.12 Phase 4: Analysis of Results and Conclusions

The work carried out during the implementation of this phase-structured methodology en-
abled the progressive generation of concrete deliverables for each phase, as well as the vali-
dation of different workflow versions for the generation of attack and defense trees and the
construction of Security Chaos Engineering (SCE) experiments. A more detailed analysis of
these results is presented in

The final outcome of this research supports several key conclusions. First, a clear im-
provement was observed when comparing the initial attack and defense trees generated in
the early phases with the final trees produced by the extended workflow, both in terms of
structure and content quality. Second, the proposed workflow demonstrates that it is feasible
to systematically derive executable SCE experiments directly from attack and defense trees,
effectively bridging threat modeling and experimental security validation. Finally, this work
also highlights relevant future challenges, particularly the need to achieve full automation
of the workflow by minimizing or eliminating human intervention during the experimental
phase.
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0.5 Results

As a result of the work of my thesis research titled Resilient DevSecOps: Leveraging
Large Language Models and Chaos Engineering for Automated Threat Hypoth-
esis Validation, the following outcomes were achieved:

e Replication of the work presented at the ARES conference by Martin Bedoya [28],
which explores the integration of artificial intelligence tools with the Security Chaos
Engineering (SCE) methodology for cyber defense tasks in DevSecOps scenarios.

e Replication of experiments 4 and 5 proposed in the IJIS paper [29]. This included re-
producing: (i) the privilege-escalation scenario in which AWS GuardDuty detects the
misuse of AWS CodeBuild credentials to gain elevated access (Experiment 4 — CB),
validating the corresponding alerts, misconfiguration conditions, and adversarial path-
way described in the original work; and (ii) the SQL-injection scenario in which AWS
CodeGuru-Security identifies insecure coding practices within the CI pipeline (Ex-
periment 5 — CP), confirming the vulnerability detection events, developer-behavior
assumptions, and database-exfiltration attack path documented in the reference ex-
periments.

e Contribution to the paper presented at JNIC 2025 |40}, 41], with the following specific
achievements:

— Generation of attack and defense trees through the creation and refinement of a
prompt set for language models.

— Definition and formulation of evaluation metrics to assess the quality and ef-

fectiveness of the attack and defense trees generated by large language models
(LLMs).

— Execution of practical experiments to validate the attack paths derived from the
generated attack and defense trees.

e Contribution to the extended version of the research paper (Submission and publication
of a scientific research paper), which is still under development at the time of presenting
this work, with the following specific achievements:

— Definition and formulation of four new evaluation metrics to assess the quality
and effectiveness of the attack and defense trees generated by Large Language
Models (LLMs).

— Definition and formulation of new evaluation metrics to evaluate the quality and
effectiveness of the SCE experiments generated by LLMs and derived from the
attack—defense tree structure.

— Proposal of a modified workflow integrating the automatic generation of attack—defense
trees and SCE experiments, resulting in a fully automated end-to-end process.
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0.6 Replication of Paper Presented at ARES Conference

The paper ”Securing Cloud-Based Military Systems with Security Chaos Engineering and
Artificial Intelligence” by Martin Bedoya, presented at the ARES Conference, was reviewed.
The research proposes a development cycle scenario for a cloud-hosted military system. It
employs a Named Entity Recognition (NER) model along with Security Chaos Engineering
(SCE) to model and experimentally validate threats during the early stages of software
design.

A key contribution highlighted in the paper is the integration of artificial intelligence
to support threat modeling, as well as the use of tools such as attack trees. These attack
trees enabled the construction of Security Chaos Engineering experiments. Four distinct
experiments were proposed following the SCE methodology. These experiments, based on
the attack trees, aimed to validate potential vulnerabilities in services deployed on the AWS
cloud platform.

0.6.1 Implementation of the NER Model

As a first step toward replicating the work presented in ARES conference, the Named En-
tity Recognition (NER) model used for processing user stories was implemented. For this
purpose, the project was cloned from GitHub at [30]. The model was executed using the
example user story provided in the original paper as input.

NER is an entity recognition model that, through natural language processing (NLP),
identifies and classifies entities mentioned in a given text. As a result, the NER model identi-
fies the subject and the action described in the user story. For example, in the sentence: ” As
a logistic officer I would like to report information about consumed, leftover and forecasted
resources” the model identifies the subject as ”logistic officer” and the action as ”report.”

In Figure [3| the processing of the test user story is shown using the best model trained
on BERT with WordNet Synonym Augmentation. The model successfully identifies “logistic
officer” as Data, "report” as Processing, and “consumed” as PII (Personally Identifiable
Information).

2025-85-31 23:07:15,057 SequenceTagger predicts: Dictionary with 1@ tags: <unk>, 0, B-Data, B-Process
ing, B-PII, I-PII, I-Processing, I-Data, <START>, <STOP>

Sentence[18]: "As a logistic officer I would like to report information about consumed, leftover and
forecasted resources.” » ["logistic officer”/Data, “report"/Processing, "consumed"/PII]

Figure 3: User Story Processing with NER Model

0.6.2 Generating System Topology Using IriusRisk

IriusRisk [43] is a threat modeling platform that reports potential risks associated with the
incorrect implementation of components represented in a system topology. In an effort to
replicate the work presented in the ARES paper, the same topology was recreated and the
threat modeling was generated using the tool.

The proposed topology is shown in Figure [ As observed, the diagram represents the
interaction between components of a web application that consumes services from an infras-
tructure deployed in the AWS cloud.

Using IriusRisk, and based on this topology, automatic threat modeling was also per-
formed through the tool’s built-in capabilities. The list of some of the threats generated for
the EC2 instances can be seen in Figure
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Figure 4: Topology proposed for the system architecture, designed using the IriusRisk tool

0.6.3 Attack Tree Construction

Based on the identification of users and their interactions with the system (subjects and
actions) described in the user stories, along with the system topology and the threats as-
sociated with components in hypothetical misconfiguration scenarios, the attack tree was
manually constructed.

This step was not replicated exactly as in the original paper, since it forms part of the
improvements proposed in this thesis work—specifically, the semi-automation of the attack
and defense tree generation using Large Language Models (LLMs). As shown in
m attack and defense trees were generated using Large Language Models (LLMs), and
an example of a generated attack and defense tree is presented.

0.6.4 Replication of Experiments

Finally, the replication of the results obtained in the practical validation through Security
Chaos Engineering (SCE) experiments with ChaosXploit [39], as presented in the ARES
paper, was proposed. For this purpose, experiments 3 and 4 were selected, which involved
performing privilege escalation and privilege elevation through an EC2 instance and profile.

Initially, the ChaosXploit repository was cloned from GitHub [44], and a professional
AWS account was configured by creating the necessary roles and users described in the
experiments, as well as the AWS services involved.

Experiment 1: Privilege Escalation

The experiment proposes performing a privilege escalation attack following the technique
documented in Hacktricks [45]. An attacker can steal IAM role credentials by querying the
metadata endpoint from an EC2 instance that is launched using pre-existing iam:PassRole
and ec2:RunInstances permissions.

Experiment 2: Privilege Elevation

The action carried out in this experiment, privilege elevation, can be seen as a continuation
of the privilege escalation experiment. In this case, credential theft is followed by the aggre-
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Figure 5: Threat Modeling Report Based on Topology Generated by IriusRisk

gation of additional permissions that the initial cloud insider user did not originally possess.
This experiment is documented by Rhino Security Labs [46].

0.7 Replication Experiments of Paper Presented at 1JIS

As part of the preliminary exploratory work, experiments 4 and 5 from the paper presented
at IJIS were also replicated. The following sections describe the procedures carried out for
each experiment.

Experiment 1: Privilege Escalation through AWS CodeBuild

This experiment replicates Experiment 4 (CB) from the IJIS study, where AWS GuardDuty
detects privilege escalation attempts originating from AWS CodeBuild. The replication
involves reproducing the scenario in which a misconfiguration in the IAM role assigned
to a CodeBuild project allows an attacker to obtain elevated privileges across the AWS
environment.
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Only one of the following permissions is required: codebuild:StartBuild or
codebuild:StartBuildBatch.

With either permission, it becomes possible to define a modified buildspec that exfil-
trates the raw credentials of the container’s IAM role. During replication, events of anoma-
lous service access, credential misuse, and container detention—consistent with those re-
ported in Experiment 4 (CB)—were validated through AWS GuardDuty. The technical
reproduction followed the procedure documented in Hacktricks [47].

Experiment 2: SQL Injection in AWS RDS

This experiment replicates Experiment 5 (CP) from the IJIS study, which focuses on detect-
ing vulnerabilities introduced during the CI pipeline using AWS CodeGuru-Security. The
replication implements a realistic SQL injection flaw in an application query that interacts
with an AWS RDS database.

Consistent with the findings associated with Experiment 5 (CP), AWS CodeGuru-Security
successfully identified the vulnerable code pattern and produced the corresponding alerts.
The reproduced scenario also aligns with the developer-behavior assumptions from the IJIS
work—specifically, unsafely copying generic SQL-handling code without input validation.
The resulting impact, including potential database exfiltration, matches the pathways de-
scribed in the original experiment.

0.8 Contribution to the Research Paper: Anticipating Ad-
versary Behavior in DevSecOps Scenarios through Large
Language Models (JNIC 2025)

In line with the proposed specific objectives [OBJ2], [OBJ3] and [DBJ4] I contributed to the
development of the research paper titled “Anticipating Adversary Behavior in DevSecOps
Scenarios through Large Language Models” [40], which was submitted to JNIC 2025. This
work was conducted in collaboration with Mario Marin, a master’s student at the University
of Murcia in Spain, and the tasks carried out by each contributor are summarized in Table
The objectives, key contributions, specific activities, and responsible authors are detailed in
the following sections of this document.

Contributor Contribution Summary

Mario Marin Proposed the workflow diagram for generating attack-defense trees
using Large Language Models (LLMs). Defined the evaluation
metrics for assessing the quality and structure of the generated
attack-defense trees.

Miguel Betancourt Generated attack-defense trees using various publicly available
LLMs. Performed practical validation of the attack path on the
EC2 Spot branch of the attack-defense tree through an automated
Security Chaos Engineering experiment.

Table 1: Summary of individual contributions to the research paper JNIC 2025

The research conducted for JNIC 2025 focused on the generation of attack trees using
Large Language Models (LLMs), aiming to anticipate adversary behavior in DevSecOps
scenarios as a tool to support the implementation of a proactive cyber defense strategy.

Our main objective was defined as follows: To enhance the defense and resilience of
systems in cyber defense environments by anticipating adversary behavior in DevSecOps
scenarios.
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The contributions achieved through the development of this work are as follows:

e The design of a new workflow based on Large Language Models (LLMs) for the gener-
ation of attack and defense trees.

e A comparative analysis of the performance of different language models in the task of
generating attack and defense trees.

e The creation of three metrics that objectively evaluate the performance of language
models in this task.

e The practical validation of the generated attack paths through automated Security
Chaos Engineering (SCE) experiments.

0.8.1 Proposed Workflow for Attack and Defense Tree Generation Using
LLMs

In the pursuit of automating DevSecOps tasks within the software development lifecycle,
a workflow based on Large Language Models (LLMs) was proposed for the generation of
attack and defense trees. However, the proposed process remains semi-supervised.

Mario Marin, suggested that the generation process using LLMs should begin with ini-
tial blocks focused on contextualizing the model. These blocks also define the expected
output—in this case, an attack tree in the .DOT format.

In the core of the workflow, two loops are executed: the first generates the attack path
branch by branch, and the second concatenates the generated branches. In both loops, the
flow returns to an evaluation stage based on predefined metrics, which will be discussed in
a later section.

Finally, the workflow concludes with blocks dedicated to adjusting the structure and
visual formatting of the tree. The complete flow diagram is shown in Figure [6]

0.8.2 Proposed Metrics for Attack and Defense Tree Generation Using
LLMs Evaluation

Three evaluation metrics were established to assess the generation of attack and defense trees
in a model-agnostic manner, independent of the Large Language Model (LLM) used. These
metrics were defined as follows:

e Mitre_Score: Indicates the percentage of attack nodes in the tree that are based on
documented techniques from the MITRE ATT&CK framework.

e Ordered_Score: Evaluates the structure and hierarchy of the generated attack and
defense tree.

e Usable_Score: Assesses whether each attack node contains the necessary components:
a command, an input argument, and an expected result.

The mathematical definitions of these metrics are shown in Table 2

Metric Name Formula

Ordered_Score | Orderedscore = <1 - % x 100

Usable_Score Usablescore = w x 100

MITRE Score | MITREg o = ==1"1 x 100

Table 2: Evaluation metrics for attack-defense tree generation using LLMs
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Figure 6: LLM-Based Flow Diagram for Attack and Defense Tree Generation Proposed in
paper presented at LJIS 2025

0.8.3 LLMs Used for Attack Tree Generation

The Large Language Models used for the generation of attack trees were ChatGPT [31],
Qwen [32], and DeepSeek [33]. Although DeepSeek was not included in the final set of trees
submitted with the paper, it was used during the testing phase for tree generation and in
refining the prompt set.

In this first phase, the work focused exclusively on generating attack and defense trees
using publicly available, general-purpose language models. At this stage of the project, the
exploration of cybersecurity-specialized LLMs was planned as future work.

0.8.4 Generated Attack Trees

Figure [§] shows one of the attack and defense trees generated by ChatGPT-4 following the
proposed workflow and incorporating the newly defined evaluation metrics. This output
allowed us to confirm that it is feasible to automatically generate attack and defense trees
using LLMs, while introducing a refinement step based on metric-driven evaluation. As
a result, the process produces graphs that are easier to interpret and translate into SCE
experiments.

The trees generated by both LLMs were evaluated based on the three key metrics pro-
posed in Table[2l Overall, as we can appreciate in Table[3| a comparison of final scores reveals
that QWQ-32B achieved a Treescore = 71.60%, while GPT-4 scored a Treegeore = 61.73%.
In mapping real-world TTPs from the MITRE ATT&CK framework, QwQ-32B in Figure
shows a more reliable representation with minimal hallucination, compared to GPT-4, which
often provides incomplete or incorrect information. Both models excel in creating hierar-
chical structures for attack procedures, but QwQ-32B offers clearer paths and priorities.
Importantly, QwQ-32B outperforms GPT-4 in providing usable attack procedures, offering
more detailed commands and expected outcomes. Having all this information considered,
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this makes QwQ-32B the preferred choice for subsequently detailing an SCE experiment
from this tree.

Metric QwQ-32B GPT-4

Reliably maps real-world TTPs Most TTPs are
Attacks Based on from MITRE ATT&CK incomplete or wrong,
Known TTPs with minimal hallucination slightly reducing realism
(22.22%) (4/18 nodes). (11.11%) (1/9 nodes).

Clear hierarchical structure Hierarchical but occasionally
Ordered Attack with unambiguous paths introduces minor ambiguities
Procedures and well-defined priority in node relationships

(100%). (100%).

Highly detailed commands, Provides usable steps
Usable Attack inputs, parameters, and but lacks technical
Procedures expected outcomes depth in some areas

(92.59%) (50/18 nodes). (74.07%) (20/9 nodes).

Table 3: Comparative table of obtained metrics

Cloud-based supply chain System

AWS EC2 (monitored by Amazon GuardDuty) AWS CodeBuild (Protected by GuardDuty) AWS CodeGuru (Protecting CodePipeline)

Step 1: c:an Explun Payload Step 1: Inject Malicious 0,ode
1. Obtain ec2:Reque issi o Sammand: g ;
Input: Reverse shell URL (anacker -controlled) Input: Target epo
TTR:T1078/(Valid ACCO“"'S) Result: Malicious command stored in SREV variable Result: Cloned repo and crea(ed exploul branch
TTP: T1059 (Command and Scripting Interpreter) TTP: T1078 (Valid Accounts)
2. Craft Re'verse Shell Payload (Obfuscated) Step 2: Create JSON Payload Step 2: Modify config.py
Command: R —sé printf *#l/bin/bash\ncurl {...} Command: JSON= "{...}" Command: im| I‘l bo\oa( eh
Input: Ngmk C2 enc poln(éZ .tcp.ngrok.io:14510) Input: None
ase64-encoded reverse shell script Result: Malicious rev.json file with embedded reverse shell Result: Code added to expuse credemlals in CodeGuru logs
TTP: 71059 (command and Scripting Interpreter) TTP: T1530 (Data Manipulati TTP: T1003 (OS Credential Dumping)
3. Request Spot Instance with Malicious User Data Step 3: Create Malicious CodeBuild Project Step 3: Push Changes
ec2 request-spot-instances {...} Qnmmand oodebulld create-project {...} Command: git add {...}
lnuul T (EC2-CloudWatch-Agent-Role) Input; rev.json with malicious buildspec Input: GitHub credentials
Result: Spot Instance launched with backdoored user data Result: CodeBuild prolecl created with IAM role permissions Result: Malicious code pushed to remote repository
“TTP: T1552 (Unsecured Credentials) TTP: T1078 (Valid Accounts) TTP: T1530 (Data Manipulation)
4. Execute Reverse Shell & Retrleve 1AM Role Creds Step 4: Start Malicious Build Step 4: Trigger CodeGuru Analysis
url {. Command: aws codebulld start-build {...} ‘Command: while true; do {...}
Input: Instance memdana endpmnl Input: N : AWS CLI configured
Result: Temporary Role obtained Result: Build container executes reverse shell Result: CodeGuru completes analysis and logs credentials
TTP: T1003 (0S Credenual Dumping) TTP: T1553 (Subvert Trust Controls) TTP: T1553 (Subvert Trust Controls)
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‘Command: ct ‘Command: REVIEW ARN= s(aws codegum reviewer {..}
Input: Role name from cnmpmmlsed project
Result: Attacker gains temporary AWS credentials Result: ARN of CodeGuru revnew smred in SREVIEW_ARN
TTP: T1003 (OS Credential Dumping) TTP: T1530 (Data Manipulation)
Step 6: Cleanup Artifacts Step 6: Extract Credentials
| aws codebulld delete—pvo‘ec!( 9 Command: aws codeguru-reviewer {...}
Input: N Input: SREVIEW_ARN
Result: Malicious project O G Result: Credentials exposed in CodeGuru logs
TTP: T1070 (Indicator Removal) TTP: T1003 (OS Credential Dumping)

Step 7: Assume Admin Role
Command: aws sts assume-role {...}
: Extracted credentials
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TTP: T1078 (Valid Accounts)

Step 8: Verify Eleva(ed Permissions

un ut: Admin credentials
Result: Ct admin access and lists sensitive data
TTP: T1068 (Explcuauon for Privilege Escalation)

Privilege Escalation Attack

Figure 7: Reduced version of the attack-defense tree generated by QwQ-32B

0.8.5 Proposed Experiments Based on Generated Attack Trees

The practical validation of the attack paths generated by the LLMs was conducted through
automated experiments following the Security Chaos Engineering (SCE) methodology. Build-
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Cloud-based Supply Chain System

AWS EC2 Security Control AWS CodeBuild Security Control AWS CodeGuru Security Control

Initial Access Inject Code Bypass Analysis
(TA0001) (T1059) (T1070)
Command: aws ec2 describe-instances Command: echo 'malicious_code' >> build_script.sh Command: git commit -m 'Bypass Al analysis'
Input: None Input: Modified build script Input: Obfuscated code
Result: List of EC2 instances Result: Malicious execution Result: Malicious code undetected
Exploit API Modify Artifacts Malicious Dependency
(T1190) (Tampering) (T1195)
Command: curl -X POST https://api.target.com/vuln-endpoint| |Command: cp backdoor.exe build_output/ Command: npm install fake-package@1.0.0
Input: Malicious payload Input: Injected malicious artifact Input: Malicious package
Result: Unauthorized API access Result: Compromised package Result: Backdoor execution
Privilege Escalation Privilege Escalation Privilege Escalation
(T1068) (T1068) (T1068)
Command: sudo su Command: chmod +s /bin/bash Command: python3 exploit.py --target aws_codeguru
Input: Exploited vulnerability Input: Modified permissions Input: Exploited supply chain vulnerability
Result: Root access on EC2 Result: Privileged shell access Result: Elevated privileges

Privilege Escalation Attack

Figure 8: Reduced version of the attack-defense tree generated by ChatGPT-4

ing upon the reference work presented at the ARES Conference and the 1JIS paper, I pro-
posed continuing to use ChaosXploit to conduct an SCE experiment involving a privilege
escalation scenario, specifically targeting the EC2 attack branch of the generated attack tree.

The proposed experiment is based on the first branch of the attack-defense tree generated
using ChatGPT-4.

The experiment demonstrates how an insider, leveraging an existing role with the fol-
lowing permissions: ec2:RequestSpotInstances, iam:PassRole could launch a Spot EC2
instance. Through the setup of a reverse shell tunnel, the attacker would then gain control
of the instance and execute post-exploitation commands such as listing system users.

Initially, the .json file required to automate the experiment was constructed. Figure
shows the proposed experiment file, which begins with a description of the attack, followed
by an object that defines the steady-state conditions and the corresponding hypothesis.

Within the hypothesis definition, a ”probe” test is specified to verify that the system is
indeed in a steady state before executing the attack.

In addition to the steady state and hypothesis, the .json file also includes a list of
action methods used to perform the attack. These actions rely on functions implemented
using underlying libraries such as boto3 [48] and botocore [49], which enable programmatic
interaction with AWS services.

In the automated experiment the ’GuardDuty-Findings’ probe step invokes the ’find-
changes’ function, which checks for updates on GuardDuty alert statuses contained in the
'selected.json’ file and returns a boolean value (true if no security alerts are found). The
initial condition is validated: if no alerts are detected, the process continues with the next
actions.

The next is the action step ’Creating-Instance’ that creates the Spot EC2 instance using
the “create-instance-spot” function. Such a function takes as relevant arguments the profile
information "EC2-Cloud Watch-Agent-Role’, the security group ID, and the key pair. The log
of the instance creation can be seen in Figure [0} Initially, the Spot EC2 creation command
is executed, and the reverse tunnel listening is started on the attacker’s machine.

The process waits for confirmation that the victim machine (the newly created Spot EC2
instance) has established communication through the tunnel. Once confirmed the commu-
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nication through the tunnel, the third and final step is executed, where the credentials are
extracted using the previously mentioned command and utilized to perform tasks that the
attacker’s initial permissions did not allow. For example, listing users, as shown in Figure

INFO] Playing your experiment's method now...
INFO] Action: Creating_instance

[ -03- :13:
ami-00475f7c6f4a7es5cd
[+] Spot Instance created with ID: i-064e02belB8c*****
[+] Walting 60s, executing the payload...

Executing netcat to listen on port

Waiting for remote connection in 3
Established connection with ('127.0.0.1',
Saving the output in remote output.json...
Time-Out. Closing connection.

The remote connection its closed.

Netcat process has been stopped.

Figure 9: Creating instance EC2 Spot (Log)

The file 'remote output.json' has been successfully cleaned.
TOKEN EX-FILTERED: ASTASWLTSZADWZGOSL3Y****&kkdkkkkidhkds
Reading new credentials
SUCCESS!
- Arn: arn:aws:ilam:: kkkkkk s yser /usuarioEjemplol
CreateDate: -10- :39:17+00:
PasswordLastUsed: -03- :05:14+
Path: /
UserID: AIDASWLTSZA®%%%%%%%
UserName: usuarioEjemplol
Arn: arn:aws:iam:: kxx*x%% :yser fusuarioEjemplo?
CreateDate: -12- 127:43+00+

PasswordlLastUsed: -02- 126:29+
Path: /

UserID: AIDASWLTSZA¥* %%k

UserName: usuarioEjemplo?

Figure 10: Extracting and using credentials with the instance EC2 Spot created (Log)

0.9 Contribution to the Extended Research Paper: Antici-
pating Adversary Behavior in DevSecOps Scenarios through
Large Language Models (JNIC 2025 Extended)

At the time of presenting this thesis, the extended JNIC paper is still under development.
However, work has already been carried out on the following improvement items, which are
detailed in this section:

e Creation of new quality validation metrics for attack and defense trees.
e Creation of quality validation metrics for SCE experiments.

e Adjustment of the workflow to enable the automation of attack and defense tree gen-
eration and SCE experiment creation.
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detects the use of an instance profile credentials",

Figure 11: Experiment Definition . json File
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0.9.1 New Attack and Defense Tree Quality Metrics

Initially, the metrics used to validate the quality of attack and defense trees consisted of
three criteria summarized in Table [2| However, in the first version of the paper JNIC 2025,
the generated attack trees showed room for improvement. Although the trees satisfied the
minimum requirements regarding hierarchy and node content—such as the number of child
nodes associated with a parent node or the definition of the TTP described in each attack
node—the overall structure and clarity were still limited.

The new metrics were proposed with the objective of enhancing the readability and
reproducibility of both attack and defense branches. These metrics aim to ensure that
each node contains accurate, complete, and actionable information, thereby facilitating the
replication of attacks and the evaluation of defenses. The new proposed metrics are presented
below:

Usable defense procedures

Includes descriptions to execute, input arguments and expected results. Defense nodes must
clearly describe what is the classification, action and the test to use:
> i (CNi+ A+ T5)

Usableseore = ™ x 100 (1)

CN; = 1 if the node contains the classification, 0 otherwise.

A; = 1 if the node contains the action parameters with the technologies related, 0
otherwise.

T; = 1 if the node contains the test parameters with the technologies related, 0 other-
wise.

n = Total number of attack nodes in the tree

Completeness attack procedures

It follows the five common phases in attack procedures documented in frameworks such as
MITRE ATT&CK, the Cyber Kill Chain, and the NIST Cybersecurity Framework. These
phases are as follows: Initial Access, Persistence, Execution of Malicious Tasks (including
evasion of detection, lateral movement, and command and control), Discovery of Critical
Data and Final Attack.

N
Completenessscore = min(NF, Z F)« — (2)
i=1

e F; Represents the number of attack phases in which a given node i is involved.

e NF Represents the number of attack phases, based on cybersecurity frameworks, con-
sidered to describe a branch in the attack-defense tree.

e N = Number of nodes that are not a root or final node.

Documentation and Dependencies

At the top of each branch of the attack-defense tree, there is a node that outlines the
prerequisite requirements, such as permissions or configurations.

(Ci+ P+ V)

100 3
X )

Dependenciesgeore =
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e (; = 1 if the node contains configurations appropriate to the attack being carried out,
0 otherwise.

e P, = 1 if the node contains the necessary permissions to execute the attack step, 0
otherwise.

e V; = 1 if the node contains descriptive verifications, 0 otherwise.

Scalability and Modularity

The attack procedure described in the attack-defense tree can be applied to different environ-
ments or combined with other attack vectors. This makes it reusable in various experiments.

N AN; MN;
. AB; + M B; L L
SMScore = 2221( * 4+ ( N ) + ( N )) x 100 (4)

e ADB; = 1 if there is a diversity of branches in an attack-defense tree, it means that there
are multiple different compromise techniques that an attacker could exploit to achieve
the attack goal. 0 if no diversity is present, only a single technique is available.

e MB; =1 if it is possible to use the compromise technique in another vector attack, 0
if it is not possible.

e AN; = Number of nodes that can be adaptable. They could replace their structure to
achieve the same function.

e M N; = Number of nodes that can be used in another compromise technique.

e N = Number of nodes that are not a root or final node.

Operational Security Considerations

Nodes that execute tasks to insert, modify, update, or delete system data or configurations
must include appropriate rollback and cleanup commands.

Operationalgeore =

Z%if(Ri) % 100 (5)

e R; = 1 if the node includes a rollback appropriate, 0 otherwise.

e N = Number of nodes that are not a root or final node, and execute modify, insert,
update, or delete operations.

Finally, we can compute the overall score of the tree with the following equation:

" Score;
Treescore = 221_171 (6)

e Score;: Represents MITREgqore, Orderedgcore, Usablegeore, Completenessseore,
Dependenciesscore, SMgeore and Operationalgeore.
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0.9.2 SCE Experiment Quality Metrics

The quality validation metrics proposed for the SCE experiment, as previously discussed,
were integrated into the workflow to enable the assessment and refinement of automatically
generated SCE experiments. The goal of this integration is to produce experiments that
accurately correspond to each branch of the attack and defense tree and that can additionally
be implemented as a complementary task within the secure software development lifecycle.
Furthermore, by delegating the generation of SCE experiments to the LLM, the entire process
becomes automated, reducing manual intervention and increasing the overall efficiency of the

workflow.

An SCE experiment consists of a hypothesis, the observable conditions, the steady state,
and the specific attack to be executed.

Hypothesis Quality The hypothesis of the SCE experiment must include: (1) a clearly
defined independent variable (the attack or vulnerability to be exploited), and (2) a depen-
dent variable (the defensive behavior expected to occur after attack execution).

Attack (AT) Alert / Finding (AL) DSR
Hardcoded Secrets in Code Hardcoded credential found in source code CodeGuru
SQL Injection Risk Unsafe SQL query detected CodeGuru
Inefficient Resource Use Inefficient object creation in loop CodeGuru
Race Condition Risk Possible race condition on shared variable CodeGuru
Null Pointer Dereference Potential null pointer dereference detected CodeGuru
Poor Exception Handling Suppressed exception in catch block CodeGuru
Ineffective Input Validation Unvalidated user input in handler CodeGuru
Insecure Hashing Algorithm Use of MD5 or other insecure hash CodeGuru
Missing Encryption Sensitive data stored unencrypted CodeGuru
Excessive IAM Permissions Over-permissioned role in SDK call CodeGuru
Credential Exfiltration Unauthorized Access:IAMUser /InstanceCredentialExfiltration ~GuardDuty
Unusual Geolocation Login Unauthorized Access:IAMUser /MaliciousIPCaller GuardDuty
Privilege Escalation Attempt Unauthorized Access:IAMUser/PrivilegeEscalation GuardDuty
Suspicious Command Execution Execution:Runtime/SuspiciousCommand GuardDuty
Reverse Shell Activity Execution:Runtime/ReverseShell GuardDuty
Data Exfiltration Exfiltration:EC2/UnusualDataTransfer GuardDuty
Reconnaissance Recon:EC2/Portscan GuardDuty
Denial-of-Service Activity DoS:EC2/UDPReflection GuardDuty
Ransomware Behavior Behavior:EC2/EncryptionTool GuardDuty
Malware Domain Communication Trojan:EC2/DGADomainRequest GuardDuty

Table 4: Mapping between attacks, findings, and defensive system resources

HypothesisQ score =

TSR+ AT + DSR+ AL "

1
1 00

(7)

TSR =1 if the hypothesis defines the Targeted System Resource; 0 otherwise.

e AT = 1 if the hypothesis describes the attack (matching Table {4] or equivalent); 0

otherwise.

e DSR =1 if a defensive system resource is specified; 0 otherwise.

e AL =1 if an expected alert/log is included; 0 otherwise.

Observable Conditions Quality To ensure proper observability, the experiment must
define measurable and verifiable alerts or logs expected after attack execution.

AL 0o

ConditionsQscore = TAL

(8)



0.9. CONTRIBUTION TO EXTENDED RESEARCH PAPER 33

e AL: Number of alerts/logs listed in the experiment.

e EAL: Number of alerts/logs expected according to Table

Steady State Quality The steady state must explicitly define the system’s initial and
final observable conditions, enabling verification of deviations introduced by the attack.

I F
SteadyStateQ score = % x 100 (9)

e [C (Initial Conditions): 1 if auditable initial conditions are defined; 0 otherwise.

e FC (Final Conditions): 1 if expected post-attack conditions are defined and verifiable;
0 otherwise.

Note: If both IC and FC equal 0, then SteadyStateQscore = 0.

Initial Conditions Metric Initial conditions define a representative steady state and
must reflect auditable system behavior before the attack. Final conditions capture expected
behavior after execution (e.g., detection, containment, recovery).

DSR+ PAL
SMgeore = + x 100 (10)

e DSR =1 if a defensive system resource responsible for detection is named; 0 otherwise.

e PAL =1 if pre-existing alerts/logs are defined; 0 otherwise.

0.9.3 New Proposed Workflow for Attack and Defense Tree and SCE Ex-
periment Generation Using LLMs

The new workflow proposed in this work is shown in Figure This workflow automates
both the generation of attack and defense trees and the creation of Security Chaos Engi-
neering (SCE) experiments. It represents an evolution of the workflow initially presented
at JNIC 2025: while preserving the AppSec context and Prompt context stages previously
defined, it extends the Attack context stage by incorporating a new validation loop based on
quality metrics, together with a refinement process applied to the SCE experiments generated
for each branch of the final attack and defense tree.

In addition to the structural changes introduced in the workflow, this final phase also
explored the execution of the process using a different LLM from those employed in earlier
stages of the research. The selected model for this phase was Claude Sonnet [42]. This
model was chosen due to its strong performance in tasks requiring logical reasoning and
code generation, as well as its ability to translate abstract attack and defense descriptions
into syntactically correct and executable artifacts. These characteristics proved particularly
suitable for the automated generation of SCE experiments, which require both conceptual
consistency with the attack and defense tree and precise implementation details compatible
with existing chaos engineering frameworks.

Regarding the expected outputs, the system now produces not only the .dot file corre-
sponding to the generated attack and defense tree, but also a . json file containing the formal
definition of the SCE experiment generated through this extended workflow. Figure [13]illus-
trates a representative branch of the final attack and defense tree, while Figure [14] presents
the corresponding SCE experiment generated for that branch.
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0.9.4 Final Generated Attack and Defense Tree

The first branch of the final attack and defense tree obtained through the application of
the extended quality validation metrics—presented in Table [5}—is shown in Figure This
branch is composed of multiple attack steps, represented by red-colored nodes, and their
corresponding countermeasures or defense steps, represented by blue-colored nodes.

When compared to the attack and defense trees presented in Figures 8| and [7] the im-
proved clarity of the countermeasure nodes associated with each attack step becomes evident.
Moreover, the content of each node provides sufficiently detailed and actionable information,
enabling a seamless transition toward the subsequent transformation of the attack and de-
fense tree into a Security Chaos Engineering (SCE) experiment.

0.9.5 Final Generated SCE Experiment

Figure [14] shows the final Security Chaos Engineering (SCE) experiment generated by the
proposed workflow. With this artifact as the workflow output, it was only necessary to create
a virtual environment with the required ChaosToolKit and AWS dependencies installed, and
to configure the simulated Secure Software Development Life Cycle (SSDLC) architecture
illustrated in Figure [2| Figure [15| presents the execution of the experiment once the envi-
ronment was properly configured and the necessary users, roles, and policies for the attack
scenario simulation were created.

The experiment log shows that the probes defined in the generated . json file are executed
first to validate the stated hypothesis. Once the expected result is obtained—specifically, an
AccessDenied response when attempting to perform a PassRole operation in the presented
log—the workflow proceeds with the execution of the defined actions. These actions provide
practical validation that the simulated military supply chain system is correctly configured
to withstand the attack behavior described in the corresponding attack and defense tree.

(8) APPSEC CONTEXT (&) PROMPT CONTEXT

Provide initial context by asking Identify mission and threats, s =
. , specify
questlo:s fon SCE and attack- technologies and safeguards, and set the
SIEna ons. proposed attack goal

Generate a new attack branch
. Generate a new attack branch from I
k

a documented specific attac

Define metrics to evaluate the
attack-defense tree and the
ChaosXploit experiment.

b4

Validation
vs.
tree metrics

v

Specific Analyze an attack-defense tree
Attack example

Z Branchi J for each branch i

Analyze a ChaosXploit

experiment example
Arrange branches left to B B

right by ascending effort.

Generate a new ChaosXploit Validation
experiment based on the e
generated branch i SCE metrics

J Format .json code for the
Format .dot code for the ChaosXploit experiment

attack-defense tree

= 1
Crdll ATTACKCONTEXT o T e

EXPECTED OUTPUT

@ EXPERT VALIDATION
.dot file for the attack-defense tree & .json file list for the

Identify and correct any potential issues
ChaosXploit experiments

Figure 12: New Proposed Workflow for Attack and Defense Tree and SCE Exper-iment
Generation Using LLMs
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Military Supply Chain Management System Attack

l

Step 1: Launch Malicious EC2 Instance
Command: aws ec2 run-instances --image-id <img-id= —-instance-type t2. micro -—-iam-instan i profil —count 1 dat; i curl https hellsh/4 top.ngrokeio: 17031 | bash”
-ies: iam. PassRole and eco Runinsiances permissions
Result: Malicious instance launched with reverse shell capability targeting supply chain data

l

AWS 1AM I,mlFriviT Controls
: Miigates

Description: 1AM policies resfrict ec2 Runinstances and iam:PassRole permissions to authorized personnel only

Step 2: Exfiltrate IAM Role Credentials
Command: curl hitp:/1169.254.169. 254/latestimeta-datafiam/secunty-credentials/<role-names>
Dependencies: Remote code execution inside EC2 instance with attached |AM role
Result: 1AM credentials stolen, potential access to classified supply chain databases

l

CloudWatch & CloudTrail Monitoring

Classification:
Description: Real-time monitoring of metadata service access and 1AM credential usage pattems

Supply Chain

Step 3: Access Data
Command: aws 53 Is s3:/military-s atal --profile stolen-creds
ndencies: Valid |AM credentials and n: access o supply chain resources

Result: Unauthorized access to ammunition, medical supplies, and rafions tracking data

l

VPC Security Groups & Network Segmentation
Classification: Blocks
Description: Restrict network traffic to essential services only, preventing lateral movement

Information Disclosure (STRIDE 1) - Classified Military Supply Chain Data Gompromised

Figure 13: First Branch of the final attack and defense tree generated

0.10 Results Analysis

The main outcome of this work is a workflow for the semi-automatic generation of attack
and defense trees, as well as for the construction of Security Chaos Engineering (SCE)
experiments (Figure , corresponding to the improvements achieved in Phase 3 of the
proposed methodology. In [Subsection 0.4.2 associated with Phase 1, the work initially
focused on replicating prior approaches that addressed isolated and sequential tasks for attack
and defense tree generation, such as entity recognition in user stories using Named Entity
Recognition (NER) models or the use of tools like IriusRisk to extract attack vectors from
manually modeled topologies. However, these approaches were characterized by disconnected
processes and a high degree of human intervention in both threat modeling and the definition
and execution of SCE experiments.

Phase 1 concluded with the design of an integrated workflow for attack and defense
tree generation, along with the definition of specific metrics for quality validation. This
represented a significant improvement over previous works, as it introduced an objective
mechanism for assessing the quality of the generated trees and enabled a comparative eval-
uation of different LLMs in the tree generation task, as shown in Table The quality
evaluations of attack and defense trees were conducted in Phase 2, during which a noticeable
reduction in model hallucination effects was observed. Although only the final attack and
defense trees are presented in this document (Figures|8 and E[), multiple intermediate graphs
were generated during experimentation that did not satisfy the formal structure of a tree or
the expected semantic and logical coherence of attack vectors.

Additionally, Phase 3 introduced substantial enhancements to the initial workflow through
the extension and refinement of the quality metrics applied to attack and defense trees. These
extended metrics enabled the evaluation of not only structural and basic coherence proper-
ties, but also aspects related to interpretability and reproducibility, ensuring that each node
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Figure 14: SCE Experiment of First Branch Attack and Defense Tree Generated With
Workflow Extended
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Vvalidating the experiment’s syntax

Experiment locks walid

Running experiment: Validate IAM PassRole Restriction for Supply Chain Roles

Steady-state strategy: default

Rollbacks strategy: default

Steady state hypothesis: Unauthorized users cannot pass supply chain IAM roles to EC2 instances

:botocore. credentials: Found dentials in shared
:chaosaws. iam.probes: 8 Policy found: arn:aws:ia 112071 : policy/DenyPassRoleSupplyChain
Probe: Verify unauthorized user cannot execute PassRole operation
:custom _probes.iam probes:Ver ng PassRole denial for user: unauthorized-test-user
stom _probes.iam pr get role: arn:aws:iam 1 2 ~ole/SupplyChainRole
stom _probes.iam_pr i A ient for user: unauthorized-test-user
stom _probes.iam pr PassRole correctly denied for user unauthorized-test-user
rcustom probes.iam probes: Denial reason matches expected: AccessDenied
Steady state hypothesis is met!
Playing your experiment’s method now. ..

Action: Attempt to launch EC2 instance with supply chain role using unauthorized credentials

rcustom actions.ec? actions:Creating EC2 client with credentials: unauthor -test-user
rcustom_actions. ions:Attempting to launch instance with profile: SupplyChainProfile
rcustom actions. ions:Using credentials: unauthor test-user
rcustom actions. i :Instance launch failed with error: UnauthorizedOperation
stom_actions.ec2 actions: PassRole operation s
rcustom actions.ec2 actions:v Security control validated: d access prevented
Pausing after acti
Steady state hypothesis: Unauthorized users cannot pass supply chain IAM roles to EC2 instances
Probe: Verify IAM policy denies PassRole for unauthorized users
:chaosaws.iam.probes: 8 Policy found: arn:aws:iam::9 2871: policy/DenyPassRoleSupplyChain
Probe: Verify unauthorized user cecute PassRole operation
rcustom probes.iam probes:Verifying PassRole denial for user: unauthorized-test-user
:custom probes.iam probes:Target role: arn:aws:iam::941 1: role/SupplyChainRole
rcustom probes.iam probes:Creating IAM client for user: unauthorized-test-user
stom_probes.iam probe PassRole correctly denied for user unauthorized-test-user
:custom_probes.iam_probes:v Denial reason matches expected: AccessDenied

Figure 15: SCE Experiment detailed log

contained sufficient and actionable information to understand and execute the corresponding
attack or defense step. Furthermore, Phase 3 incorporated, for the first time, dedicated qual-
ity validation metrics for SCE experiments generated from the trees, as shown in Table
This addition directly improved the consistency, executability, and reliability of the pro-
duced experiments. Taken together, these extensions strengthen both the quality of threat
modeling and the robustness of security experiment execution in controlled environments.
Finally, the results obtained in this work enable the generation of attack and defense
trees such as the one shown in Figure and the automatic derivation of SCE experi-
ments—defined through .json files—such as the example illustrated in Figure These
experiments can then be executed in a controlled environment, as shown in Figure
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Metric Equation Description
T
T
MITRE_Score MITRES:ore = @ x 100 Evaluates whether the nodes corre-
" spond to real techniques based on
the MITRE ATT&CK framework.
Ng+ N,
Ordered_Score Orderedscore = <1 — M) x | Evaluates whether the attack proce-
100 " dures are correctly ordered and hi-
erarchically structured.
Usable_Score Usablegeore = | Measures whether the nodes con-
n
i1 (Ci+ i + R;) % 100 tain executable commands, required
3n input arguments, and expected re-
sults.
Completeness_Score | Completenessgcore = | Evaluates whether the key attack

N
min(NF, Z F) x —
i=1

100
NF

phases are covered according to
frameworks such as ATT&CK, the
Cyber Kill Chain, or the NIST CSF.

Dependencies_Score | Dependenciesgcore = | Evaluates whether the root node of
Ci+P+V; % 100 a branch contains the required con-
3 figurations, permissions, and verifi-
cations.
SM_Score SMgcore = | Measures modularity and scalabil-

SV (AB;+ MB; + 4 4 2%)

ity: node reuse, diversity, and

1 x| adaptability of the tree.
100
Operational_Score Operationalgcore = "T x 100 | Evaluates whether the nodes include
appropriate rollback or cleanup pro-
cedures.
7
. Score;
Tree_Score Treegcore = @ Overall average of all attack-defense

7

tree metrics.

Table 5: Attack-Defense Trees Extended Metrics




0.11. CONCLUSIONS AND FUTURE WORKS 39

0.11 Conclusions and Future Works

The work developed over these two semesters enabled the validation, extension, and automa-
tion of previous proposals at the intersection of DevSecOps, SCE, and artificial intelligence,
demonstrating that LLMs can effectively support the anticipation of adversary behavior,
the creation of experimentation scenarios, and the continuous improvement of the Secure
Software Development Lifecycle (SSDLC).

e Proposed a language-model-based (LLM) workflow for generating attack—defense trees
representing adversary behavior.

e Defined key metrics to evaluate the quality of the generated attack—defense trees, re-
ducing model hallucination and ensuring the required hierarchical structure.

e Constructed an SCE experiment using one of the selected branches of the attack—defense
tree.

e Executed the SCE experiment in ChaosXploit, exploiting different attack vectors and
implementing the corresponding defense mechanisms within a cloud-based test envi-
ronment.

e Demonstrated that the generated attack—defense trees allow anticipation of adversary
behavior by exploiting pre-existing vulnerabilities and support effective cyber-defense
strategies.

e Contributed to the paper presented at JNIC 2025 [40], [41] by generating attack—defense
trees, defining evaluation metrics, and validating attack paths derived from LLMs.

e Contributed to the extended version of the research (currently under development),
including: i) Definition of new evaluation metrics for LLM-generated attack—defense
trees and SCE experiments, ii) Formulation of a modified workflow enabling a fully
automated end-to-end process.

As future work, we propose:

e Incorporating pre- and post-execution quality metrics for SCE experiments generated
from LLM-derived attack trees.

e Modifying the branch-generation process so that branches originate from defense nodes
(classified as detective, corrective, or preventive) rather than attack nodes.

e Creating attack vectors designed to challenge existing countermeasures, shifting the
methodology from hypothetical attack paths to realistic adversarial scenarios grounded
in deployed defenses, enabling a proactive security validation strategy.
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0.12 Annexes

0.12.1 Participation in the JNIC 2025

The Jornadas Nacionales de Investigacion en Ciberseguridad (JNIC) are national academic
conferences held annually in different cities across Spain, dedicated to the presentation of
research in cybersecurity. To participate in the conference, a research paper must be sub-
mitted; in our case, the paper was selected for presentation in the city of Zaragoza on June
4, 2025.

The final version of the paper submitted is included as part of this thesis, representing
the main research outcome developed during the first semester of this graduation project.
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Abstract—The most valuable asset of any cloud-based orga-
nization is data, which is increasingly exposed to sophisticated
cyberattacks. Until recently, the implementation of security
measures in DevOps environments was often considered optional
by many government entities and critical national services
operating in the cloud. This includes systems managing sensitive
information, such as electoral processes or military operations,
which have historically been valuable targets for cybercrimi-
nals. Resistance to security implementation is often driven by
concerns over losing agility in software development, increasing
the risk of accumulated vulnerabilities. Nowadays, patching
software is no longer enough; adopting a proactive cyber defense
strategy, supported by Artificial Intelligence (AI), is crucial to
anticipating and mitigating threats. Thus, this work proposes
integrating the Security Chaos Engineering (SCE) methodology
with a new LLM-based flow to automate the creation of attack-
defense trees that represent adversary behavior and facilitate
the construction of SCE experiments based on these graphical
models, enabling teams to stay one step ahead of attackers and
implement previously unconsidered defenses. Further detailed
information about the experiment performed, along with the
steps to replicate it, can be found in the following repository:
https://github.com/mariomc14/devsecops-adversary-1lm.git.

Index Terms—Adversary behaviour, LLMs, attack-defence
trees, DevSecOps, Security Chaos Engineering (SCE), threat
intelligence, Cyber Situational Awareness (CSA), cyber defence

Contribution type: Original research

I. INTRODUCTION

Cyber defense refers to the set of security measures and
strategies against cyberattacks [1] and can be implemented
either actively or passively. Historically, private and public
corporations have mostly relied on passive measures, focusing
on patching vulnerabilities. However, active cyber defense
allows for a broader perspective and the consideration of a
wide range of interaction scenarios between individuals, which
has proven to be a more effective strategy [2]. This shift from
reactive to proactive approaches has led organizations to seek
methodologies that can systematically strengthen their security
posture.

One such methodology that supports the implementation of
a proactive cyber defense strategy is Security Chaos Engineer-
ing (SCE), which improves security and tests the resilience

of cloud-deployed architectures through fault injection and
controlled experimentation [3]. SCE represents a paradigm
shift in how organizations approach security, moving from
merely responding to threats toward actively testing defenses
before attackers can exploit them. This proactive approach
aligns perfectly with modern software development practices
that emphasize agility and continuous improvement.

DevOps, which refers to the agile and collaborative inte-
gration of development and operations teams [4], embodies
these modern practices. When security tasks are integrated
from the early stages of development through to software
delivery, the practice evolves into DevSecOps. This integration
creates a comprehensive environment where security becomes
an inherent part of the development lifecycle rather than an
afterthought or separate concern, thereby strengthening an
organization’s overall defensive posture.

An optimal cyber defense strategy in a DevSecOps scenario
should integrate vulnerability identification, prioritize threats
based on their likelihood of occurrence, explore various attack
scenarios while anticipating adversary behavior, and imple-
ment automated and effective countermeasures. This holistic
approach requires sophisticated tools and methodologies that
can model complex attacker-defender dynamics within fast-
paced development environments.

Attack-defense trees represent one traditional approach to
addressing this need, offering a comprehensive visual frame-
work for cybersecurity analysis by combining offensive and
defensive actions in a hierarchical structure. By extending
traditional attack trees to include defensive countermeasures,
these models enable a dynamic representation of the attacker-
defender interplay. This structured approach facilitates im-
proved risk assessment, interdisciplinary collaboration, and
strategic decision-making in addressing complex, multi-stage
security threats within DevSecOps pipelines.

However, when using these methods (considered traditional
approaches for anticipating adversary behavior in cyberspace),
their effectiveness is limited by the creativity and knowledge of
the security teams implementing them. This limitation creates
a significant challenge in maintaining both security and agility



in DevSecOps environments, as human-centered analysis can
become a bottleneck in rapid development cycles while still
potentially missing novel attack vectors.

In response to these limitations, the state-of-the-art in Large
Language Models (LLMs) has emerged as a promising so-
lution by enabling the automation of tasks requiring human
language comprehension and generation. Some LLMs, such as
RepairLlama [5], which corrects code errors, and Hackmen-
tor [6], which applies fine-tuning to pre-existing LLM models,
have been trained directly on cybersecurity data, making them
specialized models in this field. Others, like ChatGPT [7], are
pre-trained on general data and later adapted using fine-tuning
techniques or methods such as in-context learning and chain-
of-thought reasoning to tackle complex cybersecurity tasks [8].

Unlike RepairL.lama and Hackmentor, the great potential of
ChatGPT lies not only in its ability to correct code errors,
but also in its outstanding performance across various cyber-
security tasks, such as autonomous vulnerability exploration
and the discovery of new threats [9], without requiring a
prior transfer learning process, making it readily available for
immediate use.

The strategic implementation of LLMs to forecast adver-
sarial behavior patterns (specifically prospective attack pro-
cedures, their sequential execution patterns (e.g., branch se-
quencing within attack-defense tree frameworks), and asso-
ciated cost-benefit considerations) holds significant potential
to mitigate cognitive biases inherent in conventional security
testing methodologies within DevSecOps pipelines. Further-
more, such an approach facilitates the systematic exploration
of novel attack vectors while refining vulnerability detec-
tion and mitigation strategies. Operational integration of such
predictive systems within cyber command frameworks could
enhance proactive threat modeling, enabling stakeholders to
preemptively identify and neutralize emerging threats targeting
cloud-based national critical infrastructure assets.

Thus, the main contributions of this paper are summarized
as follows:

e A new LLM-based flow for generating attack-defense

trees that represent adversary behavior.

e A comparative analysis of attack-defense tree genera-
tion is conducted using different general-purpose LLMs,
providing the models with a set of prompts within a
DevSecOps and cyber defense context to evaluate their
ability to generate realistic attack structures with a clear
hierarchy aligned with the proposed attack objective.

o The definition of key metrics for assessing the quality of
attack-defense trees generated by different models. These
metrics ensure that the trees are based on real-world
attacks and countermeasures, maintain a clear hierarchical
structure, and align with a well-defined attack objective.

o The validation of the proposal through the evaluation of
some generated attack-defense trees, and the implementa-
tion of a SCE experiment that allow to test the feasibility
of the generated paths from the perspective of a realistic
adversary.

This paper is structured as follows: Section II explores

the LLMs used for cybersecurity and cyber defense pur-
poses. Then, Section III describes our proposed method for
generating and evaluating attack-defense trees using general-
purpose LLM models. Next, in Section IV, the best-obtained
attack-defense trees are used to construct and execute our
experiments. Finally, Section V presents the conclusions and
analyses potential future research directions to improve our
proposal.

II. STATE OF THE ART

This section describes recent advancements in the use of
LLMs for cybersecurity and new frontiers in proactive security
analysis. In this sense, the work proposed by Yadong Zhang
et al. [10] provides a comprehensive survey on leveraging
LLMs for strategic reasoning—a complex cognitive ability
involving decision-making in multi-agent, dynamic, and uncer-
tain environments. The study systematically explores LLMs’
applications, methodologies, and evaluation in strategic sce-
narios, emphasizing their growing significance in multi-agent
interactions and decision-making.

Moreover, Alaeddine Diaf er al. [11] present a novel
framework for IoT networks that leverages LLMs and Long
Short-Term Memory (LSTM) models to predict intrusions
by analyzing network packets. The framework uses a fine-
tuned Generative Pre-trained Transformer (GPT) model to
predict network traffic and a fine-tuned Bidirectional Encoder
Representations from Transformers (BERT) to evaluate the
predicted traffic. An LSTM classifier then identifies malicious
packets among these predictions.

Another key research stream is the use of LLMs to discover
attack procedures. To this extent, the work proposed by Ying
Zhang et al. [12] explores the development and deployment
of GenTTP, a zero-shot framework that employs LLMs to
analyze and automatically generate Tactics, Techniques, and
Procedures (TTPs) for interpreted malware specific to Open-
Source Software (OSS) ecosystems (e.g., PyPI, NPM). Unlike
traditional malware analysis, which relies on manual reverse
engineering or dynamic sand-boxing, GenTTP focuses on
software supply chain (SCS) attacks, analyzing malicious OSS
packages designed to infiltrate systems via deceptive metadata
and stealthy code execution.

Furthermore, Lingzhi Wang et al. [13] introduce Aurora, a
semi-automated Breach and Attack Simulation (BAS) system
designed to construct multi-step cyberattack chains efficiently.
Aurora leverages LLMs, such as GPT, along with the Planning
Domain Definition Language (PDDL), to address challenges
in traditional BAS, such as limited action space, expertise
requirements, and insufficient attack chain realism. Aurora au-
tomates the simulation of full cyberattack chains by analyzing
attack tool documentation, threat intelligence reports, and real-
world techniques.

The goal of the current paper is to improve the defenses and
resilience of systems focused on cyber defense environments.
Under this paradigm, Christoforus Yoga Haryanto et al. [14]
demonstrate how contextualized Al can accelerate strategic
decision-making by conducting an automated literature survey



using LLMs. Contextualized Al significantly enhances cyber
defense by accelerating threat intelligence synthesis, enabling
strategic decision support, improving human-AlI collaboration,
and facilitating proactive defense posturing.

Also, Johannes F. Loevenich et al. [15] focus on the
design and training of robust Autonomous Cyber Defense
(ACD) agents for use in military networks. It introduces an
architecture that combines a hybrid Al model incorporating
Multi-Agent Reinforcement Learning (MARL), LLMs, and
a rule-based system. These components are organized into
blue and red agent teams distributed across network devices.
The primary objective is to automate essential cybersecurity
functions, including monitoring, detection, and mitigation,
thereby enhancing the ability of cybersecurity professionals
to safeguard critical military infrastructure.

The previous related works highlight LLMs’ transformative
potential in cybersecurity and cyber defense. These studies
demonstrate LLMs’ capabilities in strategic reasoning, IoT
intrusion prediction, malware TTP analysis, enhancing BAS
systems, synthesizing cybersecurity literature, and building
Autonomous Cyber Defense agents. Collectively, they show-
case LLMs’ versatility in addressing various cybersecurity
challenges, from threat detection to automated defense in
diverse environments. However, while these contributions
demonstrate significant advancements, a crucial gap remains
in effectively leveraging LLMs to analyze comprehensive
attack procedure databases and integrating this analysis into
a SCE methodology. This unexplored approach could enable
more sophisticated adversary behavior anticipation, allowing
for the proactive design of adaptive security mechanisms that
anticipate threats before they materialize, bridging critical gaps
in the continuous development lifecycle.

III. LARGE LANGUAGE MODEL AS AN ENABLER OF
ADVERSARY ANTICIPATION

This section presents the proposed flow for generating
attack-defense trees that represent potential adversary behav-
ior, as well as the key metrics defined to evaluate the quality
of the trees generated by LLMs.

A. Generating an attack-defense tree

Attack-defense trees provide a structured framework for
modeling and analyzing adversarial interactions in cyberse-
curity scenarios by integrating both offensive and defensive
actions into a single hierarchical representation. These trees
extend traditional attack trees by incorporating defensive
countermeasures, enabling analysts to visualize the dynamic
interplay between attackers seeking to exploit vulnerabilities
and defenders implementing mitigation. The visual nature of
attack-defense trees also enhances interdisciplinary collabo-
ration, enabling technical teams and stakeholders to jointly
evaluate security postures and prioritize mitigation against
multi-stage threats.

Consequently, in our proposal, the attack-defense trees are
used as part of a cyber defense strategy, allowing an organi-
zation that uses such trees to evaluate its own critical vulner-

abilities and predict adversary behavior patterns according to
known attack procedures. As a result, such an organization can
pose defense strategies that are adequate considering a cost-
benefit analysis and the capacities of the adversary. For the
generation of the attack-defense trees, we have provided the
LLMs with structured, individual prompts focused on single
tasks, rather than a single prompt containing multiple tasks,
which offers significant advantages.

LLMs tend to perform better when solving smaller, discrete
tasks compared to handling multiple complex tasks simulta-
neously. This phenomenon can be attributed to the model’s
inference capabilities, which are constrained by the number
of tokens it can process. Another benefit of using multiple
individual prompts lies in the model’s recall capability. This
is particularly important as it enables the LLM to infer attacks
and controls that are more contextually aligned with the
specific system or infrastructure components being analyzed.

Thus, we propose the flow diagram depicted in Figure 1,
which represents the interactions that a cybersecurity analyst
should have with an LLM to construct an attack-defense
tree. Such a flow will be described next and is composed of
the following 6 phases: Application Security Context, Prompt
Context, Insert Prompt, Attack Context, Cosmetic Context, and
Expert validation.

1) Phase 1: Application Security Context: The flow de-
picted in Figure 1 begins by establishing the context for the
LLM model by introducing key concepts such as application
security, threat modeling, and attack-defense trees. This step
is crucial to ensure that the model remains focused on the
relevant subject matter for future tasks and avoids generating
content unrelated to these topics. To achieve this, it is possible
to pose questions to the LLM about these areas and request
summaries of the information.

This approach helps consolidate concise and relevant knowl-
edge within the model’s memory, which is inherently limited.
Questions like “What is application security?”, “What is threat
modeling?”, and “What is threat modeling using attack trees?”
serve as effective starting points.

2) Phase 2: Prompt Context: In the following phase, the
LLM model is provided with structured prompts and generates
the desired output in the form of an attack-defense tree using
DOT format, which is a way to represent these trees as directed
graphs using the Graphviz language [16]. The structured
prompt format defined for this approach is as follows:

o System Context: The context of the system is provided
in a specific form, e.g., “The context of the system will
be provided by critical mission objectives and operational
threat scenarios”.

o Component List: It contains a list of technologies that
will be used to deploy the system, along with the corre-
sponding safeguards for each technology, e.g., “AWS EC2
(monitored by Amazon GuardDuty to detect anomalous
accesses)”.

o Attack Goals: It refers to a phrase that indicates to the
LLM that an attack goals is provided, e.g. “Ex-filtrate
supply chain information”.
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| will share with you a set
of structured prompts
with which | need you to
generate an
Attack Tree in DOT
format

PROMPT
CONTEXT

What is application security?

What is threat modelling?
What is threat modeling using
attack trees?

COMPONENT LIST: You will receive a list of
technologies that will be used to deploy the
system, along with the corresponding

SYSTEM CONTEXT: The context of the
system will be provided by critical mission
objectives and operational threat scenarios.

INSERT PROMPT:
SYSTEM CONTEXT: []
COMPONENT LIST: []

ATTACK GOALS: []

TREE ROOT: “”

safeguards

ATTACK GOALS: You will receive a list with

attack goals

TREE ROOT: A system reality

REFINE

NO
Generate the [COMPONENT LIST] branch of N ATTACK CONTEXT
the tree. Generate a path with the sequence
of attacks to reach the attack goals, q i
bypassing safeguards specific to the NO Metrics of the attack branch:
Z B hi .
ranchi component s ifi 1.1t is based on TTPs or real incidents.
Expected Apec' Il(c 2.0rganizes attacks hierarchically and
Output? Generate the [COMPONENT LIST] branch of ttac, avoids ambiguities.
the tree [Provide external information with yes Tree? 3.Includes commands to execute, input
the description of the attack]. Generate a arguments and expected results
YES path with the sequence of attacks to reach

specific to the component.

the attack goals, bypassing safeguards

COSMETIC CONTEXT

TREE STRUCTURE:
Refine the attack
tree according to
your needs

COSMETIC DETAILS:
Define colors, font,
sizes

EXPECTED OUTPUT:
DOT code for the
attack tree with

attacks &
safeguards

EXPERT VALIDATION:

Helps to identify and

correct any potential
issues

Figure 1: Flow diagram of the construction of an attack-defense tree using LLM

o Tree Root: The main node of the tree is specified to the
LLM, e.g., “Cloud-based supply chain System”.

The decision to use a 4-parameter prompt was based on
a series of tests, which revealed that including additional
parameters led LLMs to produce meaningless code. It is
important to note that the order of the parameters had no
impact on the outcomes.

3) Phase 3: Insert Prompt: This phase is critical to the
process as it requires summarizing all the knowledge about
the system under development. The outcomes at this stage
can vary depending on the LLM being used.

4) Phase 4: Attack Context: In order to achieve certain
quality in the results produced by LLMs, it becomes nec-
essary to establish a series of metrics. After reading the
literature, we can determine that an attack branch should be
realistic, meaning it should be based on documented TTPs
(Tactics, Techniques, and Procedures) from frameworks such
as MITRE ATT&CK or real-world incidents. Additionally,
the steps should be organized hierarchically (objectives, steps,
and commands) and avoid ambiguities. Finally, the branches
should include executable commands, adjustable parameters,
e.g., IP addresses, resource names, among others, and expected
outcomes.

Thanks to the versatility of the LLM models, it is possi-

ble to generate both generalized and specific attack-defense
branches. On one hand, generalized attack-defense branches
offer a broad overview of possible attacks a system might face.
However, it requires a security analyst’s expertise to determine
whether the inferred attacks are genuinely exploitable within
the system. To create a generalized attack-defense branch,
the security analyst must prompt the LLM to infer potential
attacks based on the system’s context, topological components,
safeguards, and attack goals.

On the other hand, a specific attack-defense branch provides
a more detailed view of the exact sequence of attacks an adver-
sary might follow to achieve their objectives. This approach
is particularly useful for security analysts who need precise
attack procedures. To create a specific branch, the security
analyst must provide the LLM with resources containing a
detailed attack, such as one of the attack procedures included
in HackTricks [17].

For better results, the security analyst can ask the LLM to
generate branches independently for each system component
and then combine them into a complete tree. Afterward, it is
essential to verify whether the generated attacks align with the
intended attack goals. If not, those branches should be refined
by iterating the process and including the details needed inside
the prompts.



5) Phase 5: Cosmetic Context: Once the security analyst
is satisfied with the generated attack-defense tree, he/she can
request the LLM to apply cosmetic adjustments, such as
modifying the text font, color, size, or node colors, among
other visual elements. Additionally, the analyst can instruct the
LLM to redefine the tree’s structure if necessary. This process
may be required in cases where the generated attack-defense
tree contains redundant connections between nodes or if the
arrangement of parent nodes or attack objectives does not meet
the analyst’s expectations.

6) Phase 6: Expert Validation: Once the attack-defense tree
is generated, it undergoes a thorough validation by a security
analyst. If the output does not meet expectations, e.g., if it
includes irrelevant attacks, fabricated controls, disconnected
nodes, or lacks meaningful relationships between attacks and
goals, the analyst can provide feedback. The tree can be
returned to the LLM in DOT format with specific instructions
for revisions. This expert validation process is crucial for
identifying and addressing potential shortcomings, ensuring
that the final output is accurate, reliable, and applicable to
real-world scenarios.

B. Measuring the quality of an attack-defense tree

In this proposal, these attack-defense trees are intended to
support the construction of SCE experiments, and to achieve
this objective, they must have a well-defined structure and
avoid ambiguities that could delay or even prevent the sub-
sequent validation of attack scenarios aimed at anticipating
adversary behavior. To this end, the following metrics are
proposed: Attacks based on known TTPs, Ordered attack
procedures, and Usable attack procedures.

Attack-defense trees benefit from incorporating the first one
as this grounds the model in real-world adversary behaviors,
ensuring scenarios align with documented threat intelligence
and reducing ambiguity during validation. Ordered attack
procedures enforce logical sequences of attack steps, reflecting
the dependencies and progression of real-world attacks, which
is critical for structuring reproducible experiments and accu-
rately anticipating adversarial workflows. Finally, usable attack
procedures prioritize actionable, non-redundant steps that are
feasible to implement in controlled experiments, avoiding
overly complex or theoretical paths that could hinder prac-
tical validation. Together, these metrics enhance the clarity,
realism, and operational relevance of attack-defense, enabling
systematic testing of defenses against validated attack vectors
while minimizing ambiguities in scenario execution.

1) Attacks based on known TTPs: This metric ensures that
the tree incorporates real TTPs used in established frameworks
such as MITRE ATT&CK or the Cyber Kill Chain framework,
which are already well-structured. Thus, minimizing potential
hallucinations by the models when generating attack paths.
Zn

"M,
MITREseore = ==L % 100 (1
n

e M; = Binary value (1 if node ¢ corresponds to a MITRE
ATT&CK technique appropriate to the attack being car-
ried out, 0 otherwise)

o n = Total number of attack nodes in the tree

2) Ordered attack procedures: The branches of the tree
must be organized hierarchically, starting from a root node
that connects the attack nodes and ends in a target node.
Additionally, attack paths must be clear and unambiguous,
accurately reflecting the process an attacker follows to exploit
a vulnerability:

Orderedgcore = (1

Ny+ N
- %) x 100 )

e N, = Number of nodes deviated from the original order
established in the external source attached to the LLM
e Ny. = Number of nodes without children that are not a
final node
o n = Total number of attack nodes in the tree
3) Usable attack procedures: Includes commands to exe-
cute, input arguments and expected results. Attack and defense
nodes must clearly describe what is done (procedure), how it
is done (commands and input arguments), and the expected
outcome:
ZLJQ+E+RJX
3n
e C; =1 if the node contains at least one real executable
command appropriate to the attack being carried out, 0
otherwise.
e I; =1 if the node contains input parameters necessary to
execute the command, O otherwise.
e R; =1 if the node contains descriptive expected results,
0 otherwise.
o n = Total number of attack nodes in the tree.

Usablegcore = 100 3)

Finally, we can compute the overall score of the tree with
the following equation:

MITRESgcore + Orderedgcore + Usablegeore

? 4

TreeScore =

IV. EXPERIMENTS

This section of experiments is composed in the following
way: Section IV-A where the cyber defense scenario is es-
tablished, Section IV-B, where the attack-defense trees are
generated, Section IV-C, where one of the branches from
the previously generated attack-defense trees is selected and
translated into a SCE experiment, and Section IV-D, where
the results obtained from the attack generation process are
presented and analyzed.

A. Settings

This section demonstrates the practical implementation of
the methodology proposed in Section III through a military
sector case study motivated by the critical need to model and
anticipate adversarial tactics in cyber defense planning. In this
case study, a Ministry of Defense (MoD) operates a military
logistic information system with a cloud-native approach,
designed to get the most benefits of cloud capabilities while
also being resilient enough to counter possible sophisticated
threat actors. This military logistics system track essential war



fighter supplies across global bases and handles classified data
including ammunition, medical kits, and rations, which need to
be protected against nation-state cyber espionage tactics. The
military logistics system implements a security-first design
philosophy which stems from historical analysis of adversaries
behavior targeting military logistics systems.

With the aim of defining a specific scenario for the ex-
periments, it is assumed that the military logistics system is
deployed in AWS GovCloud and employs three key managed
services: EC2 for secure computing, CodeBuild for automated
CI/CD pipelines, and CodeGuru for Al-powered code security
analysis. This cloud architecture provides a realistic scenario
for assessing the capabilities of LLMs in generating attack-
defense trees based on the data flow presented in Section III.
Building upon this foundation, two specific LLMs were se-
lected for their evaluation in reasoning and cybersecurity
applications: GPT-4 and QwQ-32B. These models will serve
as the core components for simulating adversary behaviors and
creating structured attack-defense models, further enhancing
the experiment’s relevance and applicability to real-world
cybersecurity scenarios. For the experiment, we have used the
web versions of both models, available at https://chat.qwen.ai
and https://chatgpt.com, respectively.

B. Generating Attack-Defense trees

The attack trees generated when applying the proposed
iterative process with both models are shown in Figures 2 and
3. Each branch begins with a node (represented in dark blue)
that identifies the specific AWS service being targeted. From
there, each branch follows a series of attack nodes (represented
in light blue) that detail the specific steps, commands, and
techniques used in the attack sequence. Despite the diversity
in attack methodologies, all three paths ultimately converge
toward the same goal: executing a privilege escalation attack.

e Branch 1: In the first branch, i.e., EC2 attack branch,
the attacker gains access to EC2 resources, executes a
reverse shell to establish a connection with their systems,
and steals sensitive credentials from the instance. This
allows them to escalate privileges and access additional
AWS resources.

o Branch 2: In the second branch, i.e., CodeBuild attack
branch, the attacker uses valid credentials to set up
a compromised CodeBuild project that runs a reverse
shell, enabling them to steal credentials from the build
environment. They then delete the project to cover their
tracks while maintaining unauthorized access to AWS
resources.

o Branch 3: In the third, i.e., CodeGuru attack branch, the
attacker injects malicious code into a repository and ma-
nipulates configurations to expose sensitive information
during automated code reviews. By extracting credentials
from the analysis process, they escalate privileges and
gain unauthorized access to sensitive data.

The trees generated by both LLMs were evaluated based on

the three key metrics proposed in Section III-B. Overall, as we
can appreciate in Table I, a comparison of final scores reveals

that QWQ-32B achieved a T'reegeore = 71.60%, while GPT-4
scored a Treegeore = 61.73%. In mapping real-world TTPs
from the MITRE ATT&CK framework, QwQ-32B shows
a more reliable representation with minimal hallucination,
compared to GPT-4, which often provides incomplete or in-
correct information. Both models excel in creating hierarchical
structures for attack procedures, but QwQ-32B offers clearer
paths and priorities. Importantly, QwQ-32B outperforms GPT-
4 in providing usable attack procedures, offering more detailed
commands and expected outcomes. Having all this information
considered, this makes QwQ-32B the preferred choice for
subsequently detailing an SCE experiment from this tree.

GPT-4

Most TTPs are
incomplete or wrong,
slightly reducing realism
(11.11%) (1/9 nodes).

Metric QwQ-32B

Reliably maps real-world TTPs
from MITRE ATT&CK

with minimal hallucination
(22.22%) (4/18 nodes).

Attacks Based on
Known TTPs

Clear hierarchical structure
with unambiguous paths
and well-defined priority
(100%).

Hierarchical but occasionally
introduces minor ambiguities
in node relationships
(100%).

Ordered Attack
Procedures

Highly detailed commands,
inputs, parameters, and
expected outcomes
(92.59%) (50/18 nodes).

Provides usable steps
but lacks technical
depth in some areas
(74.07%) (20/9 nodes).

Usable Attack
Procedures

Table I: Comparative table of obtained metrics

C. SCE experiment

The purpose of this experiment is to evaluate the re-
silience of an AWS environment to potential misuse of per-
missions. Specifically, the experiment will test whether an
attacker can successfully request a Spot Instance, attach a
privileged IAM role, and execute a reverse shell script to
steal the IAM role credentials, using the permissions ec2 :
RequestSpotInstances and iam : PassRole.

Based on the goal of the attack tree, i.e., perform a privi-
lege escalation attack, it is possible to define the experiment
following the SCE methodology:

o Observability: Detection of Spot Instance creation with
suspicious user data and anomalous permission usage via
AWS GuardDuty.

o Steady State: A secure AWS environment where Guard-
Duty detects privilege escalation, misconfigured permis-
sions are non-exploitable, and security controls function
as designed.

o Hypothesis: AWS GuardDuty will detect privilege esca-
lation attempts when Spot Instances with misconfigured
permissions and malicious user data are launched.

D. Experiment Methodology

This section describes the execution of the SCE Privilege
Escalation experiment using a Spot EC2 instance. The au-
tomation of the experiment, which replicates the attack from
branch #1 of the attack tree shown in Figure 3, culminates in
obtaining temporary credentials for the EC2—CloudW atch—



AWS EC2 Security Control

Cloud-based Supply Chain System

AWS CodeBuild Security Control

AWS CodeGuru Security Control

Initial Access
(TA0001)
Command: aws ec2 describe-instances
Input: None
Result: List of EC2 instances

Inject Code
(T1059)
Command: echo 'malicious_code' >> build_script.sh
Input: Modified build script
Result: Malicious execution

Command: git commit -m 'Bypass Al analysis'

Bypass Analysis
(T1070)

Input: Obfuscated code
Result: Malicious code undetected

.

\

‘

Exploit API
(T1190)

Input: Malicious payload
Result: Unauthorized API access

Command: curl -X POST https://api.target.com/vuln-endpoint

Modify Artifacts
(Tampering)
Command: cp backdoor.exe build_output/
Input: Injected malicious artifact
Result: Compromised package

Command: npm install fake-package@1.0.0

Malicious Dependency
(T1195)

Input: Malicious package
Result: Backdoor execution

\

'

Privilege Escalation
(T1068)
Command: sudo su

Input: Exploited vulnerability
Result: Root access on EC2

'

Privilege Escalation
(T1068)
Command: chmod +s /bin/bash
Input: Modified permissions
Result: Privileged shell access

Command: python3 exploit.py --target aws_codeguru
Input: Exploited supply chain vulnerability

Privilege Escalation
(T1068)

Result: Elevated privileges

Privilege Escalation Attack

Figure 2: Reduced version of the attack-defense tree generated by GPT-4

AWS EC2 (monitored by Amazon GuardDuty)

1. Obtain +ijam:
TTP: T1078 (Valid Accounts)

Cloud-based supply chain System

AWS CodeBuild (Protected by GuardDuty)

AWS CodeGuru (Protecting CodePipeline)

Step 1: crafl Explmt Payload
="curl {...}
Input: Reverse shell URL (attacker controlled)
Result: Malicious command stored in $REV variable
TTP: T1059 (Command and Scripting Interpreter)

Step 1: Inject Mallclous Code
Command: git clone {...}
Input: Target reposltory URL
Result: Cloned repo and created exploit branch
TTP: T1078 (Valid Accounts)

2. Craft Reverse Shell Payload (Obfuscated)
Command: REV=$(printf ‘#!/bin/bash\ncurl {...}

Input: Ngrok C2 endpoint (2.tcp.ngrok.io:14510)
Resulf: Base64-encoded reverse shell script

TTP: T1059 (Command and Scripting Interpreter)

Step 2: Create JSON Payload
Command: JSON= "{...}"

TTP: T1530 (Data Manipulation)

2 ane
Result: Malicious rev.json file with embedded reverse shell

Step 2: Modify conﬂg Yy
Command: import b 103 o)

one
Result: Code added to expose credentlals in CodeGuru logs
TTP: T1003 (OS Credential Dumping)

v

3 Request Spot lnsmnce wnh Mallclous User Data
ec2

Input: Stolen 1AM role name (EC2 Cloudwatch -Agent-Role)
Result: Spot Instance launched with backdoored user data
TTP: T1552 (Unsecured Credentials)

S(ep 3: Create Malicious CodeBulld Project

rev |son with mallcmus bullds e

TTP: T1078 (Valid Accounts)

Input: ¢
Result: CodeBuild project created with IAM role permissions

Step 3: Push Changes
Command: git add {...}
nput: GitHub credentials
Result: Malicious code pushed to remote repository
TTP: T1530 (Data Manipulation)

4. Execute Reverse Shell & Retrieve 1AM Role Creds
url {...}

Input: Instance metadala end
Result: Temporary credentials for EC2- CIoudWatch Agent -Role obtained
TTP: T1003 (OS Credential Dumping)

Step 4 Start Mallclous Buuld

ld {..}

Result: Build container executes reverse shell
TTP: T1553 (Subvert Trust Controls)

Step 4: Trigger cadeGuru Analysis
Command: while true; do {...}
Input: AWS CLI confl ured
Result: CodeGuru completes analysis and logs credentials
TTP: T1553 (Subvert Trust Controls)

!

Step 5: Steal IAM ROIT Credentials
:curl {...]

Input: Role name from compromised project
Result: Attacker gains temporary AWS credentials
TTP: T1003 (OS Credential Dumping)

Step 5: Get Review ARN
[of : REVI (. codegl i (™)

" Input: Nony
Result: ARN of CodeGuru review stored in SREVIEW_ARN
TTP: T1530 (Data Manipulation)

!

!

Step 6: Cleanup Artifacts
: aws codebuild delete-project {...}
Input: None
Result: Malicious project deleted to evade detection
TTP: T1070 (Indicator Removal)

Step 6: Extract Credentials
: aws codeguru-reviewer {...}
Input: SREVIEW_ARN
Result: Credentials exposed in CodeGuru logs
TTP: T1003 (OS Credential Dumping)

Step 7: Assume Admin Role
: aws sts assume-role {...}
Input: Extracted credentials
Result: Attacker gains temporary admin permissions
TTP: T1078 (Valid Accounts)

Privilege Escalation Attack

Step 8: Verify Elevated Permissions

Input: Admin credentials
: Confirms admin access and lists sensitive data
TTP: T1068 (Exploitation for Privilege Escalation)

Figure 3: Reduced version of the attack-defense tree generated by QwQ-32B




Agent — Role. Further detailed information about the ex-
periment, along with the steps to replicate it, can be found
in the following repository: https://github.com/mariomc14/
devsecops-adversary-1lm.git. Specific actions performed per
each stage of the experiment are described next:

¢ GuardDuty Findings: The initial state of Amazon Guard-
Duty is verified, ensuring that no prior alerts exist before
executing the subsequent phases of the experiment. If
no alerts are detected, the execution proceeds with the
creation of the Spot EC2 instance.

o Spot EC2 Instance Creation: The command to create the
instance with the FC2 — CloudW atch — Agent — Role
is executed, incorporating the Base64-encoded string as
a payload in the UserData field. During the instance
creation process, a connection for reverse shell listening
is established in parallel.

o Credential Extraction and Usage: In the third and final
stage of the experiment, the obtained credentials are
extracted and used by executing the request shown below.
These credentials are stored and leveraged to perform
actions that the attacker initially did not have permission
for, such as listing users.

V. CONCLUSIONS AND FUTURE WORK

In this paper, we proposed an LLM-based flow for gen-
erating attack-defense trees that represent adversary behavior.
We defined key metrics to evaluate the quality of the generated
attack-defense trees. Based on the generated diagrams, we con-
structed an SCE experiment, relying on one of the previously
selected branches of the attack-defense tree. Subsequently,
we executed the SCE experiment in ChaosXploit, achieving
privilege escalation in an EC2 Spot instance, as part of a
military supply chain system in a cyber defense scenario.
The results demonstrated the capability of the attack-defense
trees generated by our proposed flow to anticipate adversary
behavior in exploiting pre-existing system vulnerabilities, and
its utility in a cyber defense strategy.

Future work will explore extending this framework to sup-
port automated countermeasure recommendations to enhance
its practicality for anticipating adversary behavior in real-
world scenarios.
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