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Objectives:

● Guided Vulnerability Detection: Leverage LLM-driven 
insights to identify and address vulnerabilities 
effectively.

● Educational Support: Enable cybersecurity 
professionals to better understand attack scenarios 
through context-specific LLM recommendations.

Small and medium-sized enterprises face increasing 
cybersecurity threats but lack resources for effective 
defense, as traditional pentesting is costly and complex, 
exposing them to significant financial and operational 
risks. The solution builds on pentesting, BAS tools (like 
MITRE Caldera), and advancements in AI (LLMs like GPT) 
to make these technologies more accessible.
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Use 

Cases

1. BAS operates automatically

2. BAS starts operation, then the control is 

taken by the LLM to finish the operation

3. Control alternates between the BAS and LLM

4. LLM performs in the operation by itself

Exhaustive and complete experiments conducted 
on a Metasploitable 2-3 Virtual Machine. The 
following vulnerabilities identified and successfully 
exploited: Backdoor, Web Server Shutdown and 
Privilege Escalation.

Conclusions

Our project introduced an LLM-BAS copilot for 
penetration testing by integrating an LLM with a BAS 
platform, which is a combination not yet available on the 
market. This innovative tool guides users in real-time, 
automates key steps, and enhances vulnerability 
detection, making cybersecurity testing faster, smarter, 
and more accessible.

This project presents an architecture integrating a Large 
Language Model  (LLM) and a Breach  & Attack Simulation 
platform (BAS); tested with MITRE Caldera. Designed as 
an intelligent copilot for penetration testing, this copilot 
recommends Operating Systems commands to identify 
and validate vulnerabilities in a simulated environment, 
enhancing adaptivity and interactivity for cybersecurity 
professionals.
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