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Abstract

Although software development processes have been substantially optimized in recent years,
security breaches continue to represent a major risk factor for companies. Digital transfor-
mation processes that do not implement security as a pillar tend to generate reprocesses
and additional costs for remediation, in the worst cases, information leaks, ransomware at-
tacks, denials of service, and other cyber-attacks that generate strong reputational, legal,
or monetary impact. Over the years, secure development practices have evolved, and today
frameworks help to intrinsically prevent vulnerabilities. Application Security Programs have
also emerged, which are a mechanism that encompasses the policies, guidelines, processes,
tools, and people that companies implement to protect their applications. Increasing the
maturity level of an application security program requires automating activities and defining
novel ways to challenge application security. One of the mechanisms in ague to automate
security activities is Artificial Intelligence, with the advent of Large Language Models it is
possible to solve tasks in each phase of the software life cycle, reducing the time spent by
companies to generate secure systems. On the other hand, through Security Chaos Engi-
neering it is possible to discover new forms of risk that are not easily discovered through
traditional pen-testing methods or automated tools, which improves the security posture of
applications. This master thesis generates a series of contributions that allow companies to
improve their Application Security Programs. This work introduces ideas on early threat
identification by applying Natural Language Processing on user stories, demonstrates the
automation of threat models based on attack-defense trees using Large Language Models,
and proposes Security Chaos Engineering use cases applicable to DevSecOps practices.
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0.1 Introduction

The software development process has evolved rapidly in recent decades, agile methodologies
and DevOps practices have allowed to build software quickly, increasing profits for software
factories and accelerating the digital transformation of companies. Historically, the need
to create software quickly has gone against secure systems, since development teams focus
on generating value quickly and security tasks are not a priority. Sometimes security is
only applied in the testing phase, through penetration tests, but this generates reprocesses
and delays in the transition to production since the development team must remediate the
vulnerabilities detected without affecting the functionality, user experience, or performance
of the system.

Securing the software lifecycle has become a fundamental task to guarantee secure sys-
tems. Regulatory frameworks such as SOX [1], HIPAA [2] or PCI [3], oblige development
teams to secure software and guarantee that the systems developed have a minimum cri-
terion of confidentiality, integrity, and availability of user data. Ensuring the construction
of secure software requires the implementation of an Application Security Program [4]. An
application security program is a set of policies, guidelines, tools, and people that work in
harmony in order to secure the lifecycle of all software that is acquired and produced in an
enterprise. Governance frameworks such as SAMM [5] can be used to define policies and
guidelines, which specify the security activities to be performed at each phase of the software
lifecycle. In addition, investing in security tools and trained personnel is necessary to operate
the program.

When a company does not implement an Application Security Program, it exposes itself
to insecure systems. Even if a company does not have a software in-house factory, it should
require its software vendors to implement a minimum of security, otherwise, it is exposed
to multiple reputation or legal impacts that can even lead to bankruptcy. For example,
according to CISQ, the annual cost of cybercrime increased from $3 trillion in 2015 to $6
trillion in 2021, and the cost of vulnerability-related flaws in web applications rose to $2.2
trillion [6]. Thus, we may affirm companies should choose an Application Security Program
that fits their business needs and reduces the risk of cyber fraud.

An Application Security Program may have different security enablers, which are key
requirements for approving a software release to production, for example: requiring a security
architecture, a threat model, a code analysis, and ethical hacking can be examples of security
enablers. The number of enablers will depend on the maturity level of the application security
program and will be a point of optimization of the program.

One of the most common security enablers in an Application Security Program is the
threat model. Early identification of security threats reduces the cost of vulnerability re-
mediation, as developers can apply strategies to avoid security issues directly in the source
code or architects can propose a perimeter protection. However, building a threat model
is a practice that can be costly, as it requires experienced cybersecurity professionals who
understand the needs of the business.

To begin with, when a software factory implements an Application Security Program,
threat modeling is expected to be an activity performed by the development team, usually,
these teams lack the technical expertise to explore the tactics, techniques, and procedures
needed to affect the software, that is why usually threat modeling is an activity performed
by the companies’ cybersecurity team.

There are several mechanisms to generate a threat model, and each one has advantages
and disadvantages, in all cases, it is necessary to have an important knowledge of the busi-
ness. Nowadays the construction of a threat model must be done in an agile way, this
implies making threat models by sprints, anticipating the threats that may affect the future
functionality. One interesting mechanism to generate threat models that adapt to agile en-
vironments is the attack-defense trees since the branches of the tree can be organized during
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the different sprints of the development.

With the advent of Large Language Models (LLMs), which is a branch of artificial in-
telligence, it is possible to automate the threat modeling process, these LLMs are trained
with huge amounts of information including cybersecurity, cyber-threat, and cyber-fraud
aspects. Through LLMs it is possible for a cybersecurity professional to reduce the time it
takes to perform threat modeling, as LLMs can infer attacks from a given context, this can
help reduce the cost of this security enabler. This project demonstrates the use of LLMs to
generate attack-defense trees to quickly identify the techniques that adversaries can use to
affect the software.

Another common security enabler is security testing, it is usually required that the soft-
ware does not have critical or high vulnerabilities to go into production. For this purpose,
companies can implement Static Application Security Testing (SAST) or Dynamic Applica-
tion Security Testing (DAST). These two security enablers will be explored in this master
thesis.

On the other hand, concerning the identification of vulnerabilities when the software is
in the coding and testing phase, there are a large number of security tools, such as ZAP [7],
BurpSuite [8], Snyk [9], Fortify [10], which allow automating the discovery of vulnerabilities
in the source code, in third-party libraries and the running functionality. With the advent
of the DevSecOps practice, the vulnerability identification process has been substantially
optimized in cost and time.

In a DevSecOps practice, all stakeholders in the software process perform their specific
work leaving the CI/CD pipelines to perform the tasks of building and deploying new fea-
tures. This is where SAST and DAST tools can offer an advantage by quickly scanning the
software for vulnerabilities. However, there is an over-reliance on the toolchain, making it
possible to implement vulnerabilities when security tools are not robust enough. This is
where the power of Security Chaos Engineering comes in, which is a novel way to challenge
the security of systems in order to identify vulnerabilities that are not easy to detect.

Security Chaos Engineering offers a mechanism for identifying vulnerabilities through
proactive experimentation [11]. SCE uses the scientific method to discover and measure new
forms of risk that cannot be detected with automatic tools or penetration tests. For example,
through SCE it is possible to determine how a software functionality would behave when
a developer alters system roles, or it would also be possible to identify if an infrastructure
component privilege opens a backdoor.

Thus, in this master thesis we demonstrate how Security Chaos Engineering strengthens
a DevSecOps practice because, through this novel method, it is possible for cybersecurity
experts to devise new forms of risk. In contrast, security tools identify traditional vulnerabil-
ities like the ones included in OWASP TOP10 [12] or SANS/CWE25 [13]. We also propose a
new way to secure the software development lifecycle by integrating Large Language Models
(LLMs) to discover and test the tactics, techniques, and procedures employed by adversaries
to compromise software.

The remainder of this document is structured as follows. Section 0.2 describes the general
objective and the specific objectives of this master thesis, being artificial intelligence and
Security Chaos Engineering as the main project’s cornerstones. In Section 0.3, the research
process followed during the two semesters of the year 2023 is detailed, it should be noted that
it was a continuous learning process in accordance with the courses seen in the master’s degree
that involved the applications of artificial intelligence in cybersecurity. Then, Section 0.4
describes the artifacts generated as a result of this research, mainly a set of talks and papers
submitted to different conferences and journals. Finally, Section 0.5 concludes the master’s
thesis, presenting some future research paths, both in artificial intelligence and Security
Chaos Engineering.
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0.2 Objectives

General Objective

Propose methods to identify threats early and determine attack strategies using Artificial
Intelligence and Security Chaos Engineering to secure the software lifecycle.

Specific objectives

e OBJ1: Propose a mechanism to identify attack strategies from a set of user stories and
test them through SCE methodology.

e OBJ2: Propose a solution that integrates a NER model and an attack-defense tree to
contribute to securing software in military environments.

e OBJ3: Propose an innovative mechanism involving LLMs and SCE to strengthen the
maturity level of a DevSecOps practice.

e OBJ4: Demonstrate the applicability of SCE in agile software construction environ-
ments, from the identification of TTPs and efforts on the attacker’s side.
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0.3 Methodology

The methodological process followed to achieve the previously mentioned master thesis ob-
jectives is described next.

0.3.1 First semester

In the first academic semester of 2023 (January - May) we sought to apply artificial in-
telligence in a cybersecurity environment related to Application Security. Since artificial
intelligence is a broad field, natural language processing was chosen due to the experience
in securing software life cycle, since almost always the construction of a system involves a
series of activities that are documented in natural language.

One of the objectives was to identify how Natural Language Processing could support
the assurance of the software life cycle and for this, a review of the state of the art was
made by looking for different models of natural language processing that were applied in
security activities during the construction of a software, then there were identified a set of
research and published works in the different phases of the life cycle, works were found in the
phases of analysis, design, testing and deployment. This allowed the conclusion that there
are several natural language processing models applicable to secure the different phases of
the software life cycle, it is an idea that was introduced some years ago and what was sought
was to canalize these ideas to solve certain specific security tasks related to threat modeling.

This idea began with the selection of an existing natural language processing model
published online that could be adapted to the context of the idea so as not to have to train
a model of its own. A paper designed by authors Herwanto et al [14] was identified that
allowed to identification of a series of keywords in a set of user stories. The model allows us
to identify the actor, an action, and words that could be related to Personally Identifiable
Information (PII). Once this model was running, a set of user history was built to see how well
the model performed in identifying these keywords. This idea was presented at the BSIDES
Cybersecurity Conference 2023, https://bsidesco.org/, held in Bogotd, Colombia, and is
developed in Section 0.4.1, where we show how it is possible to generate a threat model from
keywords.

Subsequently, the concept of threat modeling was deepened using attack-defense trees,
because the hypotheses and experiments of Security Chaos Engineering are leveraged through
attack-defense trees. These attack-defense trees are a mechanism to perform threat modeling
in a fast way because they allow us to discover the different tactics and techniques that
attackers can use to affect the software and make it possible to increase the branches of the
tree through the different sprints of an agile software development process.

The goal was to build an attack-defense tree from the keywords identified with the Natural
Language Processing model since it is precisely through these trees that Security Chaos
Engineering experiments are defined. This led to the concept of trying to generate attack-
defense trees that had a functional perspective, but at the same time focused on tactics and
techniques that were applicable in a software context.

From this idea, the first use case was built for the Cyber Situational Awareness on Mili-
tary Operations workshop (CSA) of the conference on Availability, Reliability, and Security
(ARES 2023) https://2023.ares-conference.eu/, held in Benevento, Italy. Our purpose
was to contribute to Cyber Situational Awareness, considering the construction of the user
stories for software in a military context. A possible solution architecture for such software
was defined and the IriusRisk tool was used to analyze the threats that could affect that
solution architecture. Then the objective was to take the set of user stories and from them
detect those keywords to give the attack-defense tree a slightly more functional context, more
oriented towards business logic, since the tree built from the information obtained from Ir-
iusRisk was completely oriented to threats in components. Details of this idea are depicted
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in Section 0.4.2.

0.3.2 Second semester

In the second academic semester of 2023 (August - December), the concept of Large Language
Models, which are an extension of Natural Language Processing, was explored in depth, and
from there, the idea of automatically building an attack-defense tree that would allow the
definition of hypotheses and experiments for Security Chaos Engineering was born.

In the first instance the free LLM released by OpenAl, ChatGPT-3.5, was tested, however,
after a series of tests it was not possible to achieve this goal, since the attacks inferred by
this model were too generalized and did not represent specific attack procedures that could
be automated through Security Chaos Engineering. Subsequently, the ChatGPT-4 model
was tested, obtaining two fundamental capabilities to achieve the objective: first, a better
memory capacity, which avoided recall problems, and second, the capacity of this model to
consult information on the Internet.

Extensive testing was performed in an attempt to replicate the attack-defense tree gen-
erated for the CSA workshop at the ARES conference, succeeding after a great deal of trial
and error using different sequences of prompts. The result of this process was documented in
the paper submitted to the journal Computer & Security, which is included in Section 0.4.3.
In this way, a mechanism was built to generate attack-defense trees from a set of user stories
and a solution architecture.

Finally, from exploring the ideas of building attack-defense tree-based threat models auto-
matically using LLMs and then defining Security Chaos Engineering experiments applicable
to DevSecOps, a magazine paper was constructed to elevate these ideas to a more executive,
less technical audience. This led to the construction of a paper for the IEEE Internet Com-
puting Magazine, which is presented in Section 0.4.4. It was sought to apply the concepts
previously explored in a DevSecOps practice. A new use case involving the use of the AWS
DevOps infrastructure was built, for which new user stories and a new solution architecture
were defined, a new attack-defense tree was created using ChatGPT-4, and Security Chaos
Engineering experiments applicable to a DevSecOps practice were defined.
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0.4 Results

The results of this master’s thesis are represented in different scientific contributions, which
were presented at conferences or submitted to academic journals. The 4 main contribu-
tions from this thesis, which are associated with the objectives presented in Section 0.2, are
described next:

e An initial approach for the integration between a Name Entity Recognition Model
(NER) and SCE methodology to identify threats from user stories. This idea was sub-
mitted and presented in the form of a talk at the BSIDES Cybersecurity Conference
2023 in Bogotd, Colombia. Associated Specific Objective: OBJ1.

e A use case for securing cloud-based military systems integrating a Name Entity Recog-
nition Model (NER) and SCE methodology. This idea was submitted and published
as part of the proceedings of the CSA workshop at the ARES Conference 2023 in
Benevento, Italy. Associated Specific Objective: OBJ2.

e A flowchart to generate a threat model based on attack-defense trees using LLMs to
define SCE experiments applicable to a DevSecOps practice. This idea was submitted
to the Computer & Security Journal, special issue in “DevSecOps: Advances for Secure
Software Development”, and is under review. Associated Specific Objective: OBJ3.

e A new use case for securing DevSecOps practice using the SCE methodology was pro-
posed. It was written with a more executive rather than technical approach, contribut-
ing to the spread of SCE. This idea was submitted to IEEE Computing Magazine. and
is under review. Associated Specific Objective: OBJ4.

Each one of the previously mentioned contributions will be presented next.

0.4.1 Talk presented at BSIDES Cybersecurity Conference

The BSIDES Cybersecurity Conference is a convention of hackers, analysts, consultants,
researchers, and information security enthusiasts, where conferences related to offensive and
defensive security are promoted. The BSIDES Cybersecurity 2022 conference was held in
Bogota Colombia in October, more than 2000 participants were registered over 2 days and
presented topics such as: Ethical hacking, blue team, threat intelligence, incident response,
DevSecOps, artificial intelligence applied to cybersecurity, among others. More information
about BSIDES Colombia 2023 may be found at https://bsidesco.org/

The talk presented at this conference is described below, and was the first approach
between artificial intelligence and Security Chaos Engineering, specifically in this talk it is
demonstrated that it is possible to analyze a set of user stories to identify attack strategies
that can be tested using SCE. The talk was recorded and is accessible through https:
//www . youtube. com/watch?v=byy-xTC7N9c
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0.4.2 Paper presented at ARES Conference

The International Conference on Availability, Reliability, and Security (ARES) brings to-
gether researchers and practitioners in the field of IT security and privacy, was launched
in 20005, and serves as an important platform for exchanging, discussing, and transfer-
ring knowledge. The ARES 2023 conference was held in Benevento, Italy, and offered a
series of specialized cybersecurity workshops, where topics such as Cybersecurity and Arti-
ficial Intelligence, Cybersecurity in physical systems and IoT, and Cybersituational Aware-
ness, among others, were presented. More information about ARES 2023 may be found at
https://2023.ares-conference.eu/

The paper presented at this conference is described below, and was a product of the
refinement of ideas introduced in BSIDES Cybersecurity, this work demonstrates a use case
where a natural language processing (NLP) model is applied to identify security keywords in
a set of user stories to create a threat model based on attack-defense trees to generate SCE
experiments.
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It is clear that cybersecurity represents a real concern nowadays.
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establishing cybercrime as one of the most beneficial black markets

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than the
author(s) must be honored. Abstracting with credit is permitted. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior specific permission
and/or a fee. Request permissions from permissions@acm.org.

ARES 2023, August 29-September 1, 2023, Benevento, Italy

© 2023 Copyright held by the owner/author(s). Publication rights licensed to ACM.
ACM ISBN 979-8-4007-0772-8/23/08...$15.00
https://doi.org/10.1145/3600160.3605076

Sara Palacios
School of Engineering, Science and
Technology, Universidad del Rosario
Bogot4, Colombia
sara.palaciosc@urosario.edu.co

Estefania Laverde
School of Engineering, Science and
Technology, Universidad del Rosario
Bogota, Colombia
estefania.laverde@urosario.edu.co

Daniel Diaz-Lopez
School of Engineering, Science and
Technology, Universidad del Rosario
Bogota, Colombia
danielo.diaz@urosario.edu.co

Sebastian Suarez
School of Engineering, Science and
Technology, Universidad del Rosario
Bogota, Colombia
sebastian.suarezg@urosario.edu.co

worldwide. In this alarming scenario, public and private entities
invest several resources to secure their infrastructures and products
in an effort to fight against those intrusions. So, it is essential to
ensure that software development is secure during all its stages.

Besides, developing systems based on user stories is considered
a significant breakthrough in the software engineering process.
Typically written in natural language, these stories describe the
actions that can be executed by a user in an application. Security
in the software design phase is essential to ensure the early iden-
tification of security threats that may affect the system. In this
phase, security activities are applied, which are only sometimes
standardized and therefore depend on the experience of profession-
als and their business understanding. Nevertheless, no automated
mechanism is available to identify the early attack strategies that
cybercriminals can use to compromise one or more functionalities
of an application.

In a Software Security Development Life Cycle (SSDLC), an or-
ganization defines a series of security activities to be executed in
the different phases of the software process. In the design phase,
the construction of deliverables is necessary, which serves as input
for architects and programmers to implement security controls dur-
ing the development and deployment phases. These deliverables
apply to traditional software development methodologies, such as
the waterfall or spiral, as well as agile methodologies. One of the
most common artifacts in an SSDLC is threat models, which aim to
identify and map threats that may affect the different modules and
components of the software. The construction of a threat model
involves a certain degree of subjectivity, depending on the expe-
rience of the cybersecurity analyst or their understanding of the
business. This subjectivity leads to a certain degree of bias, making
it possible for the analyst to ignore some threats, considering them
improbable or simply due to lack of knowledge.

Recently, a novel paradigm named Security Chaos Engineering
(SCE) has arisen in secure system development which is based
on Chaos Engineering (CE) [3]. That is, SCE aims to identify se-
curity control failures through proactive experimentation, build
confidence in a system’s capability, and defend against malicious
conditions in production. SCE methodology has been successfully
applied to various contexts (e.g., cloud environment), demonstrating
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its capabilities and applicability, even if automatizing its workflows
still poses a severe problem.

To solve the aforementioned challenges, this article proposes an
SCE-powered framework to secure software development based
on user stories. In particular, the framework implements a Natural
Language Processing (NLP) model to extract relevant information
from a set of user stories of a certain application. Based on this
information, our proposal is able to model and identify threats that
can affect the software and determine attack strategies that can be
used by a cybercriminal at an early stage. Once those strategies are
determined and validated, SCE is applied to the real system to test
that the proposed security controls are effective against the identi-
fied threats. The integration of these two fields has the potential
to enhance security testing by incorporating proactive experimen-
tation and the identification of security control failures [14]. By
combining artificial intelligence techniques with chaos engineering
principles, researchers can explore new avenues for improving the
robustness and resilience of software systems against cyber threats.

The remainder of this article is as follows. Section 2 reviews
the most prominent works in the field of SCE and NLP applied to
security problems. Then, Section 3 describes our proposal, detailing
the different modules. Section 4 presents the experimental results
of applying the framework to a cloud-based military environment.
Finally, Section 5 concludes the article, presenting some interesting
future research paths.

2 RELATED WORKS

Some proposals have been suggested for securing systems using
SCE, while others have been presented to improve security thanks
to the NLP methodology. To this extent, the most prominent ones
are analyzed in the following Sections.

2.1 SCE proposals

Lately, there has been a recent shift in the chaotic methodology,
with SCE emphasizing testing security controls to enhance system
protection. SCE employs proactive experiments to build confidence
in the system’s ability to defend against potential threats and vul-
nerabilities. This shift acknowledges the inevitability of security
failures and seeks to prioritize the evaluation of security measures.

In this sense, the open-source software ChaoSlingr represents a
significant advancement in applying chaotic principles to informa-
tion security [10]. This tool, designed for use on the AWS platform,
offers a simplified approach to designing and executing security
chaos experiments [14]. Its effectiveness has led to its adoption by
several companies seeking to leverage chaotic experiments within
their systems.

Besides, Torkura et al. proposed CloudStrike, an architecture
that applies Risk-Driven Fault Injection (RDFI) for evaluating cloud
security [20]. RDFI extends the CE paradigm to include cloud envi-
ronments and leverages attack graphs to inject security faults. The
authors tested CloudStrike on AWS and Google Cloud Platform,
calculating risk values using the Common Vulnerability Scoring
System (CVSS). Additionally, they used SCE methodology to as-
sess CSBAuditor, a cloud security framework that continuously
monitors cloud infrastructures to detect suspicious activities [19].

Bedoya et al.

Moreover, SCE’s application in improving API security is dis-
cussed in [15]. Particularly, the authors propose utilizing SCE to
evaluate the security controls configuration of APIs, thereby identi-
fying vulnerabilities early. By focusing on the OWASP top 10 critical
web application security risks and automated attack detection, they
advocate for SCE experiments to tackle these challenges.

Also, SCE experiments were conducted to assess the robustness
of System of Systems (SoS) against potential attackers in [2]. Us-
ing the Chaos Toolkit, CE and SCE experiments were performed
on a Virtual Unmanned Aerial Vehicle (VUAV), leveraging Attack
Trees to model attacker actions. Five experiments were executed,
measuring CPU and RAM usage as performance indicators.

The paper in [16] discusses the application of SCE from an eco-
nomic viewpoint. Concretely, the author emphasizes that security
Return On Investment (ROI) commonly relies on the successful pre-
vention of attacks, while they are almost inevitable. In this sense,
SCE culture helps in shifting the paradigm from avoiding the at-
tacks to minimizing their impact through continuous and rigorous
experimentation, system resilience, and better response plans.

From the SCE perspective, the proposed framework distinguishes
itself from previous solutions by its versatility, being applicable
in various contexts such as different cloud platforms (AWS, GCP,
Azure, etc.), containers (Docker, Kubernetes, among others), and
web applications. Another notable differentiating factor of our pro-
posal is its high level of automation. We provide a predefined list
of actions that can be sequentially executed when launching an
experiment, facilitating the process and reducing manual effort.

It is worth remarking that, in our previous research, we in-
troduced ChaosXploit [12], an innovative framework empowered
by SCE principles. Building upon the research conducted in [11],
ChaosXploit leverages a comprehensive knowledge database con-
sisting of attack trees to identify and expose vulnerabilities in a
certain system or software. Utilizing ChaosXploit can form an inte-
gral component of a proactive defensive security strategy, enabling
the timely detection and rectification of software misconfigurations.

2.2 NLP proposals

Regarding the automation of security activities during the software
development life cycle, the industry has focused on developing
static analysis (Static Application Security Testing, SAST) and dy-
namic analysis (Dynamic Application Security Testing, DAST) tools
to identify potential application vulnerabilities. Besides, there has
been a focus on intrusion detection tools such as Web Application
Firewalls (WAFs). By leveraging techniques in artificial intelligence
and deep learning, these tools have significantly improved their
detection rates and reduced false positives [7].

Currently, no commercial tools are available that automate iden-
tifying threats and attack strategies that can impact applications.
However, studies have explored the use of NLP techniques to auto-
mate security activities. For instance, researchers have developed
pre-trained models in the cybersecurity context to extract relevant
information from bulletins, journals, and cybersecurity websites [5].
In detail, they described an ML-based NLP model designed to per-
form cognitive analysis on cybersecurity-related documents. The
construction of a domain ontology was a key aspect of this research,
achieved through a two-step approach, that is, i) the symmetry stage
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and ii) the machine adjustment. Remarkably, the symmetry stage
involved modeling the cybersecurity domain based on the expertise
of cybersecurity professionals. A comprehensive dictionary of rele-
vant entities was created, which was subsequently categorized into
29 classes and incorporated into the NLP model. To optimize the
ontology’s performance, iterative tests were conducted. Leveraging
this ontology, a supervised learning-based NLP model was defined
and trained using datasets consisting of approximately 300,000
words. The proposed model achieved an F1 score of 0.81 for Named
Entity Recognition (NER) and 0.58 for relation extraction.

Another application of natural language processing in applica-
tion security is the identification of vulnerabilities in source code,
similar to what a SAST tool would do [17]. Specifically, the authors
proposed a system that tackles software vulnerability detection
challenges as a Natural Language Processing (NLP) problem, treat-
ing source code as textual data. The research focuses on automating
the process of software vulnerability detection using state-of-the-
art deep-learning NLP models. To demonstrate the feasibility of
the proposal, multiple deep-learning models have been developed
and compared based on their accuracy, and the highest-performing
model achieved an impressive accuracy of 95%. Additionally, the
study explores predicting the vulnerability class to which a given
source code belongs. Then, to facilitate the practical application
of the proposed system, a robust dashboard has been developed
using FastAPI and React]S, providing a user-friendly interface for
vulnerability analysis and management. The combination of ad-
vanced NLP techniques, deep learning models, and an intuitive
dashboard contributes to the advancement of automated software
vulnerability detection and supports effective decision-making in
enhancing software security.

In other cases, NLP models are used to generate test cases from
security requirements [9]. In particular, the proposal tries to ad-
dresse the challenge of automating the generation of executable
security test cases from security requirements expressed in Natu-
ral Language (NL). The authors proposed, applied, and evaluated
Misuse Case Programming (MCP), an innovative approach that fa-
cilitates the automatic generation of security test cases from misuse
case specifications (considered of great value), which capture the
behavior of malicious users. Concretely, MCP leverages NLP tech-
niques to extract relevant concepts, such as inputs and activities,
from the requirements specifications. By matching these extracted
concepts with the members of a provided test driver API, MCP
generates executable test cases. To assess the effectiveness of the
presented approach, an extensive evaluation was conducted in an
industrial case study.

These NLP-based approaches show promise in automating security-

related tasks in the field of cybersecurity. Nonetheless, no study
presently combines artificial intelligence with chaos engineering
for cybersecurity.

3 PROPOSAL

This section describes our proposal that aims to protect cloud-based
military systems using SCE and Artificial Intelligence. Figure 1
depicts the main modules of the presented framework that will be
described next.
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3.1 Functional Entities Recognizer

User stories are essential to design a system from a functional
perspective, as these allow to comprehend the diversity of users
that will interact with the system, the type of actions that the
system should support and also the type of data that the system
will process. Without even start implementing a system is possible
to estimate many components of a new project just reviewing in
detail the user stories.

From a cybersecurity perspective is also possible to analyze user
stories to identify requirements in terms of roles, permissions, pri-
vacy, among other security features. But also, from user stories
is possible to anticipate threats that may impact a system like in-
formation disclosure, identity impersonation, privilege elevation,
among others forbidding factors.

Thus, the functional entities recognizer module has as purpose
to receive a set of user stories and to identify functional entities
that are at the same time relevant for a subsequent definition of a
threat model. The identified entities may be of different types, even
though three main entities are considered: subject, action, resource.

The detection of entities may be achieved through different
ways, being one of the most accurate and automatic the use of a
Natural Language Processing (NLP) model devoted to name entity
recognition. NLP has been used previously in another cyberse-
curity contexts to identify relevant entities, suspicious accounts
and anomalous activities [13, 18]. In this particular case, a NER
entity recognition model focused on the detection of PII (Personal
Identifiable Information) is used as part of this module.

3.2 Threat Modeler

A threat model is an important input to design systems with a secu-
rity perspective, as it offers an identification of vulnerabilities and
threats that could impact each component of the system according
to the connections between components, the component location
inside a topology and the component role.

Thus, threat models for cloud-based systems are essential as they
allow to map threats specific for a cloud environment, considering
factors like the types of managed services that are part of the system,
the type of business model being consumed, e.g. SaaS, Paas$, IaaS,
the shared responsibility model, among others.

Thus, the threat modeler module has the capability of receiving
a topology of infrastructure components that integrate the cloud-
based system and generate a set of threats and countermeasures.

3.3 Attack Tree Compositor

The attack tree contains routes composed of attack procedures and
countermeasures, which illustrate the different alternatives that an
attacker has to pursue an attack goal. The attack tree aims to offer
an overview of how offensive and defensive components converge
in a time line.

Thus, the attack tree compositor module integrates the outputs
coming from the threat modeler 3.2 and from the functional entities
recognizer 3.1 to compose an attack tree that is specific for a cloud-
based military system. An example of an attack tree may be seen
in Figure 3, where the light-blue boxes represent offensive actions
done by an attacker, and the dark-blue boxes represent defensive
actions, i.e. countermeasures, deployed by the system owner.
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3.3.1 Evaluation of defensive capabilities deployed from the system.
The attack tree offers a great opportunity to validate the defensive
capabilities of a system if we pose an hypothetical scenario where
all the offensive actions (light-blue boxes) in an attack tree, like
the one shown in Figure 3, are possible and successful. It is an
assumption that may be considered exaggerated and unlikely in
regular scenarios, however military systems are an special case
where the sensitivity of the data being managed by the system
suggests that a very persistent and motivated threat actor may
overpass the probabilities.

Thus, in this scenario the security test will be focused on validat-
ing the countermeasures (dark-blue) boxes that exist in the attack
tree. The countermeasures are determined by the Threat Modeler
and are essentially security settings over existing services or imple-
mentation of new security services in the cloud environment.

3.4 SCE Experiment Runner

Validation of security through chaos engineering, i.e. security chaos
engineering, allows to discover faults in the systems that would
not be discovered by traditional ways. In this way, the steps of a
chaos engineering methodology represented by observe what to
measure, define a steady state, pose an hypothesis and an execute
experiment, may be now applied in a cybersecurity context.

So, the SCE experiment runner receives the output of the Attack
Tree Compositor (Section 3.3) and perform different security tests
supported by a chaos engineering methodology, to validate the
security of the cloud-based military system. Thus, this module is
implemented using ChaosXploit, an open source framework that
may be customized to design chaos engineering experiments and
obtain a security overview from a system.

4 USE CASE: SECURING A CLOUD-BASED
MILITARY SYSTEM

This section describes how the proposal introduced in Section 3 is

applied in an use case in the military sector.

An organization belonging to the military sector decided to
deploy some of its systems in the AWS cloud developed for DoD
customer, i.e. any agency under the Department of Defense or
any prime contractor. As part of this initiative, this organization
decided to make a cloud-native design so all the architecture can be
aligned with a cloud ecosystem. One of such systems is particularly
critical as it contains information about the supply chain of essential
resources for war-fighters. This system is accessed by different
logistic operators deployed in military facilities who register the
existence or lack of supplies. Some user stories were pose from the
previous case and are represented in Listing 1.

1. As a logistic officer, I would like to report
information about consumed, leftover and forecasted
resources.

2. As a supplier manager, I would like to get information

about delivered resources to different locations.

3. As a commanding officer, I want to be able to generate

reports to provide visibility about supply chain
performance.

Listing 1: User Stories

Considering the previous user stories, a topology of this system
can be seen in Figure 2. This topology contains 2 ways of access
represented by a web browser and a mobile application. Addition-
ally, the main components that support this system are: i) an ECS
container and a RDS database that supports a secret authentication
process, ii) an EC2 instance (web server) and a DynamoDB data-
base that handle the information provided by logistic officers, iii) a
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Figure 2: Topology for the proposed use case

Lambda function and a S3 bucket that support the generation of
daily reports. iv) a Secret Manager that stores credentials and API
keys used to connect internal requesters, such as the EC2 instance,
ECS container, lambda function and databases.

4.1 Recognizing Functional Entities

To identify attack goals, a NLP model developed by Budi at al [6]
that recognizes entities in a user story was employed, thus it is
possible to identify subjects, actions and Personally Identifiable
Information (PII) from the previously defined user stories. Listing 2
shows NER model outputs. In this way the attack tree generated
later may be enhanced by enriching the attack goals with business
components contributed by this NLP model.

1. As a logistic officer I would like to report information
about consumed, leftover and forecasted resources.

2. As a supplier manager, I would like to get information

about delivered resources to different locations.

3. As a commanding officer, I want to be able to generate
reports to provied visibility about supply chain.

Listing 2: Entities identified in User Stories

4.2 Modeling Threats

The previous topology feeds the Threat Modeler, in our case we
used IriusRisk ! to support the identification of threats for each
component of the topology. Appendix shows the threats that were
identified for each component. IriusRisk reports a large number of
threats for all components of the topology, however, threats have
been filtered out for EC2, ECS, Lambda and S3 components. As we
can see, the Lambda function seems to be the most susceptible to

Uhttps://www.iriusrisk.com/

threats, while the most common threat on EC2 and ECS instances
is related to unauthorized access to the instance or its data. Finally,
threats on S3 involve denial of service, ransomware and data ex-
filtration.

4.3 Composing an Attack Tree

Based on the previously defined set of threats reported by IriusRisk,
a summarized attack tree that represents the different branches that
an adversary can follow to achieve attack goals was generated and
is represented in Figure 3.

Branch 1 represents an attack where it assumes that a Lambda
function is deployed securely. However, an attacker can enumer-
ate the endpoints of these functions and, if they are found to be
vulnerable, the attacker can send malicious payloads to attempt a
Server-Side Request Forgery (SSRF) attack. At this point, two paths
can be taken, depending on the attack goal. The first path (left)
would allow the attacker to achieve lateral movement by detect-
ing credentials in metadata and used it to ex-filtrate reports about
supply chain. The second path (right) involves the attacker gaining
access to AWS S3 supply chain reports and encrypting them upon
establishing a connection and generating a symmetric key.

On the other hand, Branch 2 is associated with configurations
made on policies. In the event that these policies are not properly
configured, an attacker can enumerate the privileges of a user and
use them to perform various actions such as initiating unusual tasks
on an EC2 instance or stealing credentials from profiles. In either
of these cases, the attacker’s ultimate goal is to escalate privileges
to gain unauthorized access to the information reported by logistic
officers. However, in either scenario, a countermeasure can be im-
plemented by ensuring proper monitoring using GuardDuty. This
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service enables the detection of credentials used in unauthorized
services and also identifies unusual API calls.

For the proposed use case, we will focus on SCE expriment #3,
which aims to identify whether GuardDuty is able to detect that
the credentials of an EC2 instance have been used to gain access to
another service and thus launch an automatic task to remove the
assigned privileges [21].

4.4 Running SCE Experiment #3

The execution of the SCE experiment #3 is done according to a
CE methodology: i) Definition of the behavior of the system (ob-
servability), ii) Identification of the steady state, iii) Definition of a
hypothesis, iv) Execution of the experiment to validate the hypoth-
esis. Steps 1, 2 and 3 of the methodology were already addressed in
the first 4 column of Table 1. The execution of the SCE experiment
(step 4) is orchestrated and controlled by ChaosXploit through an
automated execution as is shown in Figure 4.

The execution of the experiment, i.e. the performing of the at-
tack and the observation of the system, is basically composed of 3
actions: i) instance creation with a specific role, 2) ex-filtration of
credentials from the instance, and finally 3) elevation of privileges
to execute IAM actions such as as listing users in a IAM account.
The description of each step is detailed in the following subsections.

4.4.1 Action 1: Create instance with a specific role.

The execution of this SCE experiment begins with the creation of
an instance by a user who has permissions for execution (ec2: Runln-
stances) and description (ec2:Describelnstances) of EC2 instances,
as well permission to assign a IAM role (iam:PassRole). Listing 3
shows arguments used to create the instance, where particularly
one highlighted in red (iam — instance — profile) serves to request

W =

[2023-06-07 21:21:02 INFO] Rollbacks strategy: default

[2023-06-07 21:21:02 INFO] Steady state hypothesis: AWS GuardFuty detects
the use of an instance profile credentials

[2023-06-07 21:21:02 INFO] Probe: GuarDuty-Findings

Is Steady State validated?: True @Steady State Validation

Steady State validated

[2023-06-07 21:21:02 INFO] Steady state hypothesis is met

[2023-06-07 21:21:02 INFO] Playing your experiment's method now...
[2023-06-07 21:21:02 INFO] Action: sxxx*xxxCreating instancexxxxxxx

@ Action 1: Create instance ,

[2023-06-07 21:21:17 INFO] Action: sxxxsxxxExtracting Credentialsxxxsx*x
----- Connecting to aws instance-----

----- Getting token-----
SUCCESS!

----- Storing credentials-----
[2023-06-07 21:21:20 INFO] Action:
----- Reading new credentials-----

@Action 2: Connect to instance and get credentials

*xkkkxxUsing credentialsxaxrxxx

! . .
SUCCESS! @ Action 3: Use credentials to execute IAM commands
Users
- Arn: arn:aws:iam::173127515388:user/Sebastian

CreateDate: 2023-05-25 20:03:33+00:00
PasswordlLastUsed: 2023-06-07 21:52:43+00:00

Path: /
UserID: AIDASQTZUHT6JTIVDVL3L
UserName: Sebastian

Figure 4: ChaosXploit running SCE experiment #3

a specific role for this new instance. Such role (iam : Full Access)
allows to execute any action on IAM service.

#Instance creation

aws ec2 run-instances --image-id ami-02f3f602d23f1659d \
--instance-type t2.micro\

—iam-instance-profile Name=iamfullaccess --key-name demo-ec2 \
--security-group-ids sg-03dla24ec4f2fiife

Listing 3: Instance creation

4.4.2  Action 2: Ex-filtration of credentials.

Once the machine is created, a connection is established using
the generic user ec2-user as shown at line 2 of Listing 4. Through the
instance is possible to execute any action allowed by the allocated
permissions. Now, instance credentials may be ex-filtrated, with the
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SCE What to measure
. Hypothesis . . Scenario to be tested Attack to execute
Experiment in the experiment
When AWS GuardDuty detects . . L
u uy . Events of services access using A lambda function is implemented
that lambda metadata credentials . . e ) Lateral movement to
. credentials from a lambda without sanitizing inputs it allows an .
are used to gain access to . . . another AWS services
1 L . function. Detention of the attacker to get metadata credentials
another AWS services is possible . . through a SSRF attack
: lambda function after the alarm and gain access to another AWS .
to launch a lambda function to stop | | ; over a lambda function [4].
. . is launched. services.
compromised service.
. A lambda function is impl ted
When AWS GuardDuty detects High volume of replacement  Bmbda funetion IS impemente Encrypt S3 (data
. . . . . without sanitizing inputs it allows an . .
massive replacement operations operations detected in a S3 service. . . kidnapping) through
2 . . . attacker to identify S3 bucket
over a S3 bucket, it preventively Bucket access restriction after the . . . a SSRF attack over a
R connection and kidnap supply chain .
deny the access to the bucket. anomalous activity is evidenced. . lambda function [1].
reports stored in it.
When AWS GuardDuty detects A set of policies misconfigured that
that instance profile credentials Events of services access using allows an attacker to launch a new Privilege escalation
3 are used to gain access to another credentials from a EC2 instance. EC2 instance passing an existing EC2 | through launching an
AWS services, is possible to Detention of the instance after profile. If the attacker gain access to EC2 instance using an
launch a lambda function to the alarm is launched. the new instance, he will get the existing EC2 profile [21].
revoke misconfigured policies. privileges from existing EC2 profile.
When AWS GuardDuty detects
that metadata credentials are Events of services access using A set of policies misconfigured that Privilege elevation
4 used from different ECS service, credentials from an ECS. allows an attacker to create a new task | through stealing
is possible to launch a lambda Detention of the container definition with a malicious payload to | metadata credentials
function to revoke misconfigured after the alarm is launched. retrieve ECS metadata credentials. in ECS instance [8].
policies.

Table 1: SCE experiments

intention of using them to obtain the IAM permission profile and
create an user with the same permissions. Listing 4 shows actions
performed to extract the credentials. First, a request is made to the
AWS API to retrieve the authorization token (lines 5 and 6), and

then a request is made to extract the credentials (lines 9 and 10).

This last request returns a JSON that contains the authentication
information (lines 14 to 20).
#Connection

ssh -i "demo-ec2.pem"
-1.amazonaws.com

ec2-user@ec2-44-202-60-62. compute

#Creating token for extraction

TOKEN="curl --request PUT "http://169.254.169.254/1latest/
api/token" \

--header "X-aws-ec2-metadata-token-ttl-seconds: 21600""

#Credential extraction

curl --write-out "\n" --request GET "http
://169.254.169.254/1latest/meta-data/iam/security -
credentials/iamfullaccess" \

--header "X-aws-ec2-metadata-token: $TOKEN"

#0utput example

{
"Code" "Success",
"LastUpdated" "2012-04-26T16:39:162",
"Type" "AWS -HMAC",
"AccessKeyId" "ASIAIOSFODNN7EXAMPLE",
"SecretAccessKey" XXX/ XXX/ Xxx",
"Token" "token",
"Expiration" "2017-05-17T15:09:54Z"

3

Listing 4: Exfiltration of token

4.4.3  Action 3: Elevation of privileges over IAM service. Finally, with
the exposed credentials, the attacker is able to configure a new user

in the AWS CLI (using aws configure) and with it, execute any
IAM action. Figure 5 shows the execution of the command aws iam
list_users and its respective output.

[sarapalacios@192 ~]$ aws iam list-users --output yaml

Users:

- Arn: arn:aws:jam::173127515388:user/Admin
CreateDate: '2022-03-29T17:34:59+00:00'
PasswordLastUsed: '2022-07-24T20:54:52+00:00"'
Path: /

UserId: AIDASQTZUHTGEMUTVWHLY
UserName: Admin

- Arn: arn:aws:iam::173127515388:user/Sebastian
CreateDate: '2023-05-25T20:03:33+00:00'
PasswordLastUsed: '2023-06-07T21:52:43+00:00'
Path: /

UserId: AIDASQTZUHT6JTIVDVL3L
UserName: Sebastian

- Arn: arn:aws:jam::173127515388:user/vulnerable

CreateDate: '2023-05-25T20:15:25+00:00'

Figure 5: Listing AWS users using the compromised creden-
tials

The execution of the SCE experiment #3 allows to validate (or
not) the hypothesis posted in Table 1. Particularly, such hypothe-
sis is composed of a detective and corrective control. As detective
control it indicates that after the occurrence of the attack, AWS
GuardDuty would be able to detect that the instance profile cre-
dentials are being used to gain access to another AWS services.
As corrective control it indicates that a Lambda function is able
to contain the ex-filtration. The acceptance or rejection of the hy-
pothesis depends on the validation of the detective and corrective
control, and the existence of such controls depends on the security
maturity level of the organization that owns the system. So in this



ARES 2023, August 29-September 1, 2023, Benevento, Italy

case, executing this SCE experiment #3 in organizations, we may
find system implementations that include only a detective control,
only a corrective control, a detective and corrective control, or non
control at all.

An example of a detective control implemented through Guard-
Duty is seen in Figure 6. GuardDuty is a security monitoring service
provided by AWS which is able to inform about the status of an
AWS environment through security findings. In the context of SCE
experiment #3, if GuardDuty is properly enabled and configured,
it may detect that some instance’s credentials are being used from
outside of the instance that originally owns them, which is an
anomalous behavior. The security finding generated by GuardDuty
shows resources used, origin IP, compromised access keys and
invoked actions.

UnauthorizedAccess:IAMUser/InstanceCredentialExfiltration.OutsideAWS @@ X
Finding ID: 4cc44791e95760d1e716c1bb1cc6f71f Feedback

m Credentials created exclusively for an EC2 instance using instance role iamfullaccess have been used
from external IP address 181.61.38.246. Learn More [/

Figure 6: Screenshot of the attack detection using GuardDuty

5 CONCLUSIONS AND FUTURE WORK

New strategies to detect systems flaws are required nowadays to
improve the systems security from the initial phases of the develop-
ment [22]. In this way, such strategies may help to define defense
mechanisms in an early way and also identify secure configura-
tions that those mechanism should implement. In the case of a
cloud environment, those security mechanisms are effectively im-
plemented when are available by the cloud provider but also when
the customer configures those mechanisms in the proper way.

This paper described a proposal to integrate SCE and NLP in the
software development life cycle to contribute to build more secure
systems, incorporating well-configured security mechanisms. Such
a proposal is composed of a Functional Entities Recognizer, a Threat
Modeler, an Attack Tree Compositor and a SCE Experiment Runner.
The application of this proposal to a use case of a system deployed
in the cloud and for a military-related organization showed the
feasibility of our solution.

As future works we plan to extend the current attack tree with
new and wider branches that include more nodes, and represent
more realistic scenarios with a recursive attacker. We would like to
explore also how to automate the composition of the attack from
the inputs coming from the Functional Entities Recognizer and the
Threat Modeler.
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Component Threst APPENDIX Reference
AWS EC2 Attackers can abuse functionality on the server to read or update internal resources | CWE-749
AWS EC2 Attackers gain unauthorized access to data on EC2 instances CWE-200
AWS EC2 Attackers gain unauthorized connection to the resources CWE-284
AWS EC2 Attackers perform a denial of service CWE-400
AWS EC2 Exploitation of insufficient logging and monitoring CWE-778
AWS EC2 Sensitive data is compromised through unauthorized access to data CWE-200
AWS ECS Attackers gain unauthorized access to the control of the environment CWE-284
AWS ECS Attackers gain unauthorized access to data on ECS instances CWE-200
AWS ECS Exploitation of insufficient logging and monitoring CWE-778
AWS ECS Attackers gain unauthorized network access CWE-284
AWS Lambda Attackers gain access to a Lambda function through a Cross-site scripting attack on CWE-79
the DynamoDB API
AWS Lambda | Attackers gain access to the AWS account through leaked credentials CWE-522
AWS Lambda | Authentication Bypass CWE-288
AWS Lambda | Privilege Abuse CWE-250
AWS Lambda | Privilege Escalation CWE-269
AWS Lambda | Attackers force to increase the Amazon billing through overloading the resources CWE-770
AWS Lambda Attackers. subvert th.e intended workflow of the application in order to perform CWE-840
unauthorized operations

AWS Lambda | Excessive Allocation CWE-770
AWS Lambda | Lambda function is compromised through a code injection attack CWE-94
AWS Lambda | Lambda function is exploited by a non-HTTP event through code injection CWE-9%4
AWS Lambda | Lambda functions are accessible through an unclean container CWE-404
AWS Lambda | Man in the Middle Attack CWE-300
AWS Lambda | An attacker injects, manipulates or forges malicious log entries in the log file CWE-117
AWS Lambda | Attackers exploit an unused function to enter the system CWE-477
AWS Lambda | Sensitive information is leaked from data stores CWE-200
AWS Lambda | Sensitive data is leaked through non-sanitized debugging/logging statements CWE-1295
AWS S3 Attackers perform a denial of service CWE-400
AWS S3 Data is intentionally encrypted or accidentally deleted CWE-693
AWS S3 Sensitive data is compromised through unauthorized access to data CWE-200

Table 2: Threats identified for component
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This paper proposes a new mechanism to generate the threat model based on attack-
defense trees using Large Language Models (LLMs), thus automating the initial phase of
the activities proposed in BSIDES and ARES. In addition, SCE experiments applicable
to a DevSecOps practice are defined, which allows demonstration of the great benefit of
implementing SCE on automated and modern software construction environments.
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1. Introduction

In the current landscape, cybersecurity has emerged as a
paramount concern, given the escalating frequency and mag-
nitude of modern cyberattacks. That is, the proliferation of cy-
bercrime has positioned it as a highly lucrative enterprise within
the global black market [1]. Faced with this alarming reality,
both public and private entities dedicate substantial resources
to fortify their infrastructures and products, striving to coun-
teract potential disruptive threats [2]. In this context, it is cru-
cial to guarantee the security of software development across its
entire life cycle, i.e., from the requirements to the deployment
and maintenance, avoiding critical consequences in later stages.
Probably, the most remarking example in this sense is the So-
larWinds attack in late 2020, where malicious actors inserted
a vulnerability (i.e., the Sunburst malware) into the software
updates for SolarWinds’ Orion platform, allowing them to con-
duct a widespread and highly sophisticated supply chain attack.
The impact was tremendous, affecting numerous organizations
and government agencies that used SolarWinds’ software [3].

Besides, developing systems based on user stories is con-
sidered a significant breakthrough in the software engineering
process. Typically written in natural language, these stories de-
scribe the actions that can be executed by a user in an appli-
cation. Security in the software design phase is essential to
ensure the early identification of security threats that may af-
fect the system [4]. Nevertheless, it is clear that the securi-
tization of the software development life cycle (SDLC) poses
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several challenges. Primarily, challenges arise from inherent
subjectivity and the insufficiency of automated mechanisms for
early threat identification during the SDLC. The subjective na-
ture is particularly prominent, reflecting the dependence on the
analyst’s cybersecurity expertise and understanding of the busi-
ness context. Moreover, the prevalent time constraints, often
imposed by agile practices and strict Time-To-Market (TTM),
add a layer of complexity, demanding security considerations to
harmonize seamlessly with the accelerated rhythm of develop-
ment [5]. In this context, one could say that automation in de-
tecting both code and infrastructure vulnerabilities stands as a
key challenge, highlighting the necessity for sophisticated tools
capable of comprehensively identifying and addressing poten-
tial security flaws [6]. Furthermore, the diverse landscape of
SDLC methodologies introduces a layer of confusion, requir-
ing experienced users to tailor security measures effectively.

In a Software Security Development Life Cycle (SSDLC),
an organization defines a series of security activities to be exe-
cuted in the different phases of the software process. In the de-
sign phase, the construction of deliverables is necessary, which
serves as input for architects and programmers to implement se-
curity controls during the development and deployment phases.
These deliverables apply to traditional software development
methodologies, such as the waterfall or spiral, as well as agile
methodologies. One of the most common artifacts in an SS-
DLC is threat models, which aim to identify and map threats
that may affect the different modules and components of the
software. The construction of a threat model involves a certain
degree of subjectivity, depending on the experience of the cy-
bersecurity analyst or their understanding of the business. This
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subjectivity leads to a certain degree of bias, making it pos-
sible for the analyst to ignore some threats, considering them
improbable or simply due to lack of knowledge.

Recently, a novel paradigm named Security Chaos Engineer-
ing (SCE) has arisen in secure software and system develop-
ment based on Chaos Engineering (CE) [7]. In this sense, the
application of Security Chaos Engineering SCE within the De-
vSecOps paradigm can be seen as an effective and complemen-
tary strategy for integrating security practices into software de-
velopment. In fact, if DevSecOps aims to fortify the resilience
of software systems against evolving cyber threats [8], the in-
herent complexity of modern software architectures, together
with the dynamic nature of such threats, necessitates innovative
and proactive security measures. SCE proposes a distinctive
methodology that aligns with the objectives of DevSecOps by
proactively injecting controlled and measured security experi-
ments into the software ecosystem [9]. This approach enables
organizations to detect vulnerabilities, assess the robustness of
security controls, and strengthen the overall cyber resilience of
their applications.

SCE methodology has been successfully applied to various
contexts (e.g., cloud environment [10], demonstrating its ca-
pabilities and applicability, even if automatizing its operations
still poses a severe problem. In particular, the manual craft-
ing of attack trees, a fundamental component of SCE, has re-
mained a notable impediment to achieving a fully automated
workflow. Here, the integration of attacks based on Language
Model (LLMs) into the SCE ecosystem offers a promising path
for addressing such a challenge. Leveraging the recent advance-
ments in LLM, particularly those characterized by their natu-
ral language understanding and generation capacities, it can be
possible to empower the automated creation of elaborate attack
trees.

Bearing in mind those mentioned above, this article pro-
poses an SCE-powered framework to secure software develop-
ment based on user stories as an integral component of the De-
vSecOps paradigm, as extension of the work presented in [10].
Starting from a set of user stories of a certain application, the
proposed framework applies LLM to create fine-granularity at-
tack trees, which in turn serve as input to the SCE compo-
nent. The latter is applied to the real system to test whether
the proposed security controls are effective against the identi-
fied threats. The integration of these two fields (i.e., LLM and
SCE) into the DevSecOps paradigm has the potential to effec-
tively enhance security testing by incorporating proactive ex-
perimentation and the identification of security control failures
in an early phase [11]. By combining artificial intelligence tech-
niques with chaos engineering principles, researchers can ex-
plore new avenues for improving the robustness and resilience
of software systems against cyber threats.

The remainder of this article is as follows. Section 2 reviews
the most prominent works in the field of SCE and NLP applied
to security problems. In Section 3, core concepts fundamental
to the proposed framework are presented. Then, Section 4 de-
scribes our proposal, detailing the different modules. Section 5
presents the experimental results of applying the framework to a
cloud-based military environment. Finally, Section 6 concludes

the article, presenting some interesting future research paths.

2. Related works

Some proposals have been suggested for securing SDLC
leveraging Al advancement, while others have been presented
to improve security testing thanks to the SCE methodology. To
this extent, the most prominent ones are analyzed and compared
in the following sections.

2.1. Al-powered proposals to secure SDLC

Regarding the automation of security activities during the
SDLC, the industry has focused on developing static analysis
(Static Application Security Testing, SAST) and dynamic anal-
ysis (Dynamic Application Security Testing, DAST) tools to
identify potential application vulnerabilities. Besides, there has
been a focus on intrusion detection tools such as Web Applica-
tion Firewalls (WAFs). By leveraging techniques in artificial
intelligence and deep learning, these tools have significantly
improved their detection rates and reduced false positives [12].

In this context, researchers in [13] leveraged Machine Learn-
ing (ML) techniques for the verification and monitoring phases
within the DevSecOps loop. Specifically, they introduced a
tool, namely IaC Scan Runner, designed to scrutinize various
state-of-the-art Infrastructure-as-Code (IaC) languages during
the application design phase. Additionally, they introduced a
run-time anomaly detection tool named LOMOS. The authors
proceeded to outline potential application scenarios where the
integrated workflow of these tools could yield promising re-
sults.

In recent years, an outstanding Al tool has surfaced in the
form of Large Language Models (LLMs), which undergo exten-
sive training on vast datasets gathered from the Internet. These
models exhibit the capability to provide real-time responses to
inquiries presented by human analysts, utilizing natural lan-
guage processing techniques. Such a process is often referred to
as Generative Artificial Intelligence (GenAl). LLMs have been
successfully applied to several cybersecurity problems, demon-
strating how those systems can be helpful in defending against
cyber threats [14]. In particular, some works explore the appli-
cability of LLM to the securitization of software. Nevertheless,
the research surrounding this topic is quite recent, thus the num-
ber of publications is still scarce.

To this extent, a literature review and focus groups have been
conducted in [15], focusing on GenAl for Software Engineering
teaching. The research outcomes show that it is possible to ex-
plore the adoption of GenAl in partial automation and support
decision-making in all software development activities. Unfor-
tunately, the code life cycle’s security aspect is not considered
in this research work.

Likewise, scholars in [16] systematically outlined the con-
straints, challenges, risks, and opportunities associated with
GenAl within cybersecurity and privacy ecosystems. Beyond
explaining potential malicious applications of ChatGPT from



an offensive stance, the authors emphasized the defensive as-
pect, wherein the tool serves to enhance cybersecurity proto-
cols, automate processes, detect attacks, and facilitate both se-
cure code generation and detection. The study also examined
the dimensions of social, legal, and ethical considerations aris-
ing from the deployment of ChatGPT in these contexts.

One notable instance involves enhancing the security of a
web application through source code analysis utilizing GPT, as
outlined in [17]. Precisely, the authors introduced a vulnerabil-
ity detection pipeline leveraging the GPT API, showcasing the
GPT-4 model’s capability to achieve up to 88.76% accuracy in
identifying various Common Weakness Enumerations (CWEs)
within the source code. It is crucial to highlight that the study
involved testing both the GPT-3.5 and GPT-4 models, with the
latter demonstrating superior performance, especially in reduc-
ing false positives. The authors conclude by proposing an ex-
tension of their work to encompass new vulnerability types and
a broader array of programming languages.

Similarly, authors in [18] explored strategies designers
should employ to guide ChatGPT toward recommending secure
hardware code generation. In particular, the conducted analy-
sis involved prompting ChatGPT with code scenarios aligned
with CWEs, especially focusing on the hardware design (CWE-
1194) aspect from MITRE. The study first illustrates instances
where ChatGPT generates insecure code due to the diversity of
prompts. Finally, the work proposes techniques for designers
to adopt in order to generate secure hardware code, providing
solutions for 10 notable CWEs under the hardware design view
as listed on the MITRE site.

Another application of the GPT-4 model for cybersecurity is
the generation of Governance, Risk, and Compliance (GRC)
policies to prevent ransomware attacks [19]. In this study, the
authors examine the model’s ability to adapt to a range of vul-
nerability scenarios in order to describe how a GRC perspective
can reduce risk. To compare and evaluate the effectiveness of
the policies generated by the model, they employed different
mechanisms such as game theory, cost-benefit analysis, cov-
erage ratio, and multi-objective optimization. The authors also
explore the legal and ethical component in terms of compliance.

Recently, Gadyatskaya et al. [20] proposed a method to cre-
ate Attack Trees using LLM. The main motivations expressed
by the authors are that, on one side, the manual creation of those
trees is a time-consuming and error-prone process, while, on
the other side, automatic tree generation techniques [21] require
too much information about the underlying system. After intro-
ducing the fundamentals of Attack Trees, the authors described
the methodology for synthesizing them using ChatGPT. Then,
the methodology was tested in two relevant scenarios gathered
from the literature, i.e., stealing a painting from a museum and
tampering with a power meter to reduce the electricity bill. In
both cases, the LLM tool is able to generate the correspond-
ing Attack Trees, and the limitations of the methodology are
discussed.

As illustrated in Table 1, our proposition distinguishes itself
thanks to the application of a revolutionary Al technique, e.g.,
LLMs. Specifically, we leverage LLMs to intricately construct
realistic Attack Trees, fortifying software security in the early

stages of development. What sets our approach apart is its in-
herent integration into the DevSecOps life cycle, seamlessly in-
terfacing with a full-fledged chaotic module, e.g., the Security
Chaos Engineering SCE framework. This integration ensures
a continuum of security measures across various phases of the
SDLC, ranging from the testing phase to operational deploy-
ment. This holistic incorporation of Al-driven Attack Trees
and SCE aligns with establishing a robust and adaptive security
posture throughout the software development and deployment
pipeline

2.2. SCE-powered proposals

Lately, there has been a recent shift in the chaotic method-
ology, with SCE emphasizing testing security controls to en-
hance system protection. SCE employs proactive experiments
to build confidence in the system’s ability to defend against po-
tential threats and vulnerabilities. This shift acknowledges the
inevitability of security failures and seeks to prioritize the eval-
uation of security measures.

In this sense, the open-source software ChaoSlingr represents
a significant advancement in applying chaotic principles to in-
formation security [22]. This tool, designed for use on the AWS
platform, offers a simplified approach to designing and execut-
ing security chaos experiments [11]. Its effectiveness has led to
its adoption by several companies seeking to leverage chaotic
experiments within their systems [9].

Additionally, researchers in [23] employed the chaotic
methodology to strengthen the resilience of Cyber-Physical
Systems (CPSs). Recognizing the complex demand for CPSs to
concurrently fulfill criteria such as availability, security, safety,
and reliability against varied threats sustainably, the authors
introduced a formal model for CE. This model elucidates the
control-theoretical aspects of CE within a non-linear industrial
CPS context. Afterward, the proposed model underwent empir-
ical validation through application to a real-world use-case sce-
nario centered around the Tennessee Eastman Challenge (TEC)
industrial process control model [24].

Besides, Torkura et al. proposed CloudStrike, an architec-
ture that applies Risk-Driven Fault Injection (RDFI) for eval-
uating cloud security [25]. RDFI extends the CE paradigm to
include cloud environments and leverages attack graphs to in-
ject security faults. The authors tested CloudStrike on AWS and
Google Cloud Platform, calculating risk values using the Com-
mon Vulnerability Scoring System (CVSS). Additionally, they
used SCE methodology to assess CSBAuditor, a cloud security
framework that continuously monitors cloud infrastructures to
detect suspicious activities [26].

Moreover, SCE’s application in improving API security is
discussed in [27]. Particularly, the authors propose utilizing
SCE to evaluate the security controls configuration of APIs,
thereby identifying vulnerabilities early. By focusing on the
OWASP top 10 critical web application security risks and auto-
mated attack detection, they advocate for SCE experiments to
tackle these challenges.

Also, SCE experiments were conducted to assess the ro-
bustness of System of Systems (SoS) against potential attack-



Table 1: Comparison of the Al related works highlighting the main features.

Related work Description Al-related SW appl. Security DevSecOps
technique appl. appl.

Cankar et al. [13] TaC Scanner NLP
v v

Nguyen-Duc et | GenAlimpacton SW | LLM
al. [15] engineering courses 4 X X

Gupta et al. [16] LLM application to | LLM
cybersecurity 4 X

Szabd et al. [17] Web application se- | LLM
curity 4 4 X

Nair et al. [18] Secure HW code LLM
v v X
Mclntosh et al. [19] GCR compliance LLM / X

Gadyatskaya et | Automatic  Attack | LLM
al. [20] Tree creation v X

Our proposal Automatic  Attack | LLM
Tree creation v v v

Legend: v/ Yes — X No —

ers in [28]. Using the Chaos Toolkit, CE and SCE experi-
ments were performed on a Virtual Unmanned Aerial Vehi-
cle (VUAV), leveraging Attack Trees to model attacker actions.
Five experiments were executed, measuring CPU and RAM us-
age as performance indicators.

The paper in [29] discusses the application of SCE from an
economic viewpoint. Concretely, the author emphasizes that se-
curity Return On Investment (ROI) commonly relies on the suc-
cessful prevention of attacks, while they are almost inevitable.
In this sense, SCE culture helps in shifting the paradigm from
avoiding the attacks to minimizing their impact through con-
tinuous and rigorous experimentation, system resilience, and
better response plans.

It is worth remarking that, in our previous research, we intro-
duced ChaosXploit [30], an innovative framework empowered
by SCE principles. ChaosXploit leverages a comprehensive
knowledge database consisting of attack trees to identify and
expose vulnerabilities in a certain system or software. Utiliz-
ing ChaosXploit can form an integral component of a proactive
defensive security strategy, enabling the timely detection and
rectification of software misconfigurations. Then, the work has
been further extended, proposing a framework combining the
capabilities of SCE and NLP [10]. In particular, the framework
incorporates a NLP model designed to extract pertinent infor-
mation from a collection of user stories associated with a spe-
cific application. By leveraging this extracted information, the
proposal models and distinguishes potential threats that could
impact the software, identifying early-stage attack strategies
employed by cybercriminals. Then, the SCE methodology was
implemented on the actual system to evaluate the effectiveness
of the proposed security controls against the recognized threats.

From the SCE standpoint, as reported in Table 2 our pre-
sented framework stands out from preceding solutions due to

Partially

its remarkable versatility. It demonstrates adaptability across
diverse contexts, encompassing various cloud platforms like
AWS, GCP, and Azure, as well as containers such as Docker
and Kubernetes, among others. Moreover, it extends its util-
ity to web applications. An additional distinctive feature lies
in its elevated level of automation. We introduce a preconfig-
ured series of actions that can be systematically executed upon
experiment initiation, streamlining the process and minimizing
the need for manual intervention. This impressive applicability
and automation contribute to the efficacy and broad utility of
our proposed framework.

Nonetheless, one of the main drawbacks discussed in [10]
was indeed the manual crafting of Attack Trees. As previously
mentioned, the manual creation of those trees presents several
disadvantages that decrease the scalability of the solution to
modern systems or complex software. To solve such an issue,
we leverage the outstanding capabilities of LLM, which is in-
tegrated into the DevSecOps cycle to secure software from the
early stages. Furthermore, to the best of our knowledge, it is
noteworthy that none of the contemporary proposals integrates
the advanced capabilities of Al with the distinct advantages of-
fered by SCE in the cybersecurity ecosystem. This represents a
significant gap in the existing research landscape, as the syner-
gistic fusion of Al technologies with the proven benefits of SCE
holds substantial potential to enhance the effectiveness and ef-
ficiency of cybersecurity measures.

3. Background

For the sake of the reader, it is crucial to introduce some core
concepts. That is, Section 3.1 describes LLM fundamentals,
then Section 3.2 presents the SCE basics, and finally Section 3.3
shows the main ideas of attack modeling.



Table 2: Comparison of the SCE related works highlighting the main features.

Related work | Attributes Appl. Con- | CE Tool Threat Experiment Automation
text Model Data Level

Konstantinou Resilience CPS Ad-hoc crafted
et al. [23] X X
Torkura et | Security Cloud Ad-hoc Could Attack | crafted
al. [25] Graphs
Sharieh, Fer- | Security API
wron [27] X X X X
Bailey et | Security SoS ChaosToolkit Attack Trees crafted
al. [28] X
Shortridge et | Security IT systems
al. [29] X X X X
Our proposal Security Any ChaosToolkit Attack Trees Public buckets

based 4

Legend: v Yes — X No — ~ Partially

3.1. Large Language Models (LLMs)

NLP is a critical branch of artificial intelligence focused on
analyzing and understanding human language for specific task
resolution. Combining techniques from linguistics, computer
science, and machine learning, NLP empowers computers to
process and interpret natural language in both textual and spo-
ken forms, addressing tasks like syntactic and semantic analy-
sis, named entity recognition, sentiment analysis, and language
translation.

Large Language Models (LLMs) constitute an artificial intel-
ligence model specifically crafted for extensive comprehension
and generation of human-like language. A pivotal advancement
in LLM development is the introduction of the transformer ar-
chitecture, as outlined in the seminal paper “Attention is All
You Need” by Google researchers in 2017 [31]. This architec-
tural innovation revolutionized the field of Natural Language
Processing (NLP) by enabling models to concurrently consider
the entire context of a word sequence, departing from the tra-
ditional sequential processing approach. The parallelization in-
herent in transformers significantly enhanced the efficiency and
performance of language models.

These models offer significant potential to enhance cyberse-
curity by enabling professionals to analyze vast amounts of tex-
tual data for threat detection and classification. Leveraging the
effective processing of natural language, LLMs act as multiplier
effects in cybersecurity operations, aiding teams in managing
the increasing volume of security threats and data [32].

3.2. Security Chaos Engineering (SCE)

As previously mentioned, CE facilitates examining systems
under the principle that valuable lessons can be learned from
failures. The core focus of CE principles is to assess the re-
silience of the underlying system by introducing controlled
chaos. Beyond this, the notion of SCE emerges, defined as “the
proactive experimentation to identify security control failures
and to build confidence in the system’s ability to defend against
malicious conditions in production” [11].

Within the cybersecurity ecosystem, the CE paradigm has ex-
perimented with limited involvement. However, ChaosXploit
stands out as an innovative SCE framework by enabling the ex-
ecution of chaos engineering experiments using attack trees as a
defensive security strategy to detect misconfigurations in soft-
ware [30]. Furthermore, additional research on ChaosXploit
has expanded its experiment base, incorporating artificial in-
telligence techniques such as entity recognition algorithms to
better identify potential threats within a system[10].

It has to be stated that, overall, the SCE experimentation
methodology is similar to that of CE, incorporating steady state,
observability, and hypothesis during tests. The first step in-
volves establishing a steady state, where the system is observed
in a controlled environment to understand its baseline behavior.
Subsequently, observability is maintained throughout experi-
ments, enabling continuous monitoring and analysis of the sys-
tem’s response to simulated security threats. This emphasis on
observability is crucial for systematically assessing the impact
of potential vulnerabilities introduced during experimentation.
Finally, hypothesis formulation during tests guides targeted in-
vestigations into security flaws caused by human factors, inse-
cure design, and inherent system resilience limitations [9].

Moreover, SCE serves as a proactive strategy to enhance both
software and infrastructure security. In software security, SCE
experiments could involve intentionally injecting vulnerabili-
ties, like SQL injection, into targeted modules, evaluating the
resilience of code, components, and incident response mecha-
nisms. Simultaneously, in infrastructure security, SCE experi-
ments may simulate unexpected events such as DDoS attacks,
assessing the network’s response to sudden surges in traffic. By
intentionally introducing controlled chaos, organizations gain
insights into vulnerabilities and weaknesses, enabling them to
fortify their overall security posture, whether in code, compo-
nents, or network infrastructure. This unified approach ensures
a holistic enhancement of security resilience by identifying and
addressing potential threats in both software and infrastructure
domains.



3.3. Attack Modeling

Attack Representation Modeling (ARM) can be defined as
crucial in the cybersecurity ecosystem. ARM systematically
identifies relationships between individual security alerts gen-
erated by various security components (e.g., Intrusion Detec-
tion Systems (IDSs), firewalls, etc.). Unlike simply describing
the sequential steps of an attack, ARM’s primary objective is
to determine the path of an attack and generate comprehensive
reports. That is, this approach enables cybersecurity profes-
sionals to gain insights into the nature of a threat, facilitating
effective response strategies [33]. Specifically, Cheung et al.
[34] have outlined a structured methodology for developing a
model capable of successfully recognizing cyber attack scenar-
ios. In particular, the process begins with identifying specific
attacks, further subdivided into attack subgoals until each log-
ical facet of an attack is isolated by detection systems. Subse-
quently, these attacks are attributed based on observed events,
system states, and interfaces, forming the initial phases of the
modeling process [35].

In subsequent stages, the relationship among these identified
attacks is meticulously developed. This process involves con-
sidering temporal relationships, such as the sequence in which
attacks are identified, attribute-value relationships, where at-
tacks might stem from similar sources, and prerequisite rela-
tionships, elucidating how one attack might trigger another. By
incorporating these relationships into the model, the ARM cap-
tures not only individual events but also the intricate connec-
tions between them.

In order to develop a full-fledged Attack Representation
Model (ARM), a crucial strategy involves utilizing attack mod-
eling techniques like Attack Graphs and, notably, Attack Trees.
The latter serves as a structured framework, portraying potential
attack scenarios. Expanding on this foundation, variations such
as the Attack and Protection Tree, Defense Tree, and Attack-
Defense Tree contribute to enriching the modeling process [36].

In this sense, Attack Trees offer a structured framework for
modeling threats against computer systems. These trees sys-
tematically represent potential attacks, utilizing a tree structure
where the root node denotes the primary goal, and leaf nodes
signify diverse methods of achieving that goal. Each node be-
comes a subgoal, with children representing various approaches
to attain it. Particularly, OR nodes denote alternatives, and
AND nodes signify different steps toward achieving the same
goal. By assigning values to leaf nodes and considering factors
such as specialized knowledge, time requirements, and associ-
ated risks, attack trees facilitate a systematic assessment of sys-
tem security. This structured approach aids in designing effec-
tive countermeasures and making informed decisions regarding
the cost-effectiveness of potential attacks [37]. Nonetheless,
building an attack tree is a complex task that requires advanced
knowledge of the threats that can affect a system and holistic
knowledge of the system itself. This process can be suscepti-
ble to the subjectivity and bias of the person performing it; it is
more likely that a red team professional will generate a tree with
a tendency to affect the system, while a blue team professional
will generate it with a defensive tendency.

Attack trees and Attack Graphs are commonly employed to
model and analyze attacks in computer networks. As men-
tioned previously, several alternative tree structures, including
Attack and Protection trees, Defense Trees, and Attack-Defense
trees, have been developed to explore attacks from both offen-
sive and defensive perspectives. For instance, Edge et al. [38]
introduced the Protection Tree, which identifies protection ar-
eas based on impact, probability, and cost calculations derived
from an attack tree. In contrast, Bistarelli er al. [39] extended
attack trees to create Defense Trees, measuring the return of
actions for both attackers and defenders using indexes like Re-
turn on Investment (ROI) and Return on Attack (ROA). Unlike
traditional attack trees, both Defense Trees and Attack-Defense
Trees integrate nodes for actions related to both attack and de-
fense, allowing for a comprehensive analysis of the economic
effectiveness of these actions. The Attack-Defense tree further
aims to provide an overview of how offensive and defensive
components converge over time.

4. SCE-LLM based proposal

The use of cloud-based technologies has revolutionized the
software supply chain by streamlining the development and de-
ployment processes. In particular, one could say that handing
over the physical infrastructure management to a third party
offers several widely known economic and technical obsoles-
cence advantages [40]. By knowing the components of a soft-
ware supply chain, it is possible to identify the threats that may
affect them and anticipate the implementation of vulnerabilities
by applying security controls. Considering the previous, we
propose integrating two novel concepts, i.e., SCE and LLMs, to
secure the software life cycle.

This section describes our proposal that aims to protect
cloud-based systems using SCE and Artificial Intelligence
when software factories use DevSecOps practices. Figure 1 de-
picts the main modules of the proposed framework that will be
described next. Throughout this section, we will refer to the
Security Analyst as a role that is assigned to a development
team and performs security tasks at each phase of the software
life cycle to ensure a vulnerability-free transition to production.
Some of the activities of the Security Analyst include gathering
security requirements, creating the threat model, analyzing the
results of security tools integrated into the CI/CD pipeline, sup-
porting problem remediation, verifying compliance with secu-
rity standards, e.g., OWASP Application Security Verification
Standard (ASVS) [41], among others.

Throughout the next sections, the main components of the
loop illustrated will be described.

4.1. Stage 1: Requirement elicitation

DevSecOps practices have proven to be a leverage in soft-
ware development processes. Automating build and deploy-
ment activities has improved time to market and ensured that
all stakeholders perform their roles uniquely. When a software
factory implements DevSecOps methodologies, security by de-
sign is critical. From a set of user stories and a topology of
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Figure 1: Integration of our proposal in a DevSecOps pipeline

the infrastructure components, a Security Analyst can identify
achievable, measurable, and agile security activities that guar-
antee the security of the entire software life cycle [42].

In particular, user stories are essential to design a system
from a functional perspective, as these allow us to comprehend
the diversity of users that will interact with the system, the type
of actions that the system should support, and also the type of
data that the system will process [43]. Without even starting to
implement a system, it is possible to estimate many activities of
a new project just by reviewing in detail the user stories.

On the other hand, from a general list of software compo-
nents, a Security Analyst can identify the threats and vulnera-
bilities that may affect each component, giving a general picture
of the tactics, techniques, and procedures that an adversary can
use to compromise the system. In this sense, it is easy to find
databases of known vulnerabilities on specific software compo-
nents commonly used in the development of cloud-based sys-
tems, which provide a quick overview of the patches and con-
figurations to be applied in each development sprint.

By understanding the threats and vulnerabilities that can af-
fect a system, a Security Analyst can identify the attack goals
that an adversary may achieve. An attack goal is the result
of a sequence of malicious actions that allow the adversary to
compromise the system and are essential for Attack Tree-based
threat models [44]. Attack goals are usually based on the un-
derstanding of the target system and the identification of mali-
cious actions that can cause an operation, reputation, or legal

impact, e.g., an attack goal could be the ex-filtration of infor-
mation from a database.

4.2. Stage 2: LLM-based Attack-Defense Tree Compositor

Our proposal aims to demonstrate that it is possible to au-
tomate the construction of an Attack Tree-based threat model
using artificial intelligence. The use of large language models
for the generation of Attack Trees can be a complicated task
to solve. Thus, Figure 2 shows the sequence of steps that are
necessary to generate a possible Attack Tree using the LLMs.
Multiple tests were performed using the GPT-3.5 and GPT-4
versions of LLMs released by OpenAl through their chat iden-
tifying overwhelming differences between them. Each step of
the final diagram flow depicted in Figure 2 is described next.

4.2.1. Application Security Context

In the first instance, it is necessary to contextualize the LLM
model with the concepts of application security, threat models,
and Attack Trees. This task is important because it will en-
sure that the model understands the context of future tasks to be
solved and does not generate content from other types of top-
ics. It is possible to ask questions to the LLM model related
to these topics and request a summary of the information. In
this way, concise information can be concentrated in its mem-
ory, considering this is limited. Questions such as “What is ap-
plication security?”, “What is threat modeling?”, and “How to
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Figure 2: Proposed flow diagram to generate an Attack-Defense Tree using an LLM

perform threat modeling using an Attack Tree?” may be good
approaches.

4.2.2. Prompt Context

Subsequently, the LLM model will receive a series of struc-
tured prompts and generate an expected output as an Attack
Tree in DOT format. The defined structure of the prompt cho-
sen for this proposal is the next one:

o System Context: It contains a phrase that indicates to the
LLM that the context of the system will be provided in
a specific form, e.g., “You will receive a list of system
functionalities as user stories”.

e Component List: it contains a phrase that indicates to the
LLM that a list of infrastructure components will be pro-
vided, e.g., “You will receive a list with the technologies
that will be used to deploy the system”.

e Attack Goals: it refers to a phrase that indicates to the
LLM that a set of attack goals will be provided, e.g. “You
will receive a list with attack goals, position them at the
bottom of the tree”.

o Tree root: it refers to a phrase that indicates the main node
to the LLM, e.g. “A system reality - Top of the tree”.

The reason for the 4-parameter prompt is the result of a series
of tests where it was found that adding more parameters caused
LLMs to generate meaningless code. It should be noted that the
order of the parameters does not affect the result.

4.2.3. Inserting the Prompt

This is the most important phase of the process since all the
knowledge of the system under development must be summa-
rized. Results at this step may differ between different versions
of LLMs, e.g., GPT-3.5 has more limited memory, and its infer-
ence capacity is lower than GPT-4, so many user stories or tech-
nology components make GPT-3.5 generate meaningless code.
An example of prompt insertion is included in Section 5 and is
specifically contained in Table 4.

4.2.4. Attack Context

During this research, it has been discovered that it is possible
to generate generalized or specific Attack Trees. In both cases,
Graphviz was used to render the Attack Tree code generated by
the LLM.

To create a generalized Attack Tree, asking the LLM model
to infer attacks based on the system context, topological com-
ponents, and attack goals may be enough. A generalized Attack
Tree provides a broader view of the attacks that the system may
suffer and requires the Security Analyst to identify whether the
inferred attacks are actually exploitable on the system. One
way to ask the LLM to generate a generalized Attack Tree is
with a prompt like “Infer the attacks that could be used for an
adversary to reach the attack goals based on system context and
infrastructure components”.

On the other hand, a specific Attack Tree provides a clearer
view of the sequence of attacks the adversary must follow to
reach the attack goals. This type of Attack Tree is appro-
priate when the Security Analyst requires specific attack pro-
cedures. Generating this kind of Attack Tree requires pro-
viding the LLM with websites that contain the attacks, e.g.,
https://cloud.hacktricks.xyz/. To generate a specific



Attack Tree, a better result will be obtained by asking it to gen-
erate the branches independently for each component and then
concatenate them. Subsequently, it will be necessary to ver-
ify that the attacks generated by the LLM actually lead to the
attack goals otherwise those branches should be refined. One
way to ask the LLM to generate a specific Attack Tree is with
a prompt like “You will receive a series of prompts with the
URLSs to websites when you can consult the attacks for each
component”.

As part of the tests performed in this research, overwhelming
differences have been identified between the Attack Trees gen-
erated by the GPT-4 and GPT-3.5 models. The main difference
is that GPT-3.5 can not create specific Attack Trees because it
does not have the ability to query the internet. On the other
hand, with respect to generalized Attack Trees, GPT-3.5 tends
to repeat attacks, which have a poor relationship to system con-
text or user stories.

4.2.5. Security Controls Context

Once the generated Attack Tree is clear for the Security Ana-
lyst, he may proceed to ask the LLM model to identify security
controls for each branch as shown in Figure 1. It is also pos-
sible to request a control for each attack, but it tends to repeat
controls.

It is also possible to enrich the prompt with specific websites
containing information on how to secure specific components.
The advantage of doing this is that the model will be able to
propose specific open-source or third-party security services as
controls to contain an attack.

Subsequently, if controls are adequate based on the Security
Analyst’s experience, the LLM model is asked to concatenate
the security controls as new Attack Tree’s nodes and redraw it.

4.2.6. Risk Context

A way of using an LLM to enrich an Attack Tree is to ask
the LLM to analyze the cybersecurity risk for each of the At-
tack Tree’s branches. For this research, the LLM model was
asked to infer the cybersecurity risk of each branch based on
the historical knowledge of security breaches. In this regard,
there is an important difference in results between GPT-3.5 and
GPT-4, because the latter has been trained with a larger and
more up-to-date dataset and also has the ability to query the in-
ternet. For such previous reasons, results obtained from GPT-4
are highly dependent on historical security breaches in compar-
ison to GPT-3.5.

4.2.7. Cosmetic Context

Once the Security Analyst is comfortable with the generated
Attack Tree, it is possible to ask the LLM to include cosmetic
changes, for example, text font, color, size, and node colors,
among others. It is also possible to ask the LLM to redefine the
tree’s structure, as it may be necessary if the generated Attack
Tree has repeated connections between nodes or if the location
of the parent nodes or attack goals does not meet the require-
ment of the Security Analyst.

4.2.8. Expected Output

The advantage of providing the LLM structured and individ-
ual prompts with single tasks, instead of a prompt that contains
multiple tasks at once, is that the LLM has a better performance
solving small tasks rather than solving a large number of tasks.
This is explained by the inference capability, which is limited
by the number of tokens the model can process. Another ad-
vantage of providing multiple individual prompts is related to
the model’s recall capability, which is relevant as it allows the
model to infer attacks and controls more closely related to the
context of the system or infrastructure components.

If the result of the Attack Tree is not as expected, e.g., it con-
tains meaningless attacks, faked controls, nodes without con-
nections, or even if the relationship between attacks and goals
is null, it is possible to deliver the code back to the LLM in
DOT format and request specific changes as required.

An example of an Attack Tree generated using the flow pro-
posed in this section may be seen in Figure 4, where light-blue
boxes represent offensive actions done by an attacker, and dark-
blue boxes represent defensive actions, i.e., security controls.

4.3. Stage 3: SCE Experiments Runner

Many companies that adopt early DevSecOps practices have
an over-reliance and over-dependence on static and dynamic se-
curity tools. However, such tools may not be infallible. When
more mature practices exist, ethical hacking activities, in ad-
dition to regular DevSecOps practices, are generally included,
with a remarked focus on business logic. This is because setting
up security tools to test business logic can be a complicated and
ambiguous task [45].

In addition to the security tools that can be integrated into
a DevSecOps practice, we propose the integration of SCE as
a way to challenge the security of systems in the current pa-
per. As mentioned in Section 3, SCE is based on a well-defined
methodology that includes: i) observing what to measure, ii)
defining a stable state, iii) proposing a hypothesis, iv) conduct-
ing an experiment, and v) analyzing the results. The hypothesis
definition is one of the most important steps in the methodol-
ogy as it validates security assumptions, which are not tested
by traditional testing methods as are assumed as truth.

For example, one hypothesis in a DevSecOps context that
could be tested using the SCE methodology is “there is a detec-
tive and corrective mechanism that will be activated when a de-
veloper self-promotes source code in a software factory”. Such
a hypothesis is not generally tested by traditional security tools,
as those tools test predefined rules of signatures associated with
known vulnerabilities in the running application, the source
code, or the supporting components. For this purpose, ChaosX-
ploit is used in the current proposal [30], an open-source frame-
work that allows designing chaos engineering experiments and
can be integrated into a DevSecOps practice. The logic behind
the SCE experiment’s execution can be represented in the pseu-
docode at Algorithm 1.

At this point, one could ask in which ways the DevSecOps
paradigm can benefit SCE. In our vision, SCE allows us to
define hypotheses and experiments applicable to the different



Algorithm 1 Pseudocode of the execution of a SCE experiment
i

1: Load experiment ¢;
2: Load steady state ss;
3: Load hypothesis A;
4: Load attack procedure ap; = [so, ... Sy]
5: Load attack goal ag;
6: Load rollback procedure rp;
7. Validate e;, ss;, h;, ap;, ag; and rp;
8: if Validation fails then
9: experiment e; is interrupted
10: else
11: continue execution of experiment ¢;
12: end if
13: Evaluate Steady State s;
14: if steady state fails then
15: Experiment ¢; is interrupted
16: else
17: Continue execution of experiment e;
18: end if
19: for each step s; in attack procedure ap; do
20: Execute s;
21: if 5; gets a runtime exception then
22: Experiment ¢; is interrupted
23: Implement rollback procedure rp;
24: else
25: Continue execution of experiment e;
26: end if
27: end for
28: Summarize outcomes of attack procedure ap;
29: if attack goal ag; was achieved then
30: hypothesis h; refuted
31: else
32: hypothesis ; validated
33: end if
34: Implement rollback procedures rp;
35: Conclude experiment e;
36: End of experiment e;
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stages of a DevSecOps practice, i.e., designing, coding, testing,
deployment, operation, and monitoring. On the other hand, it is
also possible to use pipelines to launch experiments in an auto-
mated way because one of the fundamental components of SCE
is precisely automation.

Once the Attack Tree has been built in Section 4.2, the Se-
curity Analyst can use it as input to define SCE experiments
that may be applied over the application or infrastructure (Sec-
tion 4.3). Each branch of the Attack Tree is converted into an
SCE experiment by defining a testing scenario where the defen-
sive (security controls) and offensive (attack techniques) nodes
converge. As will be seen in Section 5.3, the “hypothesis” of
an SCE experiment is determined from the validation of the ef-
fectiveness of the defensive nodes. Additionally, the “attack to
execute” in an SCE experiment is derived from the attack goal
and the attack techniques contained in the tree, and the “what to
measure” in an SCE experiment is defined from the traces left
by every offensive node.

4.4. Toward an enhanced DevSecOps practice

Our proposal benefits the Design stage of the software sup-
ply chain because it allows the automation of the creation of a
threat model based on attack-defense trees, taking into account
that building a threat model is an arduous and complex task
that requires a high level of technical expertise in cybersecu-
rity. Additionally, our proposal benefits the Code stage because
it is possible to propose SCE experiments on the source code
to identify vulnerabilities that are not detectable with SAST
tools. Finally, our proposal aids the Test and Deploy stages
because SCE experiments applicable to running applications or
their components can be proposed.

Thus, LLM and SCE can be used to execute unusual secu-
rity tests in a DevSecOps practice, as we will see in Section 5,
where we demonstrate the exploitation of weakness in some
DevSecOps security stages, which are focused on the detection
of vulnerabilities. Some of these exploitations are due to an
over-reliance on SAST and DAST tools. Finally, these unusual
security tests may be automated and integrated as stages of a
CI/CD pipeline, allowing an organization can achieve deploy-
ment time objectives in a secure way.

5. Use case: Improving AWS DevSecOps using LLMs and
SCE

This section describes how the proposal presented in Sec-
tion 4 is applied in a concrete scenario of a software supply
chain. In this scenario, a retail company, motivated by a dig-
ital transformation strategy, has decided to implement one of
its critical mission systems with AWS cloud services. Among
the foreseen benefits of this implementation is the possibility of
adopting a cloud-native design supported by an AWS DevSec-
Ops environment. The system chosen to be deployed is the
Supply Chain Management (SCM), which has to deal with a
high turnover in the company’s set of vendors, customers, and
partners, as well as frequently updated commercial and sales
processes, resulting in the need for rapid software development



cycles, i.e. a CI/CD-based software life cycle. Security has to
be guaranteed in this pipeline, independent of time constraints
imposed by agile development frameworks, as operational and
private/personal data security is one of the business objectives.

Thus, this section explains how may be applied the different
stages of our proposal (requirement elicitation, LLM-based At-
tack Tree compositor, and SCE experiment runner) in the use
case described previously.

5.1. Requirements Elicitation and DevSecOps environment

As a result of the software life cycle analysis phase, three
critical user stories have been selected to be deployed in a quar-
ter following an agile development framework. These user sto-
ries are represented in Listing 1.

1. As a logistic officer, I would like to report
information about consumed,
forecasted resources to manufacture the final

products.

2. As a supplier manager, I would like to obtain
information on products delivered to end
customers.

3. As an operations executive, I want to be able
to generate reports to determine supply chain

performance.

leftover and

Listing 1: User Stories

From the description of the use case and from previous user
stories, a topology of components that support the implemen-
tation of the SCM system emerges (Figure 3). This topology
describes the system integration and deployment components.
The main components necessary to implement the SCM sys-
tem using AWS DevSecOps environment are: i) an EC2 in-
stance that uses an RDS service to manage transactional SCM
operations, and ii) a Lambda Function and an S3 Bucket re-
sponsible for generating and storing SCM reports, iii) an AWS
CodeCommit service to version the source code, iv) an AWS
CodeBuild service to create the system artifacts, and v) an AWS
CodeDeploy service to launch the system. In addition, there are
supporting components such as AWS CodePipeline that han-
dles CI/CD automation processes, AWS CodeGuru that ana-
lyzes source code, AWS IAM that manages authentication and
authorization, and AWS CloudWatch that monitors the entire
AWS environment.

5.2. Composing an Attack Tree using a LLM

The process for generating an Attack-Defense Tree was done
following the steps presented in Section 4.2, and the specific
inputs toward the LLM, i.e. ChatGPT-4, are contained in Ta-
ble 3. The creation of this Attack Tree allows the Security
Analyst an agile way to identify the techniques and proce-
dures that an adversary may employ to reach an attack goal
over the SCM system. Figure 4 shows the Attack-Defense
Tree generated based on user stories and topology of AWS
components presented at Section 5.1. Full execution of steps
to replicate an Attack-Defense Tree as the one shown in Fig-
ure 4 can be found at: https://chat.openai.com/share/
e2ad2678-cc6b-48fd-945d-cd8600df5b5b
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Once the tree has been generated, based on the risk criteria
determined by ChatGPT-4, the Security Analyst proceeds to an-
alyze the branches. The Attack-Defense Tree analysis may be
done from the most to the least risky branch, starting from Risk
1 and ending at Risk 5.

According to ChatGPT-4, the branch with the highest risk
(Risk 1) in the tree is branch #2. Branch #2 describes the se-
quence of attacks that an adversary should follow when identi-
fying a set of S3 misconfigured policies. The attack sequence
of this branch leads to both attack goals, which makes sense
due to an adversary with full control of the S3 buckets can not
only exfiltrate information but also encrypt it.

Then ChatGPT-4 assigned high risk (Risk 2) to the #1 branch
in the tree, the EC2 instance. Again, a misconfigured set of
IAM policies can allow an adversary gaining access to the in-
stance to steal credentials from the machine, thereby escalating
privileges over the AWS environment. In particular, this would
allow them to easily reach the attack goals by interacting with
the other infrastructure components.

Then ChatGPT-4 assigned medium risk (Risk 3) to the #3
branch in the tree, the Lambda Function. In this case, the ex-
ploitation of vulnerabilities in the code can enable privilege es-
calation in the entire AWS environment compromising not only
the lambda function but the entire infrastructure. However, ex-
ploitation will depend on poor coding security practices.

Then ChatGPT-4 assigned low risk (Risk 4) to the #5 branch
in the tree, the AWS CodePipeline. The compromise of this
component may enable unauthorized modification of the source
code, which can be used to achieve attack goals. However, it
requires a series of bad role and permissions management prac-
tices.

Finally, ChatGPT-4 assigned the lowest risk (Risk 5) to the
#4 branch in the tree, the AWS CodeBuild. In this case, Build
scripts can be manipulated by adversaries to include unautho-
rized execution of commands, which can enable compromise of
the entire AWS environment. Exploiting this branch is complex
because, in a secured pipeline, building a new artifact requires
the authorization of a peer or lead developer.

5.3. Building Security Chaos Engineering Experiments

Having as input the Attack-Defense Tree implemented in
the previous section and considering the SCE guidelines de-
scribed in Section 4.3, the Security Analyst can propose imple-
mentable, automatic, and measurable SCE experiments. Thus,
the Security Analyst may propose different SCE experiments
for this use case, described in Table 4.

SCE experiment #1 is built from branch #2 and is focused
on testing the capability of AWS GuardDuty to detect suspi-
cious operations over an S3 bucket (i.e., hypothesis) in situ-
ations where misconfigured policies allow an attacker to edit
S3 buckets in an unauthorized way (i.e., scenario to be tested).
The suspicious operations may be massive replacements that
could probably indicate that the repository storing SCM data
is being encrypted by an attacker [46]. Our assumption is that
there should not be misconfigured policies, and if some appear,
GuardDuty should detect and prevent it. Eventually, that con-



Step \ Input to the LLM

What is application Security?

Application Security Context What is threat modeling?

What is threat modeling using Attack Trees?

It was explained to the model that a series of prompts
Prompt Context structures would be shared with it and that it was
expected to generate an Attack Tree in DOT format

SYSTEM CONTEXT:
”As a logistic officer, I would like to report information
about consumed, leftover and forecasted resources to manufacture the final products”,
”As a supplier manager, I would like to obtain information on products delivered to end customers”,

Inserting the prompt . . . R . \
& the promp As an operations executive, I want to be able to generate reports to determine supply chain performance

COMPONENT LIST: "AWS EC2”, ”"AWS S3”, ”AWS Lambda”, ”AWS CodeBuild”, ”AWS CodePipeline”

ATTACK GOALS: "Ex-filtrate supply chain information”, "Encrypt supply chain information”

TREE ROOT: ”Cloud-based supply chain system”

You will receive a series of prompts with the URLSs to website
when you can consult the attacks for each components

Start with EC2 instance:
https://cloud.hacktricks.xyz/pentesting-cloud/aws-security/aws-privilege-escalation/aws-ecs-privesc

Attack context .
generate a path with the sequence of attacks to reach the attack goals

(Specific Attack Tree)

Concat the attacks vertically demostrating the
sequence of attacks to reach the attack goals

Nice, now generate the S3 branch of the tree:
https://cloud.hacktricks.xyz/pentesting-cloud/aws-security/aws-privilege-escalation/aws-s3-privesc/
generate a path with the sequence of attacks to reach the attack goals.

Nice, now generate the LAMBDA branch of the tree visit the website:
https://cloud.hacktricks.xyz/pentesting-cloud/aws-security/aws-privilege-escalation/aws-lambda-privesc/
generate a path with the sequence of attacks to reach the attack goals.

You can continue with the branch associated to a Lambda Function:
https://cloud.hacktricks.xyz/pentesting-cloud/aws-security/aws-privilege-escalation/aws-lambda-privesc
generate a path to reach the attack goals and concatenate the branch to the Attack Tree

Nice, now generate the AWS CodeBuild branch of the tree visit the website:
https://cloud.hacktricks.xyz/pentesting-cloud/aws-security/aws-privilege-escalation/aws-codebuild-privesc/
generate a path with the sequence of attacks to reach the attack goals, its not necessary to regenerate
the entire Attack Tree, generate just the DOT code for AWS CodeBuild I will concat them manually

Nice, now generate the AWS CodePipeline branch of the tree visit the website:
https://cloud.hacktricks.xyz/pentesting-cloud/aws-security/aws-privilege-escalation/aws-codepipeline-privesc/
generate a path with the sequence of attacks to reach the attack goals, its not necessary to regenerate
the entire Attack Tree, generate just the DOT code for CodePipeline I will concat them manually

I will share you the entire Attack Tree in DOT format please infer security controls

Security Controls Context for each branch. Remember that exist GuardDuty that is a native security tool in AWS

Nice, Categorize the risk of each branch of the Attack Tree based on your historically expertise. Add a number for

Risk . .
sk context each branch being 1 for the most probable, 2 for the second and so on. Its not necessary to redraw the entire Attack Tree

Nice, now you will receive an Attack Tree in dot format, apply cosmetic changes: Use Arial as font,

Cosmetic details use white letters for all nodes, use #ACCFF2 for attacks nodes, use #0683FF for security control nodes

Table 3: Followed steps to compose an Attack Tree using a LLM
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Figure 3: Topology for the proposed use case

dition will be tested with the specific SSRF attack to be run by
ChaosXploit (i.e., attack to execute).

SCE experiment #2 is built from branch #1, which aims to
identify whether AWS GuardDuty is able to detect privilege es-
calation (i.e., hypothesis) when misconfigured policies allow an
attacker to use credentials stolen to gain access to another AWS
services (i.e., scenario to be tested). The use of an EC2 existing
profile to perform operations outside its scope could indicate an
attack [47]. Once again, our assumption is that there should not
be misconfigured policies, and in case there are some, Guard-
Duty should detect and prevent it. Eventually, that condition
will be tested by launching an EC2 instance using an existing
EC2 profile (i.e., attack to execute).

SCE experiment #3 is built from branch #3 and is focused on
identifying whether AWS GuardDuty is able to detect lateral
movement using lambda function credentials (i.e., hypothesis)
when an attacker gains access to the lambda function and steals
its credentials (i.e., scenario to be tested). The use of lambda
credentials to perform operations outside their scope could indi-
cate an attack [48]. Our assumption is that the lambda function
policies are well configured; if not, GuarDuty should detect and
prevent it. Eventually, that condition will be tested by gaining
access to another AWS service using the stolen lambda creden-
tials through an SSRF attack (i.e., attack to execute).

SCE experiment #4 is built from branch #5, which aims to
determine if AWS GuardDuty is able to detect that AWS Code-
Build was used to escalate privileges (i.e., hypothesis) in sit-
uations where misconfigured IAM role assigned to CodeBuild
allows an attacker to interact with another AWS services (i.e.,
scenario to be tested). The use of the credentials of the Code-
Build container outside its scope may indicate an attack [49].
Our assumption is that if the IAM role for CodeBuild is mis-
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configured, it will be detected and prevented by GuardDuty.
Eventually, that condition will be tested by gaining access to
the container and stealing its credentials using malicious build
scripts to perform elevated IAM operations (i.e., attack to exe-
cute).

SCE #5 is built from branch #4 and is focused on identifying
whether AWS CodeGuru-Security is able to detect a SQL in-
jection in the source code (i.e., hypothesis) when an unaware
developer copies generic code to perform SQL queries (i.e.,
scenario to be tested). A SQL injection can be used to exfil-
trate a database [50]. Our assumption is that according to the
documentation, AWS CodeGuru-Security has the ability to de-
tect SQL injections. Eventually, that condition will be tested
by intentionally injecting a SQL injection through ChaosXploit
(i.e., attack to execute).

5.4. Running SCE Experiments #4: Validating AWS CodeBuild
component

Once the security analyst has defined the SCE experiments
applicable to the CSM system, he can implement them using
ChaosXploit. Two of the SCE experiments described in Table 4
were implemented to demonstrate the capabilities of our pro-
posal: SCE experiment #4 and #5.

This section describes the SCE experiment #4, designed to
verify the possibility of detecting the extraction of credentials
associated with an AWS CodeBuild container used in the build
stage of a CI pipeline. To perform this task, it is necessary to
create a specific role in IAM with the “PassRole” permission
and privileges over AWS CodeBuild [49].

The execution of the attack behind SCE experiment #4 in-
volves four key actions: i) establishing a secure tunnel to the
attacker’s machine, ii) creating a repository to store the reverse
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Figure 4: Specific Attack-Defense Tree generated using GPT-4. Light-blue boxes represent attack techniques. Dark-blue boxes represent security controls. Black

boxes at the bottom represent attack goals.

shell command, iii) initiating a CodePipeline project, and iv)
attempting to extract credentials. Each action is described in
detail next.

5.4.1. Action 1: Establishing a secure tunnel to the attacker’s
machine

The first step of the SCE experiment is to establish a means

of connection between the attacker’s machine and the tar-

get. In this case, a secure tunnel enables communication be-

tween the attacker and the victim machine. Thus, Ngrok [51]
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was used to establish a TCP tunnel able to receive, through
the public internet, the connection from the victim machine.
Ngrok provides a temporary public URL, e.g., tcp://6.tcp.us-
cal-1.ngrok.io/11576, which is utilized for the reverse shell ex-
ecution (Upper terminal of Figure 5). In addition, the attacker
machine must set a listening port, e.g., using Netcat, so it can
receive the forwarded connection coming from Ngrok (Lower
terminal of Figure 5).
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Experiment in the experiment
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Table 4: SCE experiments proposed

(Plan:

Free)

Figure 5: Creation of a tunnel with Ngrok and listening on a local port with
netcat

5.4.2. Action 2: Create a repository that stores reverse shell
command

AWS CodeBuild is a fully managed build service provided
by Amazon Web Services (AWS). Such a service is designed
to compile source code, run tests, and produce deployable arti-
facts. In this context, buildspec.yaml file defines the behavior
of AWS CodeBuild through a set of commands and settings
executed in a container, instructing how to build and package
source code in a CI/CD pipeline. The buildspec.yaml file is
stored in a repository that is associated with the CodePipeline.
In this SCE experiment, the buildspec.yaml file is modified ma-
liciously to inject a reverse shell at line 13, as shown in List-
ing 2.
| phases:

install :v .

4 nodejs: 10
5 commands :

14
15
16

18

— echo ”installing something”
pre_build:
commands :
— echo "we are in the pre build phase”
build:
commands :
— echo “we are in the build block”
— bash —c 'bash —i >& /dev/tcp/6.tcp.us—cal —1.ngrok.io/11576 0>&1° #
REVERSE SHELL COMMAND
— echo "we will run some tests”
— grep —Fq “Cross—Site Scripting (XSS)” index.html
post_build :
commands :
— echo "we are in the post build phase”

19 artifacts:
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files:

fn
name: DevOps—Code—Build

Listing 2: buildspec.yaml

5.4.3. Action 3: Create a CI pipeline

The repository containing the pivotal buildspec.yaml file has
to be integrated into the CI/CD pipeline so the attack can be or-
chestrated. Once all pipeline stages are connected, the launch-
ing of the pipeline will lead to the execution of the stored re-
verse shell command inside the build stage. Figure 6 shows a
successful reverse shell, where an attacker is connecting to an
AWS CodeBuild container and listing the stored files.

5.4.4. Action 4: Credential extraction

The final phase involves extracting credentials from the
container used by AWS CodeBuild. To extract the creden-
tials, the AWS_CONTAINER_CREDENTIALS RELATIVE_URI envi-
ronment variable is utilized as it contains a URL path toward
the credentials (Figure 7).

5.4.5. Automatization of SCE experiment #4 with ChaosXploit

Previous actions were automatized with ChaosXploit, so the
hypothesis defined for this experiment can be confirmed or re-
futed every time the experiment is executed to validate the right



estefania@windows: ~
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)=~
nlvp 12345
listening on [any] 12345 ...

Q

estefania@windows: ~

connect to [127.0.0.1] from (UNKNOWN) [127.0.0.1] 33462

bash: no job control in this shell
bash-4.2# 1s
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LICENSE
README . md
appspec.yml
buildspec.yml
evil-server.js
index.html
package.json
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screenshots
scripts
Server.js
bash-4,2#

Figure 6: Reverse shell toward the AWS CodeBuild container

bash-4.2#

curl http://169.254.170.2$AWS_CONTAINER_CREDENTIALS_RELATIVE_URI

curl http://169.254.170.2$AWS_CONTAINER_CREDENTIALS_RELATIVE_URI

Time Time Current

Spent

Time
Total

% Total % Received % Xferd Average Speed
Dload Upload Left Speed

18@ 1515 10@ 1515 0 @ 2546k t--1-- 1479k

{"RoleArn": "AQICAHhhaZoriKAloaHatd@NCqGv5mJo4w9 fWtb+6ZHFOB4GOWGNZRwyb j+odWCAe /WHh+QuUAAABADCB/QYJK
0ZIhvcNAQCcGOoIHVMIHSAZEAMIHMBgkghkiGOw@BBWEWHEYJYIZIAWUDBAEUMBEEDHhVUT1/2046d052QwIBEICBUAAGBC8Y2t
I6yhLluw@1POdIzZZ1YvTjqC8xWcMjsMAWPOMcB1Aye@9bLHEND7 ps74noF6FtnkUsFrisXR42t6Xy1LN43GVSEapZN/dB5X]
kGAIMd+2Ne3uDcrpGgpcfmD1LK3580qc9Sa7hwNuy3dsdk6gbV51nARINSe1i3+QLVEVP@V4BeoD62bZrin0,/Ubn+sal6QYB8
XgXPtsvFAQ+0IyDq4yOp8Ug+16zz709e2w/7Y1aLA5@=", "AccessKeyId" : "ASIASQTZUHT6P4QCTGYP" , "SecretAccessK
ey":"1zVYpc2Bjgfo8VYEOBYOGh js46gnIrpBIt++1HIi", "Token" : "IQoJb3IpZ21uX2ViEMT///////// /wEaCXVzZLWVhc
30tMiIGMEQCIEiy4ZhZ941dt5qyNHZ9CTCEiIHOR+A1Y1GPlgLcn5UL2A1BZT2G90MiKbOgcg9yaULkFvecghJtUWzigouTwbux
GWziq@AwWg9EAIaDDE3MzZEYNZUXNTM4OCIMtO@9qYUNCH,/OtC+TKPEDT/nzGToi5nHiQShPYAGMUWXdSKPKDV 1 rwOgn InWU+yv
6i2mQYiGzqrGMBMAGALGLSUleVlfklhjyChHFdhmlzxjKykbpFVdSYLW4DTiBfe60d+4W9dsd4deKz1xeBFPH7NUPHNJ+NON8
Z+VjVMKXmVm5ZY2Dn0sX3Wh7kOF jI1mnS5+QCpX5XN170SDZGXt1qsC21Dq/n714pkv6I2WLBZn76v83vELKVa3+f9DBLUPN/
srkyIgHISS3134pG7LLE7qNgpNQM7qiPZt fRzv3yh2CS1yKNKZC9Tyce3U98NGxchZ8HDAC8Vk/Nksfp/h7LmKmfFU6RCfcaj
FaNwA3gvYMDF/r5Mutv@BpBm9aite9wRAIgm3xoip2IQH1B6YxXySAF2W8ZxmgTozmykCYIhRWOh1s3tIzgHajISjI5BucAxKk
hD/XJbDwn12qWEHULXFbioT8YmDRQNaST7VrIFbccpiYuFBGwGOrUcWwBM8obdus61Sj9uEFayQmSL+EvZPEMI4XTDWuG1GK1
M6DdBk8wW7t jkqwY6LAGN98qp@ANLaa7c7hprAgWj6dS8bnRPVQOYSNKLRr /MvyNAa7GTdeDhmmh4rX4sVBscwvIAMM700jzZ7K
125rIzsEzV/RRwRis4&hwno5CdhfGpwGscH/8IWZLDMCURZ tn88w2ndHcEo+NNLT8@kHeohzMoW8mdbw3efx5U6w+Nt/ypvs3N

B ==l-=l== —=l-=il-= ==

SUTktpmDj7q4mm/Bn+5fa5" ,"Expiration”:"2023-12-13T05:00:46Z" }bash-4.2#

Figure 7: Extracted credentials

configuration of IAM roles and the detection capabilities of
GuarDuty.

The automatization of SCE experiment #4 with ChaosXploit
is done through different steps in the same order as the previous
actions. Figure 8 shows the two initial steps, where the first one
validates the stable state, i.e., ChaosXploit queries GuardDuty
about the existence of critical or high-severity alerts. Once the
stable state has been validated, the second step changes to the
buildspec.yaml file to inject the vulnerable code. Upon the ex-
ecution of these initial steps, the DevSecOps pipeline initiates.

Figure 9 shows step 3, where ChaosXploit listens on port
12345 for a connection. Once the victim is connected, ChaosX-
ploit attempts at step 4 to extract the credentials. Finally, upon
obtaining the credentials, ChaosXploit uses them in step 5 to es-
tablish a connection with the CodeBuild container and perform
unauthorized administrative actions.

Thus, this SCE experiment #4 may be used by the Security
Analyst to validate if GuardDuty identifies this kind of eleva-
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tion privilege alert. In this case, the experiment results indicate
a refutation of the hypothesis posed for this experiment in Ta-
ble 4, i.e., GuardDuty would detect the use of AWS CodeBuild
to gain elevated access. While the access was maintained, no
GuardDuty alerts were triggered.

5.5. Running SCE Experiments #4: Validating software source
code

This section describes the SCE experiment defined in row 5
of Table 4, which aims to validate whether static code analysis
tools integrated into a continuous integration pipeline (CI) can
identify vulnerabilities in the code implemented by developers.

The execution of this attack is composed of 4 actions: i) Cre-
ating a CI pipeline, ii) Integrating AWS CodeGuru Security, iii)
Implanting a vulnerability iv) Analyzing CodeGuru Security re-
sults. The description of each action is detailed next.
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[2023-12-14 20:44:39 INFO] Probe: Dopes GuardDuty detects the misuse of Credentials?

Steady state validation
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Figure 8: Automatization of SCE Experiment #4 with ChaosXploit: Steps 1 and 2

[2823-12-14 20:54:53 INFO] Action: #####+xExtracting Credentials#xsxsx

[#] Listening on ©.08.0.08:12345

[#] Connection from: ('127.0.8.1', 51850
EXTRACTING CREDENTIALS -
Found Instance credentials!

Users
CreateDate: 2023-06-30 16:51:53+00:00
PasswordLastUsed: 2023-087-24 03:48:13+00:00
Path: /

UserID: AIDASQTZUHTG6FTKFUMDEB
UserMame: awsSeclLab

CreateDate: 2023-05-25 20:03:33+00:00
PasswordLastUsed: 2023-12-13 02:24:32+00:00
Path: /

UserID: AIDASQTZUHTGITIVDWVLIL

UserName: Sebastian

Arn: arn:aws:iam::173127515388:user/awsSeclLab

Arn: arn:aws:jam::173127515388:user/Sebastian

)@ Listening on port 12345

W Extracting credentials

Figure 9: Automatization of SCE Experiment #4 with ChaosXploit: Steps 3, 4 and 5

5.5.1. Action 1: Creating a CI pipeline

To perform this task, it is necessary to create a series of roles
in IAM with privileges over AWS CodeCommit, AWS Code-
Build, and AWS CodePipeline services and then assign them to
the different development team members.

First, it is necessary to upload the source code to AWS Code-
Commit, which is a solution that allows organizations to host
secure and highly scalable private Git repositories. Subse-
quently, a build task must be configured using AWS CodeBuild.
In this step, developers can manage the necessary aspects to
create the software artifact to be deployed. Then, it will be nec-
essary to create a pipeline using CodePipeline. This service will
launch pipelines when a change in the source code is detected.

5.5.2. Action 2: Integrating AWS CodeGuru Security

Once the pipeline is created, it is possible to create secu-
rity tasks in both CI and CD stages. In this case, we create a
stage after the construction process responsible for analyzing
the source code. Particularly, this approach has been chosen
because auditing a compiled artifact produces fewer false pos-
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itives than auditing the source code directly [52]. For this pur-
pose, CodeGuru Security has been selected, which is an AWS
service that allows to perform SAST to identify vulnerabilities
in the source code (Figure 11).

5.5.3. Action 3: Implanting the vulnerability

In this phase, an SQL injection is intentionally added to the
source code in order to identify if CodeGuru Security is able to
detect it. Vulnerable source code can be found in Listing 3. This
new code is committed, triggering the CI pipeline, including
compilation stages and static analysis with CodeGuru.

def get_transaction_by_origin(id_origin):
query f"SELECT * FROM transactions WHERE id
>= {id_originl};"
conn.execute (query)
return conn.fetchall ()

Listing 3: Vulnerable code to SQL Injection



Actions

Action name Stage name Status

CodeGuru SAST @ Succeeded

Build Build @ Succeeded

Source Source @ Succeeded

Action provider
AWS CodeBuild
AWS CodeBuild

AWS CodeCommit

Started Completed Duration

6 hours ago 6 hours ago 2 minutes 38 seconds
6 hours ago 6 hours ago 34 seconds

6 hours ago 6 hours ago 3 seconds

Figure 10: CI pipeline created

@ SAST succeeded

Pipeline execution ID: 1dce84c9-03ea-4ddd-9e19-c74bfe18c76c

CodeGuru

AWS CodeBuild

Details

‘ View logs

®

@ Succeeded - 6 hours ago

38ceb51d Source: testing new sgl injection

Figure 11: CodeGuru Security Integrated into CI pipeline

5.5.4. Action 4: Analyzing CodeGuru Security Results

The next phase consists of reviewing the results of CodeGuru
Security through the tool’s interface in order to identify if there
are new vulnerabilities in the source code (Figure 12).

5.5.5. Automatization of SCE experiment #5 with ChaosXploit

Similar to experiment #4, all actions were automated using
ChaosXploit in experiment #5 to verify whether the hypothesis
defined for this case was correct during the experiment’s execu-
tion. This is done to provide the Security Analyst with criteria
to assess the effectiveness of static code analysis tools such as
AWS CodeGuru.

The execution of this experiment with ChaosXploit follows
the same order as shown before. Figure 13 shows the two ini-
tial steps of the experiment. Starting with the validation of the
initial state, which in this case is defined by the number of high
or critical vulnerabilities detected by CodeGuru. We initiate
the experiment with 2 high vulnerabilities. As a second step,
we address these vulnerabilities but introduce an additional one
(shown in Listing 3) at the code level.

Figure 14 shows step 3, which pushes all the changes, and
step 4, where ChaosXploit waits for the CI pipeline to complete
the build and static analysis. Finally, a new validation of the
steady state is performed, checking if AWS GuardDuty detects
the new vulnerability.
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In this case, this SCE experiment #5 allows the Security An-
alyst to demonstrate that, despite addressing the initial vulner-
abilities, the new one goes undetected, leading to the experi-
ment’s failure. The hypothesis defined in Table 4 is not fulfilled
as GuardDuty fails to detect the SQL injection.

6. Conclusions and future work

It is a reality that implementing security during the software
life cycle is better than simply running ethical hacking tests.
However, a secure development model is expensive and re-
quires governance, technology, and people. In this scenario,
the DevSecOps paradigm permits to build and provide secure
software quickly and agilely, allowing companies to generate
value and keep their systems secure at a lower cost, increasing
their ROL.

Moreover, the incorporation of artificial intelligence holds
the potential to seamlessly integrate and automate various se-
curity processes within a DevOps framework, thus facilitating
its progressive advancement. Examples of this promising inte-
gration between Al and DevOps encompass boosting the cre-
ation of threat models enhancing the precision in pinpointing
vulnerabilities within the source code, the operational applica-
tion, and its constituent elements. Furthermore, artificial in-
telligence contributes to proposing robust control measures to
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Figure 12: Results of CodeGuru Security

[2023-12-14 16:41:21 INFO] Validating the experiment's syntax

[2023-12-14 16:41:21 INFO] Experiment looks valid

[2023-12-14 16:41:21 INFO] Running experiment: Exp 5: CodeGuru

[2023-12-14 16:41:21 INFO] Steady-state strategy: default

[2023-12-14 16:41:21 INFO] Rollbacks strategy: default

[2023-12-14 16:41:21 INFO] Steady state hypothesis: When a developer implements a SQL -in
jection inteo application's source code AWS GuardDuty- Security identifies the issue.
[2023-12-14 16:41:21 INFO] Probe: Do I have Critical or high vulnerabilities?

Starting code guru session @ Steady State Validation

Creating Session

Last scan created at: 2023-12-14 16:38:59.254000-05:080

{'critical': 0.0, 'high': 2.8, 'info': 0.0, 'low': 0.0, 'medium': 10.0}
There are critical or high issues - .
[2023-12-14 16:41:29 INFO] Steady state hypothesis is met! HXIHgIS?UES
[2023-12-14 16:41:29 INFO] Playing your experiment's method now... and add‘”g
[2023-12-14 16:41:29 INFO] Action: #x+s*xCreating vulnerable filexsxsxxx QL Injection

Figure 13: Automatization of SCE Experiment #5 with ChaosXploit steps 1 and 2

[2023-12-14 16:41:29 INFO] Action: *xxx*x%xPushing vulnerable filexsxxxx
On branch master
Your branch is ahead of 'origin/master' by 1 commit.

(use "git push" to publish your local commits)

nothing to commit, working tree clean @ Pushing chanaes
Waiting for pipeline to end g g

[2023-12-14 16:46:33 INFO] Steady state hypothesis: When a developer implements a SQL in
jection into application's source code AWS GuardDuty- Security identifies the issue.
[2023-12-14 16:46:33 INFO] Probe: Do I have Critical or high vulnerabilities?

Starting code guru session . . . a-
n& B @ Validating if codeGuru detects the new vulnerability
Creating Session

Last scan created at: 2023-12-14 16:43:14,324000-05:00

{'critical': 0.0, 'high': 8.0, 'info': 0.0, 'low': 0.0, 'medium': 10.0}

Didn't find any critical or high issues

[2023-12-14 16:46:42 CRITICAL] Steady state probe 'Do I have Critical or high vulnerabil
ities?' is not in the given tolerance so failing this experiment

[2023-12-14 16:46:42 INFO] Experiment ended with status: deviated

[2023-12-14 16:46:42 INFO] The steady-state has deviated, a weakness may have been disco
vered

Figure 14: Automatization of SCE Experiment #5 with ChaosXploit steps 3 and 4

fortify both the application and its underlying infrastructure. pipelines. This proposal constitutes an additional layer of secu-
rity to SAST, SCA, and DAST tools, which may be integrated
into a CI/CD pipeline. As far as we know, there is no similar
proposal that integrates LLMs and SCE to enhance cybersecu-
rity in a software supply chain.

This paper presented an innovative way to advance a DevSec-
Ops practice by using LLMs to automate the creation of Attack-
Defense Trees, which is, at the same time, the input to define
SCE experiments applicable to both the system and the CI/CD
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The integration of LLMs and SCE within a software sup-
ply chain offers effective advantages. Firstly, automating the
construction of an attack model significantly reduces the time
burden on Security Analysts within agile development teams.
Secondly, SCE introduces a crucial capability to uncover vul-
nerabilities that might elude detection by conventional security
tools integrated into a DevSecOps practice, as demonstrated in
Section 5. This becomes particularly valuable when SCE ex-
periments are seamlessly integrated into CI/CD pipelines. This
dual benefit aligns with the imperative of swiftly and securely
building systems within corporate environments.

As future work, we plan to compare the output of other LLMs
to generate Attack-Defense Trees. Also, we intend to propose
new SCE experiments applicable to DevSecOps practices and
to propose new ways to automate the discovery of vulnerabili-
ties in the business logic of systems.
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Abstract—System security is a big challenge for many organizations, especially
when software complexity increases. It is important to integrate new
methodologies that support the finding of system errors, orientate system designs,
and contribute to building holistic security. This research explores the integration
of Security Chaos Engineering (SCE) within the DevSecOps lifecycle, aiming to
enhance the security posture of software development. By leveraging this
integration, it is possible to conduct proactive SCE experiments at the early
stages of software development. Automation plays a pivotal role, with a
predefined set of actions facilitating seamless integration into Continuous
Integration/Continuous Deployment (CIl/CD) pipelines. To demonstrate the
feasibility of such integration, a Cloud-based use case is proposed, in which SCE
is able to proactively improve the infrastructure’s security posture. The study
emphasizes the complementarity of SCE with traditional security testing
approaches, highlighting its ability to address specific risk scenarios.

Undoubtedly, cybersecurity has become an increas-
ingly pressing issue for organizations across all sectors
in recent years. This issue has been evidenced through
different cybersecurity incidents from high-profile data
breaches and ransomware attacks to insider threats
and supply chain attacks. Thus, the risks to which the
digital ecosystems are exposed have never been more
prominent, and despite the struggles of academia and
industry to develop novel defensive strategies against
such threats, cybercriminals continue finding innova-
tive ways to bypass them.

Traditionally, cybersecurity’s duty has been to build
robust defenses to protect organizations against known
threats and vulnerabilities in a proactive fashion. The
existence of those defenses certainly brings a sense of
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security, and many cybersecurity strategies may even
assume mistakenly that such security measures are
flawless. It is the case of Equifax, a company that
experienced a massive cyberattack that resulted in
the unauthorized access and theft of sensitive per-
sonal information of approximately 147 million individ-
uals [1]. Investigations revealed several vulnerabilities
and shortcomings in their security practices, as the
breach was primarily attributed to a failure in imple-
menting security patches for a known vulnerability in
web application framework.

In recent years, a novel methodology applicable
to secure computer systems has emerged, which is
known as Security Chaos Engineering (SCE). SCE is
based on experiments designed to identify failures in
security controls that might go unnoticed using tradi-
tional security testing methodologies. The outcomes
produced by SCE experiments trigger a feedback loop
that informs enhancements to both system design and
operation [2].

This article argues that SCE can be significantly

IEEE Internet Computing



applied to DevSecOps methodology, providing out-
standing improvements in terms of overall security.
To this extent, DevSecOps methodology [3] can be
described as a series of practices that aim to speed up
the software development life cycle and ensure proper
security compliance. Nowadays, it is more evident that
a DevSecOps practice needs to integrate security com-
ponents in the Continuous Delivery (Cl) and Continu-
ous Deployment (CD) pipelines to achieve a security
audit at early stages. Additionally, an early integration
of security allows to detect and remediate vulnerabili-
ties in systems before being deployed in production. In
such a traditional DevSecOps scenario, ethical hacking
tests are still needed for two fundamental reasons: i)
application flows can be too complex for automatic
Static Application Security Testing (SAST) and Dy-
namic Application Security Testing (DAST) tools, and
i) robots can not test business logic.

Even if SAST and DAST security tests are still fun-
damental to validate the security posture of a system,
SCE introduces a proactive dimension to the security
testing paradigm. SCE deliberately injects controlled
chaos into the system, simulating real-world attack
scenarios. This approach provides a unique advan-
tage by stress-testing security controls and response
mechanisms in a live environment. By leveraging SCE-
DevSecOps integration, organizations can achieve a
more comprehensive and realistic assessment of their
security posture, enhancing their ability to detect, mit-
igate, and adapt to evolving threats throughout the
software development lifecycle.

CE methodology first emerged in 2011 at Netflix to
strengthen the system’s resiliency and improve perfor-
mance. In the same year, Netflix released a tool named
ChaosMonkey, created to test the platform’s stability by
injecting random faults on the internal instances [4]. A
year later, Netflix added new fault modes that were
reported on a new tool named SimianArmy.

In its origins, CE mainly focused on validating the
system’s resilience. Later, Rinehart and Shortridge
introduced the SCE methodology [5], [6] realizing that
traditional security testing methods, such as penetra-
tion testing and vulnerability scanning, did not neces-
sarily reflect the complexity of modern systems and
the unpredictability of real-world attacks. To address
this gap, the authors proposed a fresh approach that
applied the principles of CE to digital security, which in-
volved injecting intentionally security vulnerabilities into
systems to see how security teams would detect and
handle them. At the moment, industry and academia

agree that SCE can be defined as “the identification of
security control failures through proactive experimenta-
tion to build confidence in the capability of a system to
defend against malicious conditions in production” [5].

Together with the popularization of the SCE
methodology, some tools and frameworks emerged
to support this approach, including ChaosSlingr [7],
CloudStrike [8] and Prowler Pro [9].

In 2022, Palacios et al. presented ChaosXploit [10],
an SCE-powered framework that employs a knowl-
edge database composed of attack trees to expose
vulnerabilities that exist in a software solution that has
been previously defined as a target. Within the authors’
proposal, different experiments were described and ex-
ecuted to validate the feasibility of such a tool in terms
of auditing the security of cloud-managed services.

Thus, ChaosXploit allowed comprehensive and
semi-automated tests over information systems. One
important component that leads the SCE experiments
in ChaosXploit is an attack tree, which represents the
possible branches, i.e., paths, that an attacker could
follow to achieve a specific attack goal.

As previously mentioned, SCE helps to identify
security gaps, which are often overlooked by traditional
assessment methods. Some of these security gaps
may be related to software vulnerabilities, misconfig-
urations, and logical flaws, among others. In addition,
SCE enhances the system audit process by providing a
set of observed variables that help explain the behavior
of a system.

At their core, CE and SCE share a common
methodology while differentiating in the final objec-
tive. That is, SCE follows the scientific method as
its underlying framework, drawing on the principles of
chaos engineering. While these principles outline the
methodology followed by CE, its approach changes
when extended to security. The steps followed in the
SCE methodology are detailed next:

1) Define the system behavior and establish evalua-
tion metrics, which implies improving the observ-
ability of the system, gaining insights, detecting
hidden patterns, and identifying security flaws.

2) Identify the system steady-state, which is critical
to understand the system equilibrium and ensure
explainability over the experiment.

3) Set a hypothesis to be validated, which led to
focused experimentation.

4) Run the experiment in a secure environment, in-
corporating real-life events, i.e., controlled chaos,
which enables a comprehensive security assess-
ment.

On the other hand, it is known DevSecOps prac-
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tices aim to improve the security of the software lifecy-
cle. For this purpose, automatic build and deployment
are essential as they contribute to reduce delivery
times and ensures that all stakeholders are focused
on their roles. By integrating cybersecurity objectives
into Continuous Integration (Cl) and Continuous De-
ployment (CD) pipelines, DevSecOps practitioners aim
to guarantee that software is secure and business
data are protected. Different strategies may be used
in the application of DevSecOps practices, however,
such strategies are far from detecting all the software
vulnerabilities, having as a consequence an enormous
amount of published vulnerable software.

So, how does SCE contribute to DevSecOps? SCE
offers a clear contribution since it enable a proac-
tive threat modeling that allows spotting hard-to-detect
vulnerabilities in the IT operation and development
domains. Flaws that may be detected by SCE in the
IT operation domain include component misconfigu-
rations, capacity shortages, and uncontrolled assets,
among others. On the other hand, flaws that may be
detected by SCE in the development domain include
flaws in the business logic, exploitable code, lack of
security stories, exposed containers, and insecure API
access control, among others.

To illustrate the potential enhancement of DevOps
through the SCE paradigm, let us contemplate a prac-
tical scenario. Imagine an e-commerce company that
needs updates in its platforms to address technological
obsolescence. To avoid service disruptions during this
update, the company opts to refactor its e-commerce
modules and transition them to a cloud-based environ-
ment. Following the successful migration, the company
envisions the development of additional functionali-
ties to enrich the customer experience, requiring a
CD approach. In this strategic evolution, security is
a requirement, thus Amazon Web Services (AWS) is
chosen as cloud provider due to its robust DevSecOps
infrastructure, aligning seamlessly with the business
objectives.

In this scenario, it is worth remarking that a De-
vSecOps infrastructure requires different components,
including: i) source code repositories, e.g., AWS Code-
Commit, ii) modules to build/compile code, e.g., AWS
CodeBuild, iii) modules to deploy a compiled code in
a production environment, e.g., AWS CodeDeploy, iv)
tools to scan source code, e.g., AWS CodeGuru, v)
modules that automate the entire process, e.g., AWS
CodePipeline.

The above DevSecOps components must be in-
tegrated with the components of the solution archi-
tecture, which have been defined by the company,
to coexist in the cloud. In this use case, we can
define a simple topology composed of: i) an AWS ECS
container to serve the e-commerce front-end, ii) an
AWS EC2 instance to handle web requests, iii) an
RDS database to store transactions, and iv) an AWS
Lambda function to run background tasks.

From these components, an Attack-Defense Tree
must be created by analyzing the tactics, techniques,
and procedures employed by attackers to affect any
cloud components employed in the use case. For our
use case, a tree was created manually (Figure 1),
which contains offenses against AWS CodeBuild and
CodePipeline, based on known attack procedures con-
tained in HackTricks [11].

The Attack-Defense Tree shown in Figure 1 con-
sists of three types of nodes, specifically: i) light blue
nodes representing actions taken by an attacker to
exploit a vulnerability, ii) dark blue nodes representing
security controls that can be implemented to mitigate
the attack, and lastly iii) gray nodes representing attack
goals pursued by a potential malicious actor.

As one may note, the Attack-Defense Tree offers a
great opportunity to evaluate the defensive capabilities
of a system, especially hypothesizing a scenario where
all the offensive actions (light blue boxes) are possible
and successful, i.e., the security controls fail in every
step of the attack. One could argue that this assump-
tion might be considered exaggerated and improbable
in typical scenarios. Nevertheless, in certain organiza-
tional contexts, a persistent and motivated threat actor
could surpass conventional probabilities.

Thus, for our use case the security test will be
focused on validating the countermeasures (dark blue
boxes) that exist in the Attack-Defense Tree. The coun-
termeasures are essentially security settings in already
operational cloud services, like AWS EC2, or added
cybersecurity services, like CodeGuru.

Furthermore, the constructed Attack-Defense Tree
depicts two branches that an insider attacker, who
is part of the company and has certain privileges
over the development environment, could follow to
achieve his malicious goals. The first main branch
(left-hand) represents a scenario where we suppose
an insider attacker identifies that he has permission
to self-promote source code and change the AWS
CodePipeline stages, so he may conduct two types of
attacks (sub-branches):

e Manipulate the application’s source code before
it is deployed to introduce a SQL injection vulner-
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FIGURE 1: Attack-Defense Tree designed for the proposed Cloud-based use case

ability that will allow him to exfiltrate information
in the future.

e Add an additional stage in the pipeline that will
allow him to gain access to the CodePipeline
container and then extract credentials and es-
calate privileges.

The second main branch (right-hand) is related to
the AWS CodeBuild component, which allows build-
ing software artifacts. In this branch we suppose the
attacker identifies a misconfigured permission for this
component (IAM:PassRole), manipulate the compila-
tion routine (defined in buildspec.yml) to include mali-
cious code that will allow him access to the AWS Code-
Build container to extract its metadata credentials, and
escalate privileges in the entire AWS environment.

From both branches, it is possible to identify se-
curity controls that could help mitigate or disrupt the
attack (dark blue boxes). In the first branch, a pre-
ventive security control that would have avoided the
attack would be a set of properly configured policies

that do not allow a developer to self-promote code
without a peer review. If the previous control fails for
the first branch, AWS CodeGuru could be employed as
detective control, as it may analyze the source code of
an application to detect code vulnerabilities and has
support for languages such as Java, .NET, Python,
and JavaScript, among others. CodeGuru is integrated
natively with AWS CodePipeline, being able to execute
SAST on the code that will be deployed.

Regarding the second branch, the main preventive
control would be to configure correctly the policies for
the AWS CodeBuild component which would avoid the
use of the IAM:PassRole permission. Concretely, the
IAM:PassRole permission allows his holder to des-
ignate an IAM role to an AWS component, granting
privileges over other components. If previous control
fails, AWS GuardDuty could be employed as detective
control, as it reviews the logs of all environment com-
ponents in search of anomalous behavior. Particularly,
GuardDuty has the ability to detect that credentials
associated with a component are being used by other
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SCE What to measure
in the experiment

Experiment Hypothesis

Scenario to be tested Attack to execute

When a developer implements a
SQL injection into application’s
source code, AWS CodeGuru-
Security identifies the issue.

Events of vulnerabilities

in the Cl pipeline identified
by AWS CodeGuru-Security.

Database exfiltration
through SQL injection
attack in RDS instance.

A developer without security awareness
copying generic code to perform SQL
queries on an application’s database.

When metadata credentials are
used to gain access to another
service AWS GuardDuty
generates a security alarm

Events of service access using
credentials from AWS CodeBuild.
Detention of the container

after the alarm is launched.

A misconfiguration in the 1AM role

of the AWS CodeBuild component that
allows containers to escalate privileges
across AWS environment.

Privilege escalation
through stealing an

AWS CodeBuild Container
raw credentials.

TABLE 1: SCE experiments proposed for the Cloud-based use case

AWS components.

Once the Attack-Defense Tree has been con-
structed, it is possible to propose SCE experiments
for each branch, which follow the CE methodology
described in the previous section. Table 1 presents a
summary of 2 SCE experiments, detailing the hypoth-
esis to be validated, parameters to be measured in
the experiment, scenario to be tested, and attack to
execute.

Specifically, experiments #1 and #2 aim to validate
the detective and corrective controls that the organiza-
tion will have in case an insider attacker injects vulner-
able code into the application’s source code, or steal
credentials from the CodeBuild container, respectively.

For the mentioned scenario, SCE experiment #1
will be developed, as it is ideal for showcasing the ef-
fectiveness of SCE in a DevSecOps environment. This
experiment aims to validate the effective functionality of
a security tool, i.e., CodeGuru, to detect vulnerabilities
in the source code introduced by an insider attacker.
The metric for this experiment revolves around the
number of high or critical vulnerabilities identified by
CodeGuru. During the execution of this experiment,
ChaosXploit was configured to perform the following
actions:

1) Execute CodeGuru over a code and validate that
two high vulnerabilities are detected, which may
be observed in Figure 2a.

2) Resolve the previously identified vulnerabilities.

3) Introduces a critical vulnerability related to SQL
injection.

4) Execute CodeGuru over the code and validate
if the implanted vulnerability is detected, which
may be observed in Figure 2b.

Upon reevaluating the initial state, it is observed
that while CodeGuru correctly identifies the remedi-
ation of the existing vulnerabilities, it fails to detect
the new vulnerability introduced. Figure 3 illustrates
that ChaosXploit concludes the experiment in a crit-
ical state, i.e., a rebuttal of the hypothesis. In other
words, CodeGuru fails to identify security issues when
confronted with a new common vulnerability.

When applying the SCE methodology, a frequent ques-
tion may arise: does SCE serve as a substitute for
the traditional security testing approach? From our
analysis, the response is negative. Nevertheless, intro-
ducing chaos enables testing particular risk scenarios
that might not align with an automated security test
or could be overlooked by an ethical hacker due to
insufficient comprehension of the business context.
That is, SCE does not replace traditional security tests
but complements them by defining and validating spe-
cific hypotheses about the proper function of defense
mechanisms. Through SCE, it is possible to introduce
controlled chaos in a system, e.g., injecting small bugs
in a system security control or even suppressing a
control, so the application security team may analyze
how the system and other existing security controls
behave, enabling a zero-trust approach.

Additionally, efforts behind the application of SCE
methodology are concentrated on realistic scenarios
that consider the most common paths that would be
followed by an attacker and that can not be tested
using SAST or DAST tools. In the presented use case,
different SCE experiments emerge aiming to validate
the functionality of specific detective and corrective
security controls that could interrupt the execution of
real attacks. Such a process is possible since the pro-
posed SCE experiments leverage an Attack-Defense
Tree that orders the attack procedures by the attacker’s
purpose and effort.

Even if traditional security testing procedures and
SCE can complement each other, they also have
fundamental differences in many aspects. First, tra-
ditional testing is almost always executed by external
personnel of the organization, while SCE is generally
executed by internal personnel who know the steady
state of the system and may propose appropriate tests.

Furthermore, the methodological approach also
changes. While traditional security testing is bounded
by ethical hacking methodologies such as OWASP,
ISECOM, or EC-Council, SCE implements an ap-
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proach addressed by the scientific method. As seen in
the presented use case, the scientific method behind
SCE is developed through some well-defined steps
around the definition of observability’s metrics, the
proposition of a hypothesis according to the steady
state, execution of an attack (injection of controlled
chaos), and validation/rejection of the hypothesis.

On the other hand, the nature of vulnerabilities to
be identified also experiences a crucial shift. In this
sense, traditional security testing concentrates on pin-
pointing flaws in software operating in pre/production
environments. With SCE, however, it becomes feasible
to assess security at every phase of the software life
cycle. As illustrated in the use case, SCE experiments
can be devised for stages such as design, develop-
ment, building, or deployment, integral components of
a full-fledged DevSecOps practice.

Moreover, notable distinctions exist in the extent of
automation, given that SCE attempts to automate all
SCE experiments while traditional security testing still
relies on numerous manual procedures. Consequently,
having a dedicated SCE tool, such as ChaosXploit, be-
comes imperative. Such tools can seamlessly integrate
into CI/CD pipelines, enabling the automation of attack
procedures and supplying evidence to validate/refute a
hypothesis.

Concerning the execution frequency, traditional se-
curity tests are typically conducted every 3 or 6
months, depending on the organizational policies. In
contrast, SCE is designed to be executed regularly,
aligning with the principles of DevSecOps, where soft-
ware must be developed with both agility and security,
ensuring an efficient and secure continuous deploy-
ment. SCE enforces security in a DevSecOps practice
because the mode of operation of automated tools
consists of a set of predefined rules for detecting
vulnerability patterns, and the rigor of the rules is tied
to the tool manufacturer.

Closed findings

12 13 days 39 76%

sssssss

(a) CodeGuru findings before the implantation of code

Finally, as seen in the use case, the SCE exper-
iments integrate a defensive and offensive perspec-
tive through the Attack-Defense Tree, which integrates
security controls and attack procedures in the same
space. Such a dual perspective is highly appreciated
for building better systems where countermeasures’
implementation is motivated by specific security objec-
tives. Traditional security testing, on the other hand,
often relies on an only-offensive security approach.
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Conclusions and Future Works

When a company implements an Application Security Program, it is essential to define
security enablers to guarantee the effectiveness of the program. Thus, LLMs allow
automating security enablers in all steps of the development lifecycle, as demonstrated
in this degree work. Such automatization is translated into security task acceleration in
the software lifecycle. In this regard, automating one of the most important enablers,
i.e. threat modeling, reduces the time spent by the software factory to identify the
necessary countermeasures to deploy secure systems in production.

A company can increase the maturity level of its application security program by using
Security Chaos Engineering because through this practice it is possible to identify
vulnerabilities that are not detectable with automatic tools or pen-testing. This is
due to in a SCE methodology, the system is challenged to eventual security flaws and
the behavior of its components and stakeholders is analyzed. As demonstrated in this
master thesis, over-reliance on security tools can be a risk factor when these tools fail.

It is possible to apply Security Chaos Engineering to a DevSecOps practice from 2
perspectives. The first one (manual) introduces small failures in the components of
a DevOps infrastructure to identify risk vectors in the development ecosystem, and
the second one (automatic) uses the continuous integration or continuous deployment
pipelines to launch experiments in an automated way, for example by using tools such
as ChaosXploit, which can be integrated to the pipelines.

As future work we plan to test the effectiveness of other LLMs, such as Bard [15],
Bloom [16] or GPT-5 [17] to create a threat model based on attack-defense trees using
the flowchart proposed in Section 0.4.3 and explore other threat modeling method-
ologies that can be automated using LLM’s, for example, STRIDE [18], PASTA [19],
TRIKE [20], DREAD |[21], among others.

On the other hand, it is also planned to create a flowchart with a series of prompts that
allows the creation of attack-defense trees using LLMs but is oriented to identify cases
of abuse in specific functionalities of a system. A case of abuse could be associated with
malformations in the business logic, for example, bugs in the provisioning of accounts,
bugs in monetary transactions, bugs in the privileges granted to an object, among
others, and testing them in an automated way using Security Chaos Engineering.
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