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Agenda

1. OSINT
2. Hostile Social Manipulation and Social Warfare
3. Artificial intelligence and NLP
4. Preventing cyber crimes in Colombia, Ecuador and USA



An inspiring phrase…





OSINT (Open Source Intelligence)

 Through OSINT it is possible to:

● Identify potential adversaries according to their level of hostility toward a topic of interest, an individual or an 
organization.

● Identify the motivation and the means that an adversary can have to affect a valuable asset of a company.
● Prevent the realization of (cyber) terrorist attacks, coordinated activities with high impact on a assets of a Nation.

Know the enemy 
(Means, Motivation)

Know yourself 
(Opportunities/vulnerabilities)



HSM and Information Warfare

Hostile Social 
Manipulation (HSM)

The purposeful, systematic generation and 
dissemination of information to produce harmful 

social, political, and economic outcomes in a target 
area by affecting beliefs, attitudes, and behavior

Fake news Cyber bullying

Harassment

Techniques

Conspiracy 
theories

Rumors



https://www.thedailybeast.com/why-is-venezuela-wagin
g-cyber-war-in-europe 

https://www.theguardian.com/technology/2018/jan/19/t
witter-admits-far-more-russian-bots-posted-on-election-th
an-it-had-disclosed 

https://www.thedailybeast.com/why-is-venezuela-waging-cyber-war-in-europe
https://www.thedailybeast.com/why-is-venezuela-waging-cyber-war-in-europe
https://www.theguardian.com/technology/2018/jan/19/twitter-admits-far-more-russian-bots-posted-on-election-than-it-had-disclosed
https://www.theguardian.com/technology/2018/jan/19/twitter-admits-far-more-russian-bots-posted-on-election-than-it-had-disclosed
https://www.theguardian.com/technology/2018/jan/19/twitter-admits-far-more-russian-bots-posted-on-election-than-it-had-disclosed


The problem

How to uncovering Cybercrimes, like HSM (Hostile 
Social Manipulation) in Social Media through Natural 

Language Processing and Open Source Intelligence 
(OSINT)?



Our Goal

Design and implement the architecture of a
cyber intelligence solution that allows to collect and
process data from open sources, allowing to detect
and prevent cyber crimes, specifically Hostile Social 

Manipulation (HSM)



Natural Language Processing

A set of machine learning technologies that gives computers 
the ability to understand, manipulate and structure human 

language.



Similarity models

The goal of similarity models is to measure the 
similarity between two or more objects based on 
their features or attributes.

Once the similarity between the objects is 
measured, they can be grouped, ranked, or 
classified based on their similarity scores 
(ej. Cosine Similarity).



Sentiment and Polarity Models

An NLP technique that allows obtaining information about 
the sentiments contained in the text (Sentiment Analysis) 

and how positive or negative are the emotions printed in the 
analyzed text (Polarity Analysis).



Our proposal of architecture v.1.0

Solution that uses Neural Network (NN) 
to monitor suspicious activities in social 
networks allowing to identify and prevent 
related cyber crimes.

A LEA can find similar posts grouped in 
clusters, determine their level of polarity, 
and identify a subset of user accounts 
that promote violent activities to be 
reviewed extensively to prevent Hostile 
Social Manipulation (HSM).

Different  experiments  were  conducted  
to  prove  the  feasibility  of  the proposal.



Results (Violent protest on June 9th 2021 in Colombia)

) Clusters sentiment polarity distribution 
and a sample tweet for each cluster

Three clusters of tweets with their 
corresponding word maps identified from the 

analysis of similarities



Graph of nodes belonging to cluster 2 showing unique and commons followers

Results (Violent protest on June 9th 2021 in Colombia

)



FCTNLP: An Architecture to fight Cyber Terrorism 
with Natural Language Processing



Who can be a customer of these kind of solutions?

Department of Defense (DoD)
Federal Bureau of Investigation (FBI)

National Security Agency (NSA)
Department of Homeland Security (DHS)

Government agencies with 
sensitive national security 
information or critical data

Banks and credit union, Investment firms, 
Insurance companies, Payment processing 

companies

Cyber security companies that 
offer managed security services 

to other companies

Financial institutions 
that control investments

IBM Security, Symantec Corporation, FireEye, 
Inc., SecureWorks Corp., Cisco Systems, Inc.,

Accenture Security



Our proposal of architecture v.2.0



Tweet collection, text cleaning,
text normalization and word

extraction

Embedding collected tweets with
Google News Embeddings

Similarity model

K-Means Clustering

Results (violent protest on Oct 26th 2021 in Ecuador)



Results (violent protest on Oct 26th 2021 in Ecuador)

NER (Name Entity 
Recognition) Predictions 

and percentage of 
accuracy

Polarity for each 
detected cluster

Classification based on a
Single Layer Perceptron 
supported by TextBlob 

Python library



Graph of nodes for the most 
violent cluster (Cluster 1)

Results (violent protest on Oct 26th 2021 in Ecuador)



Hostility detected 
around a specific 
ORG and LOC



1. OSINT generalities
2. Cyber intelligence generalities
3. Some OSINT tools: Tinfoleak, Gephy
4. Different NLP models usable for OSINT: Similarity, Sentiment, Polarity, NER
5. NLP allows monitor and detect suspicious activities expressed through human language: 

like hate promotion, violent speech or systematic terrorism
6. NLP + Cyber Intelligence allows to support LEA's in the fight against cybercrime

What we have learnt until now?



Next goal?



Next Goal

An NLP-based framework to detect hate 
speech and harassment on US congress 

elections 2022

Election day: 
Nov 8th, 2022
Monitoring period: 
Oct 24th to Nov 17th, 2022

Strategy: 
Monitor replies to Twitter accounts from 

Secretaries of States
Main method used: 

get_tweets_from_user(user_id)



Our proposal of architecture v.3.0



Results (US Elections on Nov 8th 2022)

Histogram of number of tweets per day along the days previous and after the election day (Nov 8th)



Results (US Elections on Nov 8th 2022)

Number of mentions per usernames Number of counts per hashtags



Results (US Elections on Nov 8th 2022)

Arizona is the state with the 
most amount of replies 
(almost 33K) to a Secretary of 
State followed by Michigan

Number of tweet replies per accounts associated to Secretaries of State’s accounts



Results (US Elections on Nov 8th 2022)

Results of the execution of Perspective API Engine over the data collected per state

https://perspectiveapi.com/ 

https://perspectiveapi.com/


Results (US Elections on Nov 8th 2022)

Boxplot “Toxicity” per State



Results (US Elections on Nov 8th 2022)



The statistics show that the state of Arizona 
has higher levels of toxicity, insults, and 

profanity

Results (US Elections on Nov 8th 2022)



Number of mentions per usernames in Arizona Number of counts per hashtags identified in Arizona

Results (US Elections on Nov 8th 2022)



Results (US Elections on Nov 8th 2022)

The most highlighted topics in Arizona are inflation, 
crime, children, abortion, and democracy.



Results (US Elections on Nov 8th 2022)

Clustering results over the 
Arizona’s tweets using Google 
News Word2Vec embeddings



Results (US Elections on Nov 8th 2022)



Results (US Elections on Nov 8th 2022)



Results (US Elections on Nov 8th 2022)
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An Inspiring Ending Phrase …

"Unlock the power of knowledge, stay one step ahead of the 
game: With Cyber Intelligence, you have the ability to detect, 

prevent, and respond to cyber threats, ensuring the safety and 
security of your organization's valuable assets."



Thanks!


