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OSINT

Hostile Social Manipulation and Social Warfare
Artificial intelligence and NLP

Preventing cyber crimes in Colombia, Ecuador and USA
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“If you know your enemy and
yourself, you need not fear the result
of a hundred battles. If you know
yourself but not the enemy, for every

victory gained you will also suffer a
defeat. If you know neither the enemy
nor yourself, you will succumb In
every battle” -sun Tz, The Art of War
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OSINT (Open Source Intelligence)

®

ELECTRONIC
© O SECUR

RO

o

EMAIL
" | MOBILE
COMPUTER

PHONE

:EARLY

WEBSITE

PPPPP

BOOTMASTER
D!FITAL;

INWiﬁE*ﬁEgESECﬁﬁi'T V=S
?ﬁ%&é SWARNiN@'

nnnnnn =) PHONE‘”E DIT CARD WEBSIy'ls-Em
Mo POTRGS

SSSSS

Compiin

PHO

Through OSINT it is possible to:

e I|dentify potential adversaries according to their level of hostility toward a topic of interest, an individual or an
organization.

e |dentify the motivation and the means that an adversary can have to affect a valuable asset of a company.

® Prevent the realization of (cyber) terrorist attacks, coordinated activities with high impact on a assets of a Nation.

Know the enemy Know yourself :
Means, Motivation Opportunities/vulnerabilities o
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HSM and Informatlon Warfare $*"

o The purposeful, systematic generation and
Hostile Social ~ dissemination of information to produce harmful
Manipulation (HSM) social, political, and economic outcomes in a target
area by affecting beliefs, attitudes, and behavior
Techniques
Rumors
Harassment
®
Conspiracy "
) Cyber bullying \
theories Fake news Y z : ® ]
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Venezuela and Russia Teamed Up to Push Pro-Gatalan Twitter admits far more Russian bots
Fake News posted on election than it had disclosed

AS ‘ Company says it removed more than 50,000 accounts and reported
\ Nﬂ"BIAs FALS ! them to investigators, marking latest upward revision of figures
Itxu Diaz [, B . &

Updated Nov. 28, 2017 10:46AM ET
Published Nov. 28, 2017 5:00AM ET
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O Twitter told Congress in October that it had found 36,746 Russian accounts that had posted about the
election. Photograph: Anadolu Agency/Getty Images

Jon Swaine

¥ @jonswaine
Sat 20 Jan 2018 00.46 GMT
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Twitter has admitted that more than 50,000 Russia-linked accounts used
MADRID—Europe is at war. Digital war. And it’s very much the same fight that’s its service to post automated material about the 2016 US election - a far
taken place in the United States: facing an attack meant to sow distrust, heighten greater number than previously disclosed.

divisions, and undermine established democratic processes.

https://www.theguardian.com/technology/2018/jan/19/t
https://www.thedailybeast.com/why-is-venezuela-wagin witter-admits-far-more-russian-bots-posted-on-election-th
g-cyber-war-in-europe an-it-had-disclosed
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How to uncovering Cybercrimes, like HSM (Hostile
Social Manipulation) in Social Media through Natural
Language Processing and Open Source Intelligence
(OSINT)?
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Design and implement the architecture of a
cyber intelligence solution that allows to collect and
process data from open sources, allowing to detect
and prevent cyber crimes, specifically Hostile Social

Manipulation (HSM)
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®

A set of machine learning technologies that gives computers
the ability to understand, manipulate and structure human
language.
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Similarity models #¢5 Rosario

The goal of similarity models is to measure the
similarity between two or more objects based on
their features or attributes.

Once the similarity between the objects is
measured, they can be grouped, ranked, or
classified based on their similarity scores
(ej. Cosine Similarity).
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4 helicopter (0,2,4)

drone (0,3,3)

rocket (0,4,2)

engine
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An NLP technique that allows obtaining information about
the sentiments contained in the text (Sentiment Analysis)
and how positive or negative are the emotions printed in the
analyzed text (Polarity Analysis).
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1. Preprocessing

2. Processing in
terms
of similarities
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Our proposal of architecture v.1.0

User
£n el medio del Cacs siempre hay
una Oportunidad #SunTzu

B O Q <

Cleaning

!

Translation

A 4

Embedding

4
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Matrix of similarities
|

3. Clustering

v

Clustering Algorithm
|

Y

Sentiment Analysis

4. Graph
Analysis

Y

Generation of graph

Y

en el medio del caos siempre
hay una oportunidad

in the middle of chaos there is
always a chance
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Solution that uses Neural Network (NN)
to monitor suspicious activities in social
networks allowing to identify and prevent
related cyber crimes.

A LEA can find similar posts grouped in
clusters, determine their level of polarity,
and identify a subset of user accounts
that promote violent activities to be
reviewed extensively to prevent Hostile
Social Manipulation (HSM).

Different experiments were conducted
to prove the feasibility of the proposal.
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Three clusters of tweets with their
corresponding word maps identified from the
analysis of similarities

K-means Clustering with 2 dimensions
.
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Clusters sentiment polarity distribution
and a sample tweet for each cluster
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FCTNLP: An Architecture to fight Cyber Terrorism
with Natural Language Processing
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Department of Defense (DoD)
Federal Bureau of Investigation (FBI)
National Security Agency (NSA)
Department of Homeland Security (DHS)

Government agencies with
sensitive national security
information or critical data

Financial institutions Banks and credit union, Investment firms,
that control investments Insurance companies, Payment processing
companies
Cyber security companies that IBM Security, Symantec Corporation, FireEye,
offer managed security services Inc., SecureWorks Corp., Cisco Systems, Inc.,
to other companies Accenture Security ¢
® | ®
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Tweets Clusters Tweet collection, text cleaning,
° text normalization and word
extraction

£

Embedding collected tweets with
clusters Google News Embeddings

1
2
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Similarity model

/ _}L K-Means Clustering
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o © Cluster 0 Cluster 1
. .Positive
° Positive ,
Polarity for each Negative ‘ Negative Qmm Classification based on a
detected cluster ¥ Neutral Single Layer Perceptron
supported by TextBlob
Cluster 2 Cluster 3

Python library

Negative

NER (Name Entity
Recognition) Predictions
and percentage of
accuracy

@

Neutral

Neutral
Positive A
' Positive

Negative

token ORG | LOC | PER | MISC | Total | Percentage
Paro 3426 1801 196 74 5497 62.3% (0rRG)
Lasso £ ) 3145 2125 264 5887 36.1% (pER)
Nacional 2661 2415 204 97 5377 | 49.5% ©orc)
Ecuador 724 2535 14 60 3333 76.1% oc)
Guillermo 21 36 1299 3 1359 95.6% (PER)
Fuera 115 1067 85 17 1284 1.3% misc)
Renuncia 10 593 56 3 662 0.5% isc)
Pandora 9 205 558 8 780 0.1% vsc)
® o« ®



Graph of nodes for the most
violent cluster (Cluster 1)

0000 MACC
0060 Matematicas Aplicadasy
© @000y Ciencias de la Computacion

‘°°°'?“—Tagw
@ Mm@m BeaRe@enArm
E AT anqelc 1965 4%\ WL ddes@i
‘ 4 swu@am C&‘Q i @_69

llo\@g'o? : e, ’ ~= 7/
me@mu “@aﬁ%@hw Y g,
\ / \ \ T | \' M;Nas

s e e A I

e S 27109 '
Lau@a?‘i%se@’o y “ . ) "\ N :_“‘r. Sy | ‘_\ y ",, e b"l’(om | cc@uz
Orva@ezsz IG@IIar ‘ \ = N ~,.\‘~.\\ |
Lee_ Ca@iCaribe \. % ‘. Pm«fmm ”
Eri@sec

2\ Cordo@Y eny
| Oscarc@Ha04244

rerran@m,rzzj%mﬁ6

[ Cluster 1 .
[] No Cluster




go]
3 o
= 4=
O O
v g O
v 20
dSL
>0 7T
2 o
= c ®©
6 O«
} .
I o O




o@o@ MACC
O0se| Matematicas Aplicadasy
o 00003 (Ciencias de la Computacion

L ® i ﬁf*ﬂ‘i Universidad d8|
_ %## Rosario

@

What we have learnt until now?

1. OSINT generalities

2. Cyber intelligence generalities

3. Some OSINT tools: Tinfoleak, Gephy

4. Different NLP models usable for OSINT: Similarity, Sentiment, Polarity, NER

5. NLP allows monitor and detect suspicious activities expressed through human language:
like hate promotion, violent speech or systematic terrorism

6. NLP + Cyber Intelligence allows to support LEA's in the fight against cybercrime
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Next goal?
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' An NLP-based framework to detect hate
speech and harassment on US congress
elections 2022
Election day: Strategy:
Nov 8th, 2022 Monitor replies to Twitter accounts from
Monitoring period: Secretaries of States
Oct 24th to Nov 17th, 2022 Main method used:

get_tweets_from_user(user_id) |

NYU tuzr (QFLASHPOINT |
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Histogram of number of tweets per day along the days previous and after the election day (Nov 8th)

®
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count

Number of mentions per usernames Number of counts per hashtags
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Arizona is the state with the
most amount of replies
(almost 33K) to a Secretary of
State followed by Michigan

Number of tweet replies per accounts associated to Secretaries of State’s accounts ® ®
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Results of the execution of Perspective APl Engine over the data collected per state

&) Perspective Y JIGSAW

https://perspectiveapi.com
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Perspectives scores of ATTACK_ON_AUTHOR
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The statistics show that the state of Arizona
has higher levels of toxicity, insults, and
orofanity
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Number of mentions per usernames in Arizona Number of counts per hashtags identified in Arizona
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The most highlighted topics in Arizona are inflation,
crime, children, abortion, and democracy. °/
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Clustering results over the
Arizona’s tweets using Google
News Word2Vec embeddings
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"Unlock the power of knowledge, stay one step ahead of the
game: With Cyber Intelligence, you have the ability to detect,
prevent, and respond to cyber threats, ensuring the safety and
security of your organization's valuable assets."
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