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TOWARD PRIVACY PROTECTION IN DATA FLOWS EXCHANGED
WITH A LARGE LANGUAGE MODEL (LLM)

INTRODUCTION PROPOSAL
Large Language Models (LLM's), e.g. Our proposal consists in designing and implementing a prototype of a data privacy protection
ChatGPT, are widely used in various fields, mechanism for LLM's (figure below). For doing this, it is imperative to: Define use cases for LLM's
simplifying tasks, but they also pose security where sensitive data privacy can be violated, identify feasible privacy protection methods for selected
a_nq privacy risks such as m_a_I|C|ous prompt use cases, implement the selected data protection techniques for sensitive text and images, and
injection, exposure of sensitive data, and evaluate the performance of the solutions.
privilege escalation. NO
Users often interact with these models
unaware of their vulnerabilities, which can | am 55 years old, diabetic, | need
. insulin, | live in Cra 7a # 80-1,
lead to the disclosure of personal or Ton i, ol een Ao D elesrs BEEEEEEEEES s et -===e)
confidential information. places where | may go to get an f | Y
This project proposes an architecture to T ron of thoss pcea. ¢ T o RE
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techniques to protect sensitive data 50 > B
exchange with a LLM. It will operate in two : e ; ,
phases: first, user data will be obfuscated Cra 7a#80-1, Bogota -> Cra 7 SO'X;’ Bogota
before being shared with the LLM, ensuring
privacy during processing. Second, the LLM'’s i YES i
output will be evaluated for any sensitive i iz Obfuscator kel | LM
information, and if detected, an anonymization f ?
process will be applied. The solution will 1 ; ;

iIncorporate image recognition, object
detection models, and machine learning
techniques to secure the entire data stream
and prevent exposure of private information.
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EXPERIMENTS

Stage 1: Detection and Obfuscation of Sensitive Text
For the USER -> LLM use case: A balanced dataset of 834 sentences was generated, which included
sensitive (credit card numbers, emails, and phone numbers) and non-sensitive sentences.

For the LLM -> USER use case: A dataset of 21,300 sentences was generated, composed by sensitive (55
%) and non-sensitive (45%) content. For the processing and classification of these sequences, advanced
Natural Language Processing (NLP) models were employed, specifically GPT-3.5 model from OpenAl and
the pre-trained DistiiIBERT model from the Transformers library. Finally, jailbreak techniques were applied to
test the dataset, which allowed to generate controlled variations of the sentences and include sensitive
information in a controlled manner.

BACKGROUND

Large Language Models (LLM’s): It is the result of
a combination of statistical models and deep
learning, which have evolutionized human-machine
Interaction. These models, trained on vast amounts
of data, can predict words in a sequence and
generate human-like text.

Privacy in LLM’s: Privacy is crucial in the age of
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Stage 2: Detection and Obfuscation of Sensitive Images

For the USER -> L LM use case: A total of 4500 images in JPG format were downloaded from Roboflow, relabeled
into predefined categories (‘IDcard’, ‘animals’, ‘card’, ‘nature’, ‘explicitcontent’, and ‘landscape’), and systematically
organized into training, validation, and testing folders. A custom code was developed to streamline label adjustments
and ensure consistency, with the updated labels stored in a CSV file for tracking and management.

For the LLM -> USER use case: A dataset was created using 1000 jailbreak prompts, enabling the generation of
sensitive and non-sensitive images by multimodal models. Both datasets were split into 70% training, 15%
validation, and 15% testing subsets. The YOLOv8 model was trained and evaluated on these datasets, achieving
strong performance in detecting sensitive content in both user-uploaded and model-generated images.

/CONCLUSIONS

The combination of text detection techniques
such as DistiBERT, regular expressions, and
image detection with YOLO, together with
obfuscation methods and multiple layers of
security (anonymization, encryption, and access

control) demonstrates that it is possible to protect Clase mAP50-95 | Precision Recall Class mAP30-95  Precision Recall
data without affecting the functionality of the animals 0.61234776  |0.61234776  |0.61234776 animals 0,71234776  |0,71234776  |0,71234776
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privacy in LLMs. landscape  |0.74980531  |0.74980531  |0.74980531 landscape 0,84980531 |0,84980531  |0,84980531
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\ objects 0.75574069  |0.75574069  |0.75574069 objects 0,85574069  |0,85574069 |0,85574069
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