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Agenda

● What is the cloud

● Security in the cloud

● Deploy an AWS instance

● Launch a vulnerability assessment





Cloud computing benefits many industries

“The cloud” refers to the on-demand delivery of IT resources via the Internet with pay-as-you-go pricing



Cloud computing by the numbers

Cloud computing ranked as top skill since 20141 

80% Of Enterprise IT will move to the cloud by 20252

94% of workloads was processed in the cloud in 20213 

Source: Gartner

1) Source: LinkedIn; 2) Source: Forbes; 3) Source: Cisco

Global computing market +15% YoY



Why are organizations moving to the cloud?

“We cut the IT expense of digitization by 60% 
with AWS.”

Anjanesh Babu
Oxford University

 

“The AWS cloud gives our researchers faster 
access to cleaner data so they can collaborate 
more effectively to address new research 
questions and arrive at more cohesive 
interpretations of data.” 

Lindsay Der, PhD 
Stanford University



Composition of a Virtualized Environment



Please access to the following URL

● https://forms.office.com/r/JapkD2qVaL 

https://forms.office.com/r/JapkD2qVaL


++++++++++++++++++++++++++++++++++++
++++++++++++++++++++++++

https://aws.amazon.com/government-e
ducation/defense/ 

Cloud Computing Types (According to type of users)

https://aws.amazon.com/government-education/defense/
https://aws.amazon.com/government-education/defense/


Cloud Computing Types (According to the responsibility of management)

● With IaaS, you rent IT infrastructure 
such as servers and VMs, storage, 
networks, operating systems and pay 
for time of usage.

● Platform as a Service (PaaS) refers to 
cloud computing services that supply 
an on-demand environment for 
developing, testing, delivering, and 
managing software applications.

● Software as a Service (SaaS) is a 
method for delivering software 
applications on demand with a 
subscription payment model.



Please access to the following URL

● https://forms.office.com/r/9TAahaRhPu 

https://forms.office.com/r/9TAahaRhPu


What we have learnt until now?

● What is the cloud?
● How is the layer composition of the cloud?
● Types of cloud computing
● Cloud Computing Types (According to the 

responsibility of management)



Deploying a virtual machine in AWS



After you log in AWS Academy, and select “AWS Academy Learner Lab”, you may go to “modules” and then click “Learner lab” to start the 
laboratory



First you have to accept the terms of the service



Then click on “Start Lab”, and wait until the red circle turns out green

Finally, click on the green circle to open the AWS 
Console



This is the AWS Console, where we may see all available amazon services:
We are connected to a 
North Virginia datacenter



Let’s write the name of one of the most popular services EC2 which allows us to create virtual instances in the cloud:



This is the interface of the EC2, here we can click in “Launch instance” to create a new born machine



Let’s choose a good name for our server

Let’s select an operative system

I have selected an Ubuntu 18.04 LTS with 
64-bit



RSA will be the base algorithm that will 
support our key pair

We need an authenticator to connect to our server, but maybe a password is not the best idea…
Instead, we can use asymmetric crypto to generate a public/private key that allow us to authenticate remotely with our machine and also encrypt 
communications!

A .pem will will be generated with the data of the key pair.  Please 
save your .pem file in a location that you remember



We want that our machine can be 
reachable with SSH protocol, so we left 
this marked

We also want that our server can receive 
HTTPS requests because eventually it will 
be a web server attending many users

Even if not recommendable, we may also 
authorize the reception of HTTP requests



Now we can create/launch our instance!



Our new instance is being launch!



Here we can see the details of the instance (public IP, private IP, security rules, etc)



Next 4 slides include instructions for Windows 
users to connect to the virtual machine 



Download and Install Putty and PuttyGen from the following link: 
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html


1. Execute Puttygen
2. Click on “Load” and look for the .pem file. Select 

“All files” to be able to see the .pem file
3. Click on “Save Private Key” to generate a .ppk 

key. You do not need to generate a passphrase 
for your key.



1. Execute Putty
2. In the “Session” category put the public IP 

address of the virtual machine
3. In the “SSH -> Auth” section upload the 

private key that was just generated (.ppk)



1. Click in the Accept button if a Security Alert is 
displayed

2. Connect using the user “ubuntu”



Next 2 slides include instructions for Linux 
users to connect to the virtual machine 



To do a remote connection to the machine we can 
select the instance and then click “Connect”

We have different ways to connect to the 
machine, so we will try to do a SSH connection



First we look for the location where the .pem file 
(the one that contains the pair key to connect with 
the server) was saved

Here we change the permissions over the .pem 
file

Now, we can execute the SSH command and 
connect with the server



Validate connectivity



Lets to some simple tests to validate our machine 
may reach other machines in internet

Now, lets try if we can “ping” some of the IPs that 
belong to our AWS instance:

Nop, we are not able to reach this IP. Why?

This neither. Why?



What we have learnt until now?

● How to create an AWS instance
● No usar Telnet ni HTTP
● Existencia de protocolos ICMP, HTTP (80), HTTPS (443), SSH 

(22) 
● Cloud composed by linux servers
● Create inbound rules
● How work outbound rules: outbound rules only control traffic 

that start from the virtual machine, not traffic started from 
users.

● “Return traffic” will be allowed if in the inbound rule I am 
allowing the incoming traffic.



Thank you


